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Mobile App Security
§ New mobile computing use cases
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Mobile App Security
§ New mobile computing use cases
• Sensitive user data

§ Attractive for attackers
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zdnet.com
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https://www.zdnet.com/article/smartphone-malware-is-on-the-rise-heres-what-to-watch-out-for/


Mobile App Security
§ New mobile computing use cases
• Sensitive user data

§ Attractive for attackers

§ Proper data protection?
• Users rely on ecosystem
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https://play.google.com/store/apps/details?id=net.pryvate
https://play.google.com/store/apps/details?id=com.blink.vpn


Motivation
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Motivation7
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Special Obfuscation 
Technique

Updates & Dynamic Code 
Loading
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Malware on Google Play!

https://krebsonsecurity.com/2023/08/how-malicious-android-apps-slip-into-disguise/
https://www.bleepingcomputer.com/news/security/google-explains-how-android-malware-slips-onto-google-play-store/
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RCE due to vulnerable library

Months until apps used fixed library

Developers might not know 
about vulnerable library
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Apparently 
Secure?
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Developers don’t fix reported 
vulnerabilities

Not secure at all!



Trusting the App Ecosystem…11

• Malware finds way onto Play Store
• Google‘s static checks not enough

• Developers not aware of threats

• Developers fail to address security issues
• Innovation vs. Security
• Same vulnerabilities reintroduced again and again
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Trusting the App Ecosystem…12

• Malware finds way onto Play Store [2]
• Google‘s static checks not enough

• Developers not aware of threats [4]

• Developers fail to address security issues [6]
• Innovation vs. Security
• Same misuse reintroduced again and again
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Research to 
the rescue!



Problem Statement & 
Approach
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App Analysis and Vulnerability Mitigation14

• Inspecting & manipulating execution flow of apps
• Apply same set of changes to many apps

• No app-agnostic holistic tools available
• Custom closed-source tools
• Purpose-built code around app-specific tools

• Research roadblock
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A2P2 – Android Application Patching Pipeline
Our Goal: An app-agnostic pipeline for manipulating Android apps
Use Cases: E.g. tracing API calls, mitigating vulnerabilities, …

• Easy to use
• Low entry barrier

• Powerful
• High degree of customization

• Open-Source
• Improve in a joint effort of the community
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A2P2
Two core concepts for achieving design goals

• Custom Declarative Format for application-agnostic changesets
• Low entry barrier

• Pipeline Architecture with support for custom stages
• Powerful customization
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A2P2 – Basic Use Case17
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Input APK(s) Output APK(s)

Patch Package

Unpack APK Apply 
Changeset

eg. Add 
Asset File Pack APK Sign APK

Patch Project

2. Patch Deployment

1. Patch Development

A2P2 Gradle Plugin & Annotation Processor



A2P2 – Advanced Use Cases18
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Input APK(s) Output APK(s)

Unpack APK

eg. Modify 
Native 
Library Pack APK Sign APK

Standalone Pipeline Operation

Apply 
Changeset
eg. Modify 

Native 
Library



A2P2
Patch projects developed in Android Studio IDE
• Annotation-based DSL for Java patches
• Custom patch format for manifest changes
• Support for merging resources, adding assets

A2P2 pipeline for applying patches or standalone operation
• Freely arrangeable parametrized stages
• Custom stages using low-level primitives
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A2P2 – Example Declarative Patches20

public class TimeTravelPatch {
@PatchClass({"java.lang.System"})
@PatchStaticMethod
public static long currentTimeMillis() {

return OriginalMethods.java_lang_System.currentTimeMillis() - 1000*60*60;
}

}
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<?xml version="1.0" encoding="utf-8"?>
<manifest xmlns:android="http://schemas.android.com/apk/res/android"

xmlns:patch="http://schemas.android.com/apk/res-auto">

<patch:add sel="manifest">
<meta-data android:name="patched" android:value="true" />

</patch:add>

<patch:replace sel="manifest/@package">$${xpath(".")}.patched</patch:replace>
</manifest> 

1

2

3

4

5

6

7

8

9

10

Java Patch

Manifest Patch

ARES 2023
A2P2 – An Android Application Patching Pipeline Based On Generic Changesets



Evaluation
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Performance
§ Minimal App Size Overhead

§ 950 KB + Patch Size

§ Negligible Runtime Overhead
§ Per-Call: < 44 ms
§ Per-Method: < 1.47 ms

§ High App Compatibility
§ 91 % of 132 most popular Play Store apps
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Example Patches23
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• Detecting and mitigating crypto API misuse (paper at AsiaCCS’23)
• Intercept crypto calls and upgrade arguments
• Add ContentProvider for initialization

• Securing dynamic code loading
• Intercept DEX loading and check integrity
• Add asset file for configuration

• More: App cloning, injecting Flipper debugger, …



Conclusion

24

ARES 2023
A2P2 – An Android Application Patching Pipeline Based On Generic Changesets



A2P2
§ First application-agnostic wholistic patching solution for Android apps

§ Readily usable for the research community

§ Declarative patch format, pipeline architecture
§ Easy to use, yet powerful

§ Example patches with focus on security

               Questions?
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Scan for full paper
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