Florian Draschbacher

Exploring Misconfigured Security Across
the Mobile Platform Stack

PhD Thesis

Assessors: Stefan Mangard, Sven Bugiel

June 2026

Institute of Information Security

Graz University of Technology

SCIENCE = PASSION * TECHNOLOGY #IU
razm






Abstract

Mobile devices running Android and iOS are indispensable parts of ev-
eryday life. In the context of many applications, they store, process, or
transmit sensitive user data, motivating the need to integrate security
mechanisms across all involved components. However, the effectiveness of
these security mechanisms highly depends on their proper configuration.
Misconfiguration can instill a false sense of security while still leaking
sensitive user data to attackers.

In this thesis, we advance the state of the art in mobile security by ex-
ploring misconfigured security in three important areas across the mobile
platform stack. First, we analyze mobile-specific communication interfaces.
Specifically, we look into USB file exchange implementations on Android
and iOS and data migration tools on Android. Both analyses uncover
severe misconfigurations in mechanisms for connection authorization, de-
vice authentication, and data confidentiality. For USB file exchange, we
demonstrate a novel attack family, ChoiceJacking, that allows malicious
phone chargers to bypass existing mitigations and extract user files. For
data migration tools, we show that apps from seven major smartphone
vendors, including Samsung, Google, and Xiaomi, are susceptible to wire-
less attacks that allow data extraction or manipulation, even gaining code
execution in some cases.

Second, we examine supply chain attacks on Android, specifically focusing
on security mechanisms for app integrity protection. As part of recent
changes to app distribution, Google mandates developers to hand over
APK signing keys to app store operators. To mitigate the possibility of
malicious manipulation, they introduced an additional signature scheme
called Code Transparency. In our analyses, we demonstrate gaps in this
scheme that allow manipulating app execution flows without invalidating
the Code Transparency.

Third, we address API misuse in Android applications through a dynamic
instrumentation-based approach. We use this approach to detect and
mitigate crypto API misuse in compiled Android apps by intercepting
method invocations. From interception monitors, we employ mitigation
procedures for common crypto misuse cases that are transparent to the
target app’s program logic. We further extend our dynamic approach into
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a generalized, application-agnostic patching pipeline that can be adapted
to detect or mitigate further API misuse scenarios.

The contributions in this thesis improve the overall security of the mobile
platform stack. Through responsible disclosure and vendor updates, our
research has already had a profound positive impact on billions of end
users. Additionally, we make tooling available that facilitates research,
which we anticipate will ultimately benefit end users as well.

This thesis consists of two parts. The first part provides context for
the individual contributions, including background information and an
overview of the state of the art. The second part presents the five first-
author papers that are the core contribution of this thesis, with only minor
changes in layout. All contributions in this thesis are peer-reviewed and
have been accepted at renowned conferences.
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Part 1.

Exploring Misconfigured
Security Across the Mobile
Platform Stack






Introduction

Modern mobile devices, such as tablets and smartphones, have little in
common with cell phones, their original ancestors. Although they have
not lost the ability to accept and make phone calls on the go, that
functionality has long faded from the spotlight. What has come instead,
can be considered one of the most important computing milestones in
recent history. Advancements in various involved technologies have enabled
novel use cases that render a mobile device the centerpiece of its owner’s
digital life. Fast ubiquitous network connectivity enables mobile devices
to bring the Internet into all aspects of everyday life, and vice versa.
High-quality cameras and microphones have turned smartphones into
consumers’ primary choice for taking pictures, videos, or voice recordings.
The vast array of additional sensors almost eliminates the gap between
the physical and digital worlds. Users carry their smartphone wherever
they go, making it a convenient authentication factor for digital services.
All these use cases turn mobile devices into treasure troves of sensitive
user data, increasing their appeal as targets for attackers.

At the same time, mobile phones offer vast potential for attacks. The high
degree of connectivity inherently exposes large attack surfaces to remote
or proximal attackers. The portability of these devices mean that physical
attacks after device theft or loss are realistic possibilities. The tight OS
integration of third-party applications opens the system to local attacks
through malware or malicious libraries.

In this challenging environment, modern smartphones are complex tech-
nical systems. On an architectural level, they consist of a large number
of hardware components, most with their own software stack, ranging
from low-level firmware to high-level applications. Additionally, modern
smartphones are part of a larger ecosystem that also includes proprietary
quality-of-life services, such as app stores. All these components can be
viewed as a three-tiered mobile platform stack. At the base of this stack
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are the various hardware components and communication interfaces that
make up a mobile device, their low-level firmware, and the OS kernel.
Above it, a middleware layer provides the foundational services for the
user-facing application ecosystem. Finally, the top layer consists of the
user-facing applications that implement concrete use cases for the device.

Security needs to be considered in each individual component at every
layer of the mobile platform stack. A vulnerability in one component
can already allow considerable access and often offers opportunities for
further escalation. For example, hardware-level vulnerabilities in chip
firmwares [278, 286], device drivers [5, 39, 192, 249], or the bootchain [35,
41, 146] have in the past allowed device compromise on both iOS and
Android. Common exploitation targets in the middleware layer include
vulnerabilities in inter-process communication (IPC) [38, 138, 250] or other
system libraries [37, 308], permission systems [88, 129, 238], or trust anchors
such as platform signing keys [237]. Finally, application-layer attacks
commonly take advantage of malicious or vulnerable dependencies [202,
203, 218, 239] or general memory and logic bugs [136, 243, 254] to leak
user data from or gain code execution in a process.

To address the security concerns on each layer of the mobile platform stack,
system designers and app developers need to integrate security mechanisms.
For example, common security mechanisms include cryptography to ensure
the confidentiality, integrity, and authenticity of data, or user consent
prompts for authorization of sensitive actions. However, when integrating
such security mechanisms, their design and implementation details must
be carefully tailored to the specific assets and threat scenarios. Any
misconfiguration or flawed implementation can lead to an ineffective
security mechanism that leaves exploitable gaps or can be bypassed entirely.
Given the false sense of security instilled in end users and developers,
ineffective security mechanisms can be considered worse than no such
mechanisms at all. This motivates a need for rigorous examinations of both
design and implementation aspects of such security mechanisms. In this
thesis, we explore misconfigured security mechanisms in three important
areas across the mobile platform stack.

(1) Communication Interfaces: Mobile devices are equipped with a
large number of communication modules, including cellular modems,
Wi-Fi and Bluetooth chips, and USB or NFC interfaces. On top of
these low-level hardware interfaces, vendors often implement propri-
etary protocols and services that are highly security-critical. For all
communication, the confidentiality, integrity, and authenticity of the



exchanged data are crucial. Under no circumstances should it be possi-
ble for an unauthorized party to extract, manipulate, or inject messages
into the communication. Additionally, care must be taken to ensure
that only authorized parties can initiate data exchanges. All of these
requirements need to be addressed through properly configured secu-
rity mechanisms. Any misconfiguration of the security mechanisms
can have serious consequences for the user’s privacy. For example,
wireless communication can be eavesdropped on or manipulated by
proximal attackers unless encryption is used and configured with a key
strong enough to resist brute-forcing. A particularly exposed interface
in smartphones is USB, which is used for both charging and data
exchange, so that only properly implemented user authentication can
prevent malicious chargers from stealing data. Across mobile commu-
nication interfaces, researchers have uncovered severe vulnerabilities
in the recent past [3, 52, 58, 74, 137, 142, 148, 244, 245], motivating
further analyses in this thesis.

(2) Supply Chains: On all stack layers, mobile platforms are complex
assemblies of parts from different origins. Malicious parties somewhere
along the supply chain from each respective developer to the end user
could introduce vulnerabilities or back doors. Over the last few years,
such supply chain attacks have led to compromises of various other
platforms [1, 85, 89, 151]. It is therefore crucial to also identify gaps in
mobile supply chain security mechanisms and adjust overarching trust
models for reducing the impact attacks can have. Asymmetric cryp-
tography offers a way to incorporate authenticity and integrity proofs
into supply chains of software components. For example, embedding a
digital signature into application packages proofably ensures that no
one has tampered with the package after it was signed by the devel-
oper. However, despite the cryptographic soundness of the signature
itself, it only offers effective protection if it is properly configured and
integrated into the overall signature scheme. Any misconfiguration may
allow manipulation of app behavior without invalidating the signature,
ultimately enabling an attacker to gain code execution in the context
of an arbitrary application. For example, APK signature verification
in early Android versions contained an inconsistency when dealing
with duplicate files in a package, allowing code injection while keeping
the signature intact [86]. Such past misconfigurations motivate the
need to scrutinize subsequently released app signature schemes, such
as Code Transparency for the new mandatory Android App Bundle
distribution format [78, 97].
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(3) API Misuse: The application programming interface (API) of mo-
bile platforms allows applications to take advantage of the extensive
functionality provided by lower layers. Commonly, the offered func-
tionality is related to the security mechanisms that apps integrate.
Among others, there are platform APIs for cryptographic primitives,
app runtime integrity attestation, or user authentication. In the past,
researchers have uncovered widespread mistakes in the integration and
configuration of these APIs that void their security guarantees [126,
169, 199, 208, 299, 303]. Particularly common examples are flawed TLS
certificate validation logic that enables Man-In-The-Middle attacks or
hardcoded encryption keys that allow trivial recovery of plaintexts. For
hardening applications against threats, it is necessary to understand
which APIs are prone to misuse and to detect resulting vulnerabilities
in real-world apps. Additionally, solutions have to be found for miti-
gating instances of known API misuse cases in apps whose developers
are unable or unwilling to implement fixes.

1.1. Main Contributions

This PhD thesis encompasses five first-author papers. One of them was
published at a top-tier security conference, three at tier-2 conferences, and
one at a tier-3 conference. These publications are:

e Clone2Pwn: A Systematic Security Analysis of Data Migration Tools
in the Android Ecosystem [72]

e ChoiceJacking: Compromising Mobile Devices through Malicious
Chargers like a Decade Ago [71]

e Manifest Problems: Analyzing Code Transparency for Android
Application Bundles [70]

e A2P2: An Android Application Patching Pipeline Based On Generic
Changesets [68]

e CryptoShield: Automatic On-Device Mitigation for Crypto API
Misuse in Android Applications [69]

These five publications advance the state of the art in mobile security by
exploring security misconfigurations across a wide spectrum of the platform
stack. They can be assigned to the three important areas described above:
Secure Communication Interfaces, Supply Chain Security, and API Misuse.
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Figure 1.1: The main contributions in this thesis, Clone2Pwn [72], ChoiceJack-
ing [71], Manifest Problems [70], A2P2 [68], and CryptoShield [69],
organized into three areas and arranged by their covered platform
stack parts.

Figure 1.1 presents an overview of the five first-author papers, as well as
the covered platform stack parts and areas within mobile security. The
following sections describe the contributions for each area.

1.1.1. Secure Communication Interfaces

While communication interfaces have been understood as attack vectors in
mobile platforms for a long time [185, 277, 291], many previous works have
focused on their foundational aspects. They considered communication
and its security mostly as a concern of low-level hardware [60, 137, 142],
drivers/daemons [102, 115, 130, 143], and specifications [6, 93, 226, 257].
In our contributions in this field, we focus on security misconfigurations
in higher-level vendor-specific implementations of standardized protocols
and entirely proprietary protocols.

Novel Attacks Through Malicious Chargers. The USB interface of
mobile devices offers a unique and complex attack surface for devices
that an attacker has physical access to. In contrast to all other interfaces,
connections can be enforced onto the device even while it is locked, by
establishing a physical link. This is one of the reasons why USB-based
attacks are commonly used in commercial smartphone forensics tools [5].
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However, these attacks usually exploit low-level kernel memory bugs, which
means that they only work for specific smartphone manufacturers and OS
versions. We therefore aim to investigate USB attacks based on vulnerabil-
ities in higher-level trust models that can be exploited across vendors. In
2012, such an attack called JuiceJacking gained public attention [149, 153].
It exploited the fact that the single USB port in mobile devices is used for
both charging and file exchange with a computer. A manipulated charger
could therefore stealthily establish a file exchange connection during charg-
ing to steal user data. As a mitigation to this threat, iOS and Android
added the requirement for explicitly activating the file exchange protocol
for each USB connection through user interaction. This countermeasure
was widely believed to be effective, and subsequent higher-level USB-based
attacks concentrated on other, less powerful attack vectors [183, 184, 196]
or side channels [60, 133, 274, 292]. We introduce CHOICEJACKING, a
novel class of USB-based attacks against mobile devices and the first to
circumvent existing JuiceJacking defenses. We observe that current miti-
gations rely on the assumption that malicious chargers cannot inject input
events while establishing a file exchange connection. While this assumption
holds when considering the low-level USB specification in isolation, we
identify upper-layer components on mobile devices that offer opportunities
for workarounds. We describe a platform-agnostic attack concept along
with three concrete techniques targeting Android and iOS, enabling a
malicious charger to autonomously spoof user input and activate its own
data connection. Our evaluation, based on a low-cost custom malicious
charger, reveals a concerning state of USB security across Android and
iOS. Despite vendor-specific USB stack customizations, CHOICEJACKING
attacks successfully access sensitive user data on all tested devices from
eight vendors, including the six largest by market share. For two vendors,
the attacks even allow data extraction from locked devices. To stealthily
carry out attacks that require an unlocked device, we leverage a power-
line side channel to identify moments when users are unlikely to notice
visual telltales. This work was published at the 2025 USENIX Security
Symposium [71] in collaboration with Lukas Maar, Mathias Oberhuber,
and Stefan Mangard.

Security Analysis of Android Data Migration Tools. All major
Android device vendors provide dedicated data migration tools that oper-
ate over wireless ad-hoc networks. Given that these tools handle highly
sensitive user data, a secure design and implementation is paramount.
Despite this, the only independent security analysis to date was con-
ducted in 2019 and lacks coverage of current market leaders [173]. In our
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work titled Clone2Pwn, we expand this state-of-the-art in two significant
ways. First, we introduce a methodology that enables systematic, exten-
sible analysis. We base this effort on a set of possible attack scenarios
against data migration tools, for which we identify necessary design and
implementation requirements. Second, our analyses represent the current
landscape of state-of-the-art data migration tools, encompassing seven
apps from major smartphone manufacturers. We show that all evaluated
apps are vulnerable to wireless attacks due to security misconfigurations
of lower-level Wi-Fi functionality. Specifically, six of the seven apps rely
on WPA2 pre-shared keys that can be realistically brute-forced, either in
near-realtime or within minutes. The remaining app uses Wi-Fi Direct,
but is vulnerable to attacks due to flaws in peer identification. As a result,
adversaries can eavesdrop on transmitted user data and, in some cases,
modify it in transit. Such attacks can be conducted using inexpensive
equipment positioned within Wi-Fi range of locations such as mobile
carrier stores, where data migrations commonly occur. In addition, for
three tools, a malicious app can extract or manipulate user data due to
missing authentication on exposed TCP sockets. This paper was a collabo-
ration with Lukas Maar, Lorenz Schumm, Rene Denifl, Lukas Treffner, and
Stefan Mangard, and has been accepted for publication at the European
Symposium on Research in Computer Security (ESORICS) in 2026 [72].

1.1.2. Supply Chain Security

Previous work on supply chain security for mobile platforms focused
mostly on threats caused by malicious libraries in otherwise benign ap-
plications [168, 213, 269, 273]. While both iOS and Android have app
stores designed as primary channels for app distribution, their potential
for supply chain attacks remains underexplored. Our contributions in this
domain concentrate on the interplay between recent changes in Google
Play app distribution [78] and Android’s platform security model [180].

Flaws in Code Transparency for Android App Bundle. In 2018,
Google proposed the new Android App Bundle (AAB) distribution format
and published tooling to foster adoption by independent Android app
stores [79, 96]. In the new distribution paradigm, the final APK files for
installation on end-user devices are generated and signed by the app store
operator. Three years later, Google mandated that all new apps uploaded
to Google Play use the new format and paradigm [78]. For developers, this
change meant handing over ultimate control over APK contents to the
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app store operator. To prevent misconduct, Google introduced the Code
Transparency (CT) integrity scheme as an optional extension to AAB [97].
At its core, Code Transparency is meant to allow detecting downstream
changes to the app by having the developer embed a signature in the
AAB. The signature is later copied into every generated APK file and
covers all executable parts of the app. Despite this radical change in the
Android app supply chain, no independent security analyses of CT have
been conducted. In our work titled Manifest Problems, we address this
gap. We contrast the AAB-induced change in the trust model with the
role APK signatures play in the platform security model. Additionally,
we analyze 3.5 million apps from Google Play and Huawei AppGallery
regarding their use of AAB and CT. Our research uncovers multiple ways
for app store operators to inject code while keeping the Code Transparency
intact. This work was a collaboration with Lukas Maar, published at the
Annual Computer Security Applications Conference (ACSAC) 2024 [70].

1.1.3. Vulnerabilities Resulting from API Misuse

Most existing works on API misuse on mobile platforms focused on
detecting it (in compiled apps) and relied on approaches based on static
analysis [188]. However, static analysis is generally inefficient and /or suffers
from severe imprecisions [4]. We therefore focus our contributions in this
field on dynamic methods that can also be used for mitigating API misuse.

Mitigating Crypto API Misuse in Compiled Android Apps. A
series of publications over the last few years has shown that Android
applications commonly suffer from vulnerabilities caused by misuse of
cryptographic APIs [75, 82, 207]. Many of these APIs are offered by the
platform, and are therefore easy to integrate into apps. However, the
complexity of these APIs frequently results in mistakes that, e.g., leak
sensitive user data. From the large volume of publications investigating
the prevalence of these vulnerabilities (cf. Section 3.4), we know the prob-
lem affects the overwhelming majority of mobile apps. Still, despite the
problem and its prevalence being known for years and various initiatives
by Google, no effective systemic mitigation has been found. Not only do
developers keep re-introducing crypto API misuse into their apps [91],
users are also left unprotected if they rely on vulnerable apps that are no
longer maintained. We therefore propose CryptoShield to mitigate crypto
API misuse in compiled apps. CryptoShield is a complete system that can
be installed on any Android device. It injects a monitoring module into
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any application package installed on the device. This module intercepts
calls to cryptographic APIs, checking passed parameters to detect misuse.
For detected misuses, CryptoShield includes generic mitigation procedures
that are transparent to the app. We demonstrate the efficiency and ef-
ficacy of CryptoShield through large-scale automated and manual tests
on popular apps, and synthetic benchmarks. This paper was published at
the ACM ASIA Conference on Computer and Communications Security
(AsiaCCS) in 2023 [69] in collaboration with Johannes Feichtner.

Android App Patching via Generic Changesets. To identify API
misuse candidates and to detect or mitigate concrete misuse cases, re-
searchers require tools to inspect the runtime behavior of compiled ap-
plications. However, existing tooling lacks a comprehensive, application-
agnostic approach. It either requires manual adaptation for each target
application or focuses exclusively on executable code, neglecting the app
manifest and resources, which play a key role in an app’s system integra-
tion. Consequently, these tools are ill-suited for research scenarios that
require systematic transformations across diverse parts of large app sets.
We therefore introduce A2P2,; a flexible patching pipeline for compiled
Android applications. A2P2 features a custom declarative patch specifica-
tion format that supports complex transformations across all components
of an application package. Patches can be applied to an arbitrary number
of Android application Package (APK) files using a configurable pipeline
whose stages can be reordered, extended, or augmented with user-defined
stages. This design enables the construction of sophisticated transfor-
mations from a small set of fundamental primitives. We evaluate A2P2
by measuring deployment time and assessing its impact on application
compatibility, package size, and runtime performance across representative
use cases. Finally, we demonstrate its practical utility by implementing
patches that reproduce prior research results and support common tasks
in Android security analysis. This work was published at the 2023 Inter-
national Conference on Availability, Reliability and Security (ARES) [68]
and received the Best Research Paper Award out of 177 accepted and
about 850 submitted regular papers.

1.2. Other Contributions

In addition to the first-author contributions listed above, I also co-authored
three further papers in the domain of mobile security. Two of these were
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published at top-tier conferences. While my first-author papers overall lean
towards the higher-level components of the mobile platform stack, most
of my co-authored work focuses on the security of lower-level components
such as the kernel, drivers, and hardware. Overall, my contributions
therefore cover the entire mobile platform stack.

Userspace-Accessible Kernel Attack Surface on Android. Tradi-
tionally, Android end-to-end attacks escalated across the platform stack
from unprivileged apps to privileged system services, and exploited flaws
in the kernel attack surface from there. However, in recent years, attacks
have shifted to directly attacking the kernel attack surface reachable from
unprivileged apps. While Google acknowledged these attacks, they mostly
focused their systemic hardening efforts on GPU drivers. In our work
Doom of Device Drivers, we conduct a large-scale analysis to identify
additional kernel drivers exposed to unprivileged applications. We then
enumerate known security vulnerabilities in these drivers and check device
firmwares for inclusion of corresponding patches. Our research uncovers
widespread n-day vulnerabilities in these particularly sensitive components
of the Android platform stack. Corroborating these findings, concurrent re-
search demonstrates active exploitation of vulnerabilities in kernel drivers
accessible from unprivileged apps. This paper was published at USENIX
Security Symposium in 2025 [176] together with Lukas Maar, Lorenz
Schumm, Martinez Garcia, and Stefan Mangard.

Android Kernel Defense-In-Depth Mechanisms. Upstream Linux
offers defense-in-depth mechanisms intended to thwart exploitation of
various memory vulnerability classes. However, it is unclear to what degree
these mechanisms are present in downstream vendor-specific Android
kernels prior to the adoption of the Generic Kernel Image (GKI). In
our work Defects-In-Depth, we address this gap. We start by collecting
recent n-day vulnerabilities in Android kernels and classify their required
exploitation techniques. For these techniques, we then identify defense-in-
depth mechanisms from mainline Linux that would be effective against
them. Lastly, we conduct a large-scale firmware analysis to determine
whether these defense-in-depth mechanisms are employed on Android
devices. Our research uncovers that Android devices frequently fail to
integrate these existing and effective mechanisms. This paper was published
at USENIX Security Symposium in 2024 [175] together with Lukas Maar,
Lukas Lamster, and Stefan Mangard.

Ensuring Network Availability through TEE. Critical networking
applications such as Wireless Emergency Alerts (WEA) or Multi-Factor

12
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Authentication Notifications (MFA) commonly rely on kernel-level net-
working drivers and stacks. However, given their complex functionality
and the resulting attack surface, mobile OS kernels can be compromised.
Through exploiting vulnerabilities, an adversary could gain kernel-level
system access and prevent the delivery of critical messages such as WEAs.
In our paper Don’t Stop Receiving, we propose moving a minimal network
driver into the Trusted Execution Environment (TEE). This allows utiliz-
ing trusted I/O to ensure network availability for critical applications even
under a compromised kernel. We implement a PoC of our solution and
demonstrate that it has negligible runtime overhead when compared to
hosting the network driver in the normal world. This paper was published
in 2025 at the International Symposium on Network Computing and
Applications (NCA) [255] as a joint work with Tom Van Eyck, Stefan
More, Sam Michiels, and Danny Hughes.

1.3. Outline

This thesis is structured as follows. Chapter 2 provides background on the
mobile platform stacks of Android and iOS, as well as key characteristics
of their security architectures. Chapter 3 organizes the state of the art
in mobile security in general, and in the subfields this thesis contributes
to. Chapter 4 concludes the contextualization of the contributions in this
thesis. The first-author papers are presented in Chapters 5 to 9, along
with a list of all first- and co-author papers.
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Background

The device scope referred to by the term mobile in mobile platforms,
mobile security, or mobile platform security is not consistently defined. In
the literal sense, it extends to any computing device that the user can
move from one place to another. Although this would even include most
of today’s desktop computers, the common consensus is that the devices
in scope need to be intended for non-stationary use. However, this still
leaves a relatively wide range of devices, from very resource-constrained
microcontrollers to laptops with desktop-grade computing power. For this
thesis, we define the term mobile platforms as equivalent to smartphone
platforms. This definition is consistent with major academic systems se-
curity conferences [128]. It is worth noting that it does not necessarily
restrict the devices in scope to exclusively the smartphone form factor.
Instead, we consider all devices in scope that run an operating system
primarily targeted at smartphones, such as tablets. In this chapter, we pro-
vide background information on iOS' and Android, the dominant mobile
platforms by the above definition. Beyond descriptions of the respective
platform stacks, we highlight the security challenges and solutions unique
to i0S and Android.

2.1. The Mobile Platform Stack

Today’s mobile platform market is split between two players: Android
(72%) and i0S (28 %) [242]. After the introduction of the respective
pioneering devices, the Apple iPhone (2007) and HTC Dream (2008),
the two platforms quickly eliminated all existing competitors. While
Android and iOS share many similarities in their high-level platform

We use the term iOS to include both iOS and iPadOS, which, despite different
marketing names, are almost identical from a security perspective.
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stacks, there are key differences at the technical and organizational levels.
In the following, we briefly introduce both platforms before describing the
commonalities and differences in their platform stacks.

2.1.1. Android

Android is an open-source mobile operating system developed by Google
under the Android Open Source Project (AOSP). While based on the
Linux kernel, the system’s core user-space components are purpose-built
for mobile devices. Although development itself does not occur in public,
the latest source code of the AOSP project is published twice a year [216].
The availability of source code results in a significantly different start-
ing position for security researchers and malicious parties than on iOS.
However, it is worth noting that the published sources do not necessarily
reflect the code running on real devices. While the kernel is GNU-licensed,
which requires source publication of derivative works, AOSP uses the
more lenient Apache 2.0 license. As a result, device manufacturers are
free to develop closed-source derivatives and usually make extensive use
of this right. In fact, many vendors heavily customize the AOSP codebase
and even introduce their own naming for the resulting OSs. Examples
are Xiaomi’s HyperOS/MIUI [284], Vivo’s Funtouch OS [260], Oppo’s
ColorOS [201], Honor’s MagicOS [118], or Huawei’s EMUI [123]. To ensure
a consistent ecosystem for app developers and end users, devices have to
undergo compatibility testing [180]. Vendors can also have their devices
certified by Google to ship Google Mobile Services (GMS). GMS is a
software suite that includes standalone apps such as Play Store and Gmail,
as well as components that can be integrated into third-party apps, e.g.,
for advertisements or maps.

2.1.2. i0S

iOS is a mobile OS developed by Apple and exclusively shipped with the
company’s devices. It shares its technical foundations with other Apple
platforms, such as macOS, tvOS, or watchOS. Parts of these foundations,
including the XNU kernel and some user-space components, are open-
sourced as the Darwin project [29]. However, iOS includes countless
additional closed-source subsystems, services, and frameworks. In practice,
this either means that security researchers have to treat these components
as black boxes or tediously reverse-engineer implementation details.
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2.1.3. Platform Stack

In the following, we describe the platform stacks of both Android and iOS,
highlighting similarities and differences in all layers. It is worth noting
that individual devices might slightly deviate from the descriptions, in
particular on Android, where many implementation details are up to
device vendors. Still, there are not only strong similarities between devices
of the same platform, but between the two platforms. Figure 2.1 presents
an overview of the involved key components on Android and iOS.

2.1.3.1. Hardware & Kernel

At the lowest level, both Android and iOS include a large number of
tightly integrated hardware components. The arguably most notable of
these components is the System-on-Chip (SoC), which includes not only
the CPU but also a number of integrated coprocessors and peripherals on
both platforms. For most smartphones, tablets, and related devices, the
CPU is built on the ARM instruction set architecture. Typical coprocessors
and peripherals include the GPU, signal processors, or communication
interfaces [214]. Further connectivity, such as cellular, Wi-Fi, Bluetooth,
USB, GPS, NFC, and more, can also be implemented as separate Integrated
Circuits (ICs). Many of these coprocessors and peripherals, in turn, include
programmable computing cores, which run their own firmware. Both
Android and iOS base the integrity of the system and confidentiality of
particularly sensitive data on a Hardware Security Module (HSM). On
i0S, this HSM is implemented as a separate computing core within the
SoC, called Secure Enclave Processor (SEP) [177]. Most Android vendors
use ARM TrustZone, a Trusted Execution Environment (TEE) within
the ARM core [105]. Still, Android also supports secure elements with
dedicated processing cores.

On both Android and iOS, a privileged kernel provides a POSIX-compliant
interface to userspace. While Linux kernels shipped with Android devices
used to be individually maintained and built by device vendors, this has
changed in recent years. Modern devices usually ship with a Generic Kernel
Image (GKI) compiled by Google and load vendor-specific modules only
as needed [103]. This change partly eliminates security issues caused by
fragmentation. Since Apple has full control over the iOS device landscape,
their patch integration is typically faster. i0S’s XNU kernel consists
of a Mach microkernel augmented with higher-level functionality from
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Figure 2.1: Platform stacks of Android and iOS. Based on official Android docu-
mentation [95, 98] and Jonathan Levin [159].

18



2.1. The Mobile Platform Stack

FreeBSD [159]. Notably, the OS’s architecture allows some device drivers
to run in userspace, through a framework called DriverKit.

2.1.3.2. Middleware

A key middleware-level architectural element on Android is the Hardware
Abstraction Layer (HAL) [104]. It consists of vendor-supplied libraries
and services that abstract low-level hardware functionality into clearly
defined interfaces. Ultimately, it enables a unified app ecosystem across
diverse Android devices by allowing applications and higher-level platform
components to be agnostic of hardware details. Further native libraries
implement low-level shared functionality such as access to kernel-provided
interfaces and logging [98]. Among others, this functionality is consumed
by low-level daemons for general device management and vendor-agnostic
hardware subsystems. While a complex HAL is not necessary on iOS due
to a lack of device diversity, much of its middleware layer is similar to
Android’s. The low-level libraries on the platform encompass open-source
components from Darwin and other projects, as well as closed-source
components [159]. They again form the basis for system daemons for
general device management and hardware subsystems.

Higher-level components in the middleware layer prepare the ground for
the application layer. On both platforms, they include a dedicated runtime
environment. On i0S, applications are written in Objective-C or Swift.
While these languages offer advanced features such as reflection, they are
directly compiled to machine code and executed natively on the CPU [159].
The runtime environment, therefore, consists of a relatively lightweight
collection of support libraries and frameworks that implement interaction
with lower-level components. On Android, applications are usually written
in Java or Kotlin and are compiled to Dalvik bytecode. For execution,
Dalvik bytecode is either interpreted or further compiled into machine
code. A more complex runtime environment is therefore needed, called
Android Runtime (ART) [100]. It not only implements garbage collection,
but also keeps track of frequently executed app parts to prepare them for
Just-In-Time (JIT) and Ahead-Of-Time (AOT) compilation. Applications
can interact with the system and other apps through APIs in the Android
frameworks. Many of these APIs use Android’s Binder IPC subsystem
to communicate with central subsystem-specific manager services. For
example, such services exist for communication interfaces, sensors, power
management, package management, and many more.
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2.1.3.3. Applications

Both i0S and Android ship with preinstalled apps and allow installation
of third-party software. Preinstalled apps are commonly developed by
the device vendor or its partners, and run with higher privileges than
user-installed apps. In all cases and across platforms, modern apps are
complex software packages that include compiled code and assets from an
array of different sources. In addition to first-party code, apps typically
integrate both open-source projects and proprietary closed-source SDKs for
purposes such as advertisements, telemetry, or ecosystem integration [265].
On both Android and iOS, apps can integrate libraries in the platform’s
preferred Java/Kotlin or Objective-C/Swift languages, and also libraries
originating from C or C++ code. On both platforms, developers take this
route to reuse existing C/C++ code bases or implement performance-
critical functionality. Additionally, applications on both platforms include
a metadata file or application manifest. This file encodes various runtime
properties of the app, including the functionality it offers the system and
the system capabilities it consumes.

Security researchers often need to understand the implementation details
of compiled apps, which typically involves reverse engineering. For Android
apps, most logic is implemented in Dalvik bytecode, which retains much
high-level information that facilitates decompilation. Compiled iOS bina-
ries retain less information, but often still contain helpful Objective-C or
Swift metadata. Native libraries are typically hardest to reverse-engineer,
since they might be stripped of helpful symbols and heavily obfuscated.

2.2. Security Paradigms of Mobile Platforms

While mobile platforms share many similarities with traditional comput-
ing platforms, there are key differences in usage patterns and operating
environments. These differences also create unique security challenges that
mobile platforms must address.

2.2.1. Operational Constraints and Challenges
Portability. In contrast to a laptop or desktop computer, a smartphone

has a physical footprint that is small enough for the owner to carry it
wherever they go. This means that the device can easily be lost or stolen,
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rendering physical attacks highly likely. It also means that data produced
by the various on-device sensors could be used for physical activity or
location tracking.

Connectivity. Mobile devices typically include more communication
modules than most traditional computing devices. Not only are they con-
stantly connected to the cellular network, they also routinely communicate
with other devices in their surroundings. Mobile platforms also commonly
integrate unique dual-role support for interfaces such as USB or Wi-Fi, or
implement custom solutions on top of established protocols. All of these
communication modes are potential entry points for attackers.

Data Sensitivity. As a result of mobile devices’ portability and connec-
tivity, most users accumulate large amounts of sensitive data on them.
Among others, this includes photos or videos, communication records such
as personal messages, and credentials used to log in to websites while on
the go. All of this data represents valuable assets to an attacker.

Usability. Smartphones are typically used on the move, often during brief
interruptions while users remain engaged in other activities. To accommo-
date this usage pattern, mobile platforms place particular emphasis on
usability, ensuring that common tasks can be performed single-handedly
with minimal interaction effort. In addition, smartphones provide low-cost
access to computing for a broad population, requiring them to be approach-
able even for individuals with little or no prior computing experience.
Consequently, achieving an appropriate balance between usability and
security represents a particularly significant challenge for mobile platforms,
more so than for traditional computing systems.

Efficiency. Many users depend on their smartphone as a communicator,
payment method, or authentication factor. It is therefore essential that the
device remains operational for as long as possible despite limited battery
capacity. Balancing functionality, security, and energy efficiency, therefore,
represents a fundamental design challenge for smartphones, one that is
considerably less pronounced in traditional computing platforms with
continuous power availability.

2.2.2. Security Architecture and Defense Mechanisms

In response to these and more operational constraints and challenges,
mobile platforms have pioneered novel security architectures and defensive
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mechanisms. While many of them remain unique to mobile platforms,
others have found their way into traditional computing platforms over
time.

2.2.2.1. Sandboxing

Executing third-party code on a device full of sensitive data inevitably
poses a risk. To reduce this risk, Android and iOS run applications in their
own isolated containers [11, 31]. The isolation goes beyond traditional
process isolation, and also includes discretionary access control (DAC) and
mandatory access control (MAC). Android additionally creates distinct
Linux users for each app. Both platforms are also very restrictive regarding
the lifecycle of applications. By default, apps can only be executed while
they are in the foreground, i.e., displaying a user interface on the screen.
While some possibilities exist for an app to remain active in the background,
these are intended for performing a number of pre-defined tasks such as
playing music, navigating, exchanging data with accessories, and others [12,
23]. Beyond the lifecycle, the sandbox also restricts an app’s interactions
with the file system, with the kernel, and with other apps.

On both Android and iOS, freshly installed applications by default only
get file system access to a private data folder inaccessible to other apps.
Across platforms, reading other apps’ data is only possible for certain
public locations and requires explicit user consent. Android uses Filesystem
in Userspace (FUSE) to further limit file system access beyond DAC and
MAC [14]. This allows, e.g., restricting an app’s view of a public folder to
just those files it created.

On 108, the possibilities for apps to communicate with each other are
very limited. Although low-level primitives such as sockets exist, they offer
limited use for inter-app communication due to the app lifecycle described
above. Communication would only work while both involved apps are
active, which is unlikely. The only way for iOS apps to directly and reliably
communicate with other apps is through custom URI schemes [25]. While
this mechanism moves invoked apps into an active state if needed, it can
only be used for text-based data. Other IPC mechanisms based on Apple’s
XPC framework exist, but they require explicit user consent and only
allow communication with isolated app parts running separately from the
main app [19]. On Android, there are multiple communication paradigms
that allow an app to directly invoke components in other apps and execute
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a certain action. Most of these paradigms are based on high-level wrappers
of Android’s Binder IPC mechanism, such as Intents and Intent Filters [15].
They allow passing complex data or even file descriptors, and move the
invoked app into an active state if needed.

The app sandboxes on Android and iOS also tightly restrict the system
calls available to user-installed applications. For many interactions with the
kernel or hardware, apps must call higher-level APIs that act as proxies for
more privileged platform daemons. Both platforms offer opportunities for
apps to integrate into the system by fulfilling predefined roles. For example,
both platforms allow apps to act as system-wide network gateways, on-
screen keyboards, password managers, accessibility tools, data sources,
and more. For all these cases, apps need to use clearly defined APIs, and
all communication is routed via the system. Additionally, explicit user
consent is strictly necessary.

2.2.2.2. Permissions Systems

As the core security philosophy, the Android Platform Security Model
states that most key actions need authorization from all three main
stakeholders [180]. These are the platform, the end user, and the app (or
its developer). While Apple does not publish a detailed security model for
iOS, many similarities can be observed. In general, the platform encodes
its authorization by limiting accessible APIs to only actions intended for
apps. The app developer likewise encodes their authorization through
implementing corresponding functionality and (if needed) declaring it to
the rest of the system through the app’s manifest. Finally, both Android
and iOS implement permission systems that ultimately put the user in
control over the most critical actions. For example, permissions decide
whether apps may access the camera, the contacts store, or files on the
device.

The permission system on Android requires applications to statically
declare the required permissions, each identified through a unique name, in
their app manifest [17]. On iOS, a static usage declaration is only necessary
for some permissions, and the exact format varies across permissions.
For most permissions, it is a description string displayed to the user
at runtime when the app accesses protected APIs in the corresponding
category [30]. Statically declaring permissions in the app manifest permits
auditability. It allows end users to estimate the privacy impact of an app,
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and security researchers to identify potential attack vectors. While, in
general, a permission protects a certain set of APIs, no complete official
mapping exists on either platform.

On iOS, the platform generally displays a user prompt for any permission-
protected API. This user prompt is shown the first time the app calls
a relevant API, and allows the user to either grant or deny access to
the corresponding system resource. For subsequent API invocations, the
system saves the user’s decision and allows later adjustments through
the system settings. Android’s permission system is more nuanced. Each
system-defined permission is assigned a protection level. For normal-level
permissions, the user implicitly grants access through app installation,
which can only be revoked through uninstalling the app. Dangerous-level
permissions work much like permissions on iOS, except that the app must
explicitly trigger the user prompt. Additionally, the authorization is more
coarse-grained, with permissions bundled into categories and prompts
shown only once per category.

As a key difference to iOS, Android allows third-party apps to extend the
system’s permission system. They can define custom permission names,
which they can use to restrict access to their exposed components. For
example, an app can ensure that its components are accessible only to other
apps signed by the same developer. Finally, apps can also protect their
components using permissions defined by other apps or by the system. The
platform’s API provides functionality (backed by the Binder IPC system)
to check at runtime whether another process has a specific permission.

2.2.2.3. Tight Ecosystem Control

Apple’s tight control over the i0S ecosystem is evident in its role as the
platform’s exclusive device manufacturer. While Android started as a
much more open ecosystem, Google has increasingly tightened its grip on
the platform over the last few years.

On both platforms, developers have always needed to sign apps before they
could be installed on end-user devices. However, the role this signature
plays in the security architecture of the two platforms differs significantly.
On i0OS, every code instruction executed needs to be either directly or
indirectly (through Apple-issued provisioning profiles) signed by Apple [20].
This gives Apple a chance to vet any code executed on their devices, or at
least the corresponding developer. While a small number of exceptions
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are possible, these are limited to development devices or software written
by Apple. This approach therefore impedes certain use cases such as Just-
In-Time (JIT) compilers for third-party JavaScript engines. Android uses
package signatures typically created from a self-signed certificate generated
by the developer [10]. The signature is checked only during installation,
and APIs exist for dynamically loading and executing additional code
from arbitrary sources. The signature’s main purpose is protecting the
integrity of app updates, i.e., ensuring that updates originate from the
same developer as the original installation.

The undisputed primary distribution channels for Android and iOS apps
are Google Play and Apple’s App Store, respectively. Some Android
vendors maintain their own separate app stores, such as Samsung’s Galaxy
Store [223], Xiaomi’s GetApps [285], or Huawei’s AppGallery [122]. While
these vendor-specific stores typically augment Google’s offerings, they
remain the only option on devices from vendors without a GMS license,
such as Huawei. On Google Play and Apple’s App Store, apps have to
undergo a rigorous review process that includes manual and automated
checks of the app, its resources, and marketing materials. The goal is
to rule out malicious behavior and eliminate violations against platform
guidelines, legal regulations, or security recommendations. Android has
supported installing apps from arbitrary sources (sideloading) and third-
party app stores since its inception, and iOS was forced to follow suit
by the EU’s Digital Markets Act in 2022 [27]. However, these options
have considerable limitations on recent versions of both platforms. On
i0S, apps distributed through third-party app stores or websites are still
subject to a notarization process and commission paid to Apple [28].
Android is increasingly making it more difficult for users to install apps
from independent app stores or websites, citing security concerns [248].
In 2025, Google announced that all developers, regardless of distribution
channel, would have to register their apps with Google in the near future.

Because of their central positions in the respective platforms, Apple and
Google have ultimate control over apps in their ecosystems. On Android,
Google Play is very selective about apps allowed to use certain permissions.
For example, only those apps are allowed to request the permission for
full file system access that Google deems requiring it for their legitimate
operation [107]. While developers can distribute apps that use these
permissions through other channels, installing apps from unknown sources
is growing increasingly difficult, as described above. Effectively, this means
that platform authorization for key actions as described in the Android

25



2. Background

Platform Security Model is split between Google and the device vendor.
On iOS, applications require so-called entitlements to access certain system
resources [30]. While many of these can be used in any app and align with
user-facing permissions, some entitlements require Apple’s authorization
on a per-app basis. Entitlements are encoded in an app’s code signature
(or provisioning profile), which cements Apple’s exclusive control over
them already at the technical level.

2.2.2.4. Hardware-based Security and Trust

Both Android and iOS use hardware-based trust as a key foundation
for their security architectures. It ensures the integrity of the operating
system and the confidentiality of the user’s data.

Both platforms implement secure boot procedures intended to prevent
tampering and corruption [18, 22]. The first code executed when the
device is powered up is the boot ROM, an immutable, low-level firmware
embedded in the SoC’s read-only memory. It includes the public part of a
cryptographic key pair and proceeds with booting only if the subsequent
bootloader stage has been signed with the corresponding private key. The
key pair, or more specifically, its public part, therefore serves as a root of
trust. All the following components in the boot chain in turn verify the
integrity and authenticity of the next stage before executing it. Finally,
this procedure reaches the kernel, which provides foundational security
infrastructure for userspace, such as DAC and MAC. Critical coprocessors,
such as the Secure Enclave and the baseband chip, follow their own secure
boot procedures, triggered by the main CPU. Some Android devices allow
turning off secure boot, and even setting a custom root of trust, which
facilitates security research but may lower device security [16].

Modern versions of Android and iOS by default encrypt files on disk [13,
24]. The most sensitive files are encrypted with individual keys protected
by master keys derived from or wrapped with a unique hardware-bound
key and the user’s passcode. Encryption is typically implemented via the
Trusted Execution Environment (TEE) on Android devices and the Secure
Enclave Processor (SEP) on i0S. Overall, the used Data Protection (10S)
or File-Based Encryption (Android) schemes effectively prevent physical
attackers from extracting data from a shut-down device. Dependence
on the hardware-bound key means any brute-forcing attempt on the
user’s passcode must occur in-situ, where attempts can be strictly limited.
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On iOS and on some Android implementations, a crypto engine in the
storage controller is employed, so that even individual file keys cannot be
leaked through a compromised kernel. One key difference between iOS
and Android needs to be noted. While iOS discards master keys on every
device lock, Android only does so on reboots. As a result, Android’s file
encryption is only effective in the before-first-unlock (BFU) state.

Android and iOS also offer hardware-based key storage [9, 32]. Apps can
request the generation of key pairs whose private component never leaves
the HSM. Cryptographic operations using the key in the HSM can be
requested, allowing, e.g., solving authentication challenges with backend
servers. Keys can be tied to specific requirements, such as authorizing
each individual use via biometric authentication or restricting use to
specific cryptographic operations. The i0OS implementation relies on the
platform’s SEP, while Android variants include proprietary or Google-
supplied solutions based on the TEE or a dedicated StrongBox secure
element. Android allows requesting key attestations that prove a key’s
unexportable residency in the HSM, as well as the integrity of the OS and
the signature of the running application. Backend servers can use these
attestations to verify they are communicating with an untampered client
environment. Similar attestations can be obtained on iOS as well, but
focus on the OS and app integrity.

2.2.2.5. No root-level access

Neither Android nor iOS provides end users with root-level access on intact
installs. This prevents users from inadvertently subverting the platforms’
elaborate security models. Still, both platforms allow gaining some degree
of elevated access for development or research purposes.

On Android, the system can be development-enabled to unlock shell access
via USB or TCP/IP [8]. This process entails a setup procedure in the
system settings that also requires user authentication. Finally, the Android
Debug Bridge (ADB) daemon can be enabled on the device, which allows
access to a shell running under its own Linux user. It offers commands to
inspect many parts of the file system and to manage device aspects such
as installed apps. A development mode is also available on iOS, but does
not grant shell access [26]. Instead, it permits installing and debugging
development builds of apps.

27



2. Background

While root-level access is not generally allowed on Android and iOS, there
are ways to lift this restriction. Some Android devices allow unlocking
the bootloader, and installing arbitrary firmware builds [16]. Researchers
can take advantage of this possibility to add root access to stock firmware
images. On devices that do not allow bootloader unlocking, root access can
only be obtained through exploit chains used by attackers. Even userspace
processes running as root are subject to strict SELinux rules, so that
full system access requires compromising the kernel. On iOS, bootloader
unlocking is not possible, which means that exploit chains remain the only
choice for gaining root-level access on production devices. However, modern
iOS devices and OS versions integrate countless security mechanisms that
render complete exploit chains highly valuable and therefore inaccessible
to most white hat researchers. Apple therefore runs a Security Research
Device (SRD) program that offers modified iOS devices with root-level
access to the research community [21].
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In this chapter, we first present a high-level overview of the state of the
art in mobile security research. Then, we delve into more details in the
three areas of Communication Interfaces, Supply Chains, and API Misuse,
which this thesis contributes to.

3.1. Overview of Mobile Security Research

In the following, we organize the current state of the art in mobile se-
curity across the three stack layers applications, middleware, and hard-
ware/kernel. Research on mobile applications can broadly be categorized
into two areas: malicious apps and vulnerable apps.

Malicious Apps. Within the field of malicious apps, a major research
direction in recent years has been Android malware, with a strong focus
on its detection. The currently most capable approaches for detecting
malware in large app sets use machine learning based on features statically
extracted from code and resources in the application package [90]. However,
such approaches are vulnerable to evasion attacks, such as adversarial
examples [110, 160, 161], and suffer from concept drift due to the fast-paced
evolution of both benign and malicious apps. Recent works, therefore,
suggested various methods for bypassing these limitations [55, 253, 304].
While not as scalable, alternative dynamic approaches help in analyzing
highly obfuscated malware or apps whose malicious intent is not apparent
just from their packages [162, 290]. Finally, some state-of-the-art literature
focused on the post-compromise phase, e.g., victim discovery [288] and
takedown [301] for specific malware types. While not as decidedly malicious
as malware itself, some apps are overly intrusive on user privacy or device
resources, sometimes even stealthily so. Recent research has investigated
this phenomenon from multiple angles, including detection at app-global
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scale through static and dynamic analysis [235, 296, 297], and analysis of
specific app functionality patterns [64, 163, 279]. Some intrusive behavior
was shown to stem from integrated third-party libraries, which constitutes
an aspect of supply chain security discussed in detail in Section 3.3.

Vulnerable Apps. Vulnerabilities in apps put user data at risk, so an
active research field has emerged around this topic. Several recent works
have been devoted to threats in mini-app ecosystems, which are formed
by apps such as WeChat that offer app-in-app experiences. This design
bypasses the operating system’s isolation between applications. Several
resulting vulnerabilities have been scientifically explored, including leakage
of user or app secrets between mini-apps [45, 236, 306], or manipulation of
cross-mini-app communication [295, 310]. Another recent thrust of research
has explored more general weakness patterns in mobile apps. Several works
uncovered shortcomings in custom encryption schemes that apps use in
network communication or data storage [145, 211, 271]. Similarly lacking
protection schemes were also recently found for machine learning models
embedded in mobile apps [63, 247]. One technique explored for uncovering
app vulnerabilities is fuzzing, both on native app parts [65], as well as on
apps’ IPC endpoints [34, 131]. We discuss API misuse, another common
source for vulnerabilities in apps, in detail in Section 3.4.

Permission Systems. A major research area on the middleware level
of the mobile platform stack focuses on permission systems. One of the
concrete goals here is uncovering permission inconsistencies, i.e., resources
accessible through multiple APIs with incoherent permission requirements.
Recent works presented novel approaches for more precise inconsistency
detection across different framework endpoints [61, 219] or focused on
inconsistencies across specific API layers, such as JNI [313] or system
broadcasts [312]. Permission inconsistencies are often caused by vendor
customizations to the OS, which motivated research that approaches the
problem entirely from this angle [261, 262]. Several research groups have
analyzed inconsistencies in specific permission domains on both Android
and i0S, such as the file system [155, 157], networking [227], or user
tracking [182, 187]. The Android permission system has also undergone
recent scrutiny from a usability perspective, exploring misconceptions and
decision rationales [48, 77, 233].

Middleware Vulnerabilities and Exploits. A number of contribu-
tions have been made over the past five years towards the discovery of
middleware vulnerabilities, their exploitation through malicious apps, and
possible mitigations. Several recent publications focused on Ul-based flaws
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and attacks on Android, such as accessibility services that extract user
secrets from app Uls [120, 156, 289] or UI overlays that, e.g., trick users
into granting permissions [40, 272, 314]. The latter can be complemented
with state inference attacks for determining the presence and state of
victim apps [166, 210]. Further works have shown exploitable vulnerabili-
ties in Android’s IPC infrastructure that allow for denial-of-service [300]
attacks and privilege escalations [47, 178]. Another subsystem with re-
cently published vulnerabilities is the file system, in particular Android’s
external storage, which can be exploited to bypass restrictions [67] and
attack other processes [73, 108]. Several recent studies have investigated
the effects of vendor customizations on the platform’s security posture.
Despite approaching from different angles, ranging from hardcoded access-
control exceptions to update mechanisms and contents, they found that
vendor customizations violate Google’s guidelines [43, 209] and negatively
affect security [132, 264], not least because updates are delivered less
frequently [2].

App Stores. Application stores are essential parts of the middleware
layer of the mobile platform stack and have been the subject of several re-
cent studies. In particular, many of these studies investigated the accuracy
of Google’s Data Safety Section and Apple’s App Privacy Labels. While
intended to offer users a faithful representation of an app’s privacy and
security impact, these indicators rely on developer-supplied data. As a
result, developers on both platforms were found to frequently misrepresent
their apps, in particular with regard to data collection practices [33, 282].
Orthogonal studies suggested that inconsistencies might be caused by
intransparent third-party libraries [139, 283]. Although two recent pub-
lications described app stores, particularly Google Play, as a potential
distribution vector for malware and other unwanted apps [147, 172], their
supply chain aspects remain largely underexplored. We provide a detailed
discussion of our contributions to analyzing app stores from a supply chain
security perspective in Section 3.3.

Hardware Side Channels and Injection Attacks. A major research
direction at the hardware/kernel layer of the mobile platform stack are
attacks that exploit physical or architectural hardware characteristics. For
data extraction through side channels, attacks typically train machine
learning models on correlations between emanated signals and specific de-
vice activity, so that later measurements on victim devices allow deduction
in the opposite direction. Several recent works have focused on side chan-
nels based on electromagnetic phenomena emanating from the electronics
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in Android and iOS devices or connected peripherals. They demonstrated
that attackers can infer screen [171] or audio output [51], touch input [134],
app activity [193], and even user fingerprints [195] through probes in
proximity to the victim. Additional studies exploited power fluctuations
measured from wired or wireless chargers to determine screen content
changes [60], browsed websites [152], or user interactions [194]. Some
hardware-based side channels have also been shown to be measurable by
local adversaries, including leakage caused by chip implementation prop-
erties [141, 263], and general electrical or physical side-effects quantifiable
through on-device sensors [66, 197, 246, 251]. Researchers have also used
physical phenomena to manipulate mobile devices, such as injecting touch
events [133, 231, 270] or voice commands [274, 298] via electromagnetic
interference or power-line noise. We extend some of the state-of-the-art
side-channel results in our paper ChoiceJacking [71].

Trusted Execution Environments. Research on the security of and
potential uses for trusted execution environments such as ARM TrustZone
is an active research area in its own right, largely independent of mobile
platforms. Still, recent overlapping works investigating aspects specific to
Android and iOS can be found. These include security assessments of the
proprietary TEE-based fingerprint authentication subsystems on Android
and 10S [56] and vendor-specific implementations for hardware-bound
keystores [230] or trusted app roll-back prevention on Android [44]. We
use ARM TrustZone in a mobile-specific setting in the paper Don’t Stop
Receiving [255], which the thesis author co-authored.

Kernel Vulnerabilities and Hardening. The Linux and XNU kernels
serve as the software foundation for Android and i0S, making them highly
interesting to security researchers. In fact, the Linux kernel, due to its use
in countless other platforms, is already subject to an entire independent
research field examining vulnerabilities and mitigations. Still, numerous
works on both the Linux and XNU kernels specifically approach the topic
from a mobile platform security angle. Recent publications in this direction
can be found for both platforms, uncovering mobile-specific kernel-level
vulnerabilities [135, 311] and side-channels that allow bypassing sandbox
restrictions [166, 276]. Some scientists also work towards mobile-specific
kernel hardening, such as extending SELinux to isolate functionality
modules of individual Android apps [221]. A particular focus in recent
years has been large-scale surveys of vendor-specific Android kernel security
posture and vulnerability patch behavior [2, 144, 307]. As a collaborator
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of Lukas Maar, the author of this thesis contributed to two works in this
domain, Defects-In-Depth [175] and Doom of Device Drivers [176].

3.2. Secure Communication Interfaces on Mobile
Platforms

Modern mobile devices are equipped not only with a cellular modem but
also with a multitude of communication interfaces for protocols such as Wi-
Fi, Bluetooth, and USB. These communication standards are important
pieces of today’s interconnected world and are also used in products
unrelated to Android or iOS. Therefore, they are the subjects of active
research fields independent of mobile platform security. In the following,
we focus our description of the state of the art on studies with a clear
relation to Android or iOS. These are either works dedicated to vendor-
specific implementations of these standardized protocols on Android or i0S
devices, or works dedicated to closed-source, proprietary communication
solutions from a specific smartphone vendor.

Vendor-specific implementations of standardized protocols. Al-
though most Android and iOS devices are very similar in the standardized
communication protocols they support, their implementations often differ
considerably. This is because even two Android devices might utilize inter-
face controllers from different vendors, resulting in divergence in hardware
functionality and low-level firmware or driver implementations. Given that
our contributions in this area concern the USB stack of mobile devices,
we keep our descriptions for other interfaces short.

Of all the communication interfaces embedded in mobile devices, the
cellular modem is commonly considered the most complex, owing not least
to the sheer number of involved subprotocols. Much of the functionality
for dealing with these protocols is implemented in the baseband chip and
its firmware. Any vulnerability in the network-facing attack surface of
these components could allow an attacker to compromise the device’s
communication, possibly even the entire device. Numerous recent works
have therefore analyzed the security of proprietary closed-source baseband
implementations on both Android and iOS [116, 117, 124, 140, 164, 217],
uncovering exploitable logic and memory flaws. While most publications
on security aspects of Wi-Fi examined design vulnerabilities of the in-
volved protection schemes [256, 257, 258, 259], exploits are commonly
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exacerbated by implementation flaws in Android or iOS. For identifying
implementation flaws, multiple teams have employed fuzzing on wireless
device drivers and firmware for both Wi-Fi and Bluetooth [46, 125, 222].
Further publications have uncovered Man-in-the-Middle [287, 305] and
device impersonation [240] attacks, connection leakage across apps [240],
and tracking possibilities [280] in Android and iOS implementations of
Bluetooth and Bluetooth Low Energy (BLE).

Various works have examined the security of USB on Android and iOS. In
2011, Markus et al. [149] presented an attack termed Juice Jacking, which
embedded a computer in a public phone charger to stealthily extract files
or install malware while charging. The attack was made possible as mobile
phones use a single physical port for both charging and file exchange, and,
at the time, blindly trusted any USB connection the user established. In
2013, Lau et al. [153] described in detail how a Juice Jacking attack can
install malware. As a mitigation to these threats, both Android and iOS
introduced the requirement for explicit user consent to USB file exchange
with a computer. This mitigation was widely believed to be effective, and
subsequent USB-based attacks focused on less powerful attack vectors.

One of these attack vectors is embedding a USB peripheral, such as a USB
keyboard or audio/video interface, in the malicious charger. Nohl and
Lell [196] used this method to inject input events, Meng et al. [183, 184]
extracted screen contents, and Wang et al. [274] injected voice commands.
The data extraction capabilities of these attacks are limited. In concurrent
research, Pereira et al. [206], Tian et al. [252], and Imtiaz et al. [137]
investigated the AT interfaces that some Android devices expose for com-
municating with the baseband processor via USB. While the AT protocol
was standardized by ETSI for cellular networks, the specific commands
Android phones expose over USB depend on the baseband chipset man-
ufacturer. Tian et al. [252] reported that 6 out of 14 devices tested in
2019 exposed such AT interfaces. In accordance with Pereira et al. [206],
they found commands for firmware flashing or extraction of user files
via USB. Imtiaz et al. [137] identified vulnerabilities in AT command
parsing that allowed denial-of-service attacks or extraction of sensitive
device identifiers. Despite the impact of the uncovered attacks on AT
interfaces, they affected only a limited number of Android devices [252].
Kim et al. presented fuzzers for uncovering issues in USB gadget [143]
and USB Power Delivery [142] (PD) stacks on mobile devices and other
platforms. They uncovered previously unknown memory-safety issues in
Android gadget drivers and specification violations in the USB PD power
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negotiation procedures of Android and iOS devices. It is worth noting
that these vulnerabilities were again device-specific and therefore hard to
exploit at scale. In summary, there has been a lot of research in recent
years, but no attacks had an impact comparable to JuiceJacking. This
indicates a wide-spread belief that the implemented mitigations were
effective. In the first contribution of this thesis, we show that this is not
the case.

Contribution I

Draschbacher et al. [71] demonstrate that the user consent require-
ments introduced in Android and iOS are ineffective in preventing
JuiceJacking-style attacks. They present ChoiceJacking, a novel family
of hybrid USB attacks that combine characteristics of host-based and
device-based attacks. Through three different techniques, the attacks
allow a malicious charger to spoof user consent and extract user files
autonomously. As the attacks are rooted in trust model flaws, they
affect all evaluated state-of-the-art Android or iOS devices.

Closed-source proprietary communication solutions. As part of
their efforts to differentiate through customization, all major smartphone
vendors have implemented proprietary extensions on top of standardized
communication interfaces. Academic research on the security of these
implementations remains relatively sparse. Curiously, most of the limited
works that do exist focused on iOS.

Several research teams analyzed the protocols involved in Apple’s Con-
tinuity, which allows seamless transfer of settings and activities between
macOS and iOS devices. In 2019, Stute et al. [245] reverse-engineered
Apple’s proprietary Apple Wireless Direct Link (AWDL) protocol for
Wi-Fi-based peer-to-peer communication. Among other findings, they
presented a denial-of-service vulnerability that an attacker can exploit to
eventually gain a Man-in-the-Middle position in AirDrop file exchanges.
In concurrent work, Martin et al. [179] reverse-engineered Continuity
subprotocols based on Bluetooth Low Energy (BLE). They showed that
devices constantly broadcast BLE messages for various Ul interactions,
which allows user profiling and tracking from proximity. A follow-up pa-
per by Celosia and Cunche [49] in 2020 highlighted further design and
implementation flaws in the Continuity protocol and its various applica-
tions. These included additional possibilities for user tracking and device
fingerprinting, as well as leakage of user email addresses, phone numbers,
and executed voice commands. A very similar leakage of email addresses
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and phone numbers was later also reported by Heinrich et al. [113] in
AirDrop authentication messages. In their 2021 paper, Stute et al. [244]
further reverse-engineered Continuity features and demonstrated that an
attacker can gain a network Man-in-the-Middle position by exploiting
Continuity-based Wi-Fi Password Sharing.

Several publications have investigated security and privacy aspects of
Apple’s "Find My” network and the underlying BLE tracking technology
based on asymmetric cryptography. Every tracked offline device broadcasts
its public key to surrounding observers, who report the location to Apple
servers, encrypted using the received public key. Users can then query
Apple’s database for reports of their devices and use the corresponding
private key to decrypt the location report. Heinrich et al. [114] in 2021
reverse-engineered Apple’s closed-source implementation and highlighted
potential for denial-of-service and location-correlation attacks. In a follow-
up publication, Heinrich et al. [112] also presented a stalking detector that
checks whether any device in the ”Find My” network closely follows an
Android device. Apple already integrates similar functionality into iOS.
In 2025, Chen et al. [53] showed that it is possible to misuse the ”Find
My” network to track any BLE device through a combination of malicious
software running as non-root user and clever key-pair computation. Their
approach eliminated the need for a device to overwrite its advertising
address to match the public key, which requires root access.

Finally, two recent publications have reverse-engineered Apple-proprietary
protocols that so far have remained entirely unexplored. Classen et al. [57]
scrutinized Apple’s satellite communication protocol, revealing ways for a
root-level attacker to bypass Apple’s regional restrictions or send arbitrary
messages. Rollhausen et al. [220] documented the wireless protocols of
the Apple Watch. While they identified protocol flaws that allow redi-
recting encrypted traffic or forging health data, the required attacker
models assume that parts of the layered protocol stack have already been
compromised.

Only a small number of contributions have been made towards security
analyses of closed-source, proprietary communication implementations
on Android. In 2019, Antonioli et al. [7] reverse-engineered Google’s
Nearby Connections framework, which third-party applications can build
upon for proximity-based communication. Even if the framework offers a
public API, its closed-source implementation is embedded in the heavily
obfuscated Google Play Services. Antionioli et al. [7] documented that
Nearby Connections uses a combination of Wi-Fi and Bluetooth for device
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discovery and payload exchange. Additionally, they identified multiple
attacks, including the possibility of interception of decrypted traffic. One
of the applications that use the Nearby Connections framework is Google’s
QuickShare file sharing tool, formerly called Nearby Share before a merger
with Samsung’s similar technology. In 2024, researchers from security firm
SafeBreach reverse-engineered its full protocol and identified multiple
vulnerabilities, which they termed QuickShell [58]. While the eponymous
attack allowed code execution only on the tool’s Windows version, the
researchers also found a bypass for file accept user confirmations, effectively
allowing unauthorized file write on the device. Google in 2025 hired security
assessors from NetSPI to conduct penetration testing on a later version
of QuickShare, which, according to the public report, did not yield any
noteworthy findings [36]. Also in 2025, Wang et al. [275] examined the
first-party file sharing tools from Android device manufacturers Huawei
and Xiaomi and reported that the latter is susceptible to stealthy Man-in-
the-Middle attacks.

Already in 2019, Ma et al. [173] analyzed data migration tools offered by
7 smartphone vendors. These tools facilitate setting up a newly purchased
smartphone by copying all data from the old device, typically through a
wireless peer-to-peer connection. In their study, the authors demonstrated
wireless data eavesdropping on four tools due to insecure link-level security
and a lack of higher-level encryption. Since then, no other researchers
have carried out security evaluations of the data migration tool landscape
in the Android ecosystem. This is despite the landscape’s significant
evolution over the past years. For example, Google used to recommend
data migrations via wired connections [101], but removed any hints at this
option when rebranding their tool as Android Switch in 2024 [106]. These
developments motivated a renewed evaluation of the security posture of
Android data migration tools offered by device manufacturers.

Contribution II

Draschbacher et al. [72] present the first systematic analysis of current-
generation data migration tools on Android. They go beyond Ma’s
2019 study et al. [173] methodologically, by grounding their evaluations
on a set of generic attack scenarios. Additionally, they are the first to
scrutinize Samsung’s Smart Switch and Google’s Android Switch tools,
the current market leaders. Draschbacher et al. demonstrate proximal
attacks against all 7 evaluated tools (Google, Samsung, Xiaomi, Vivo,
Oppo, Huawei, Honor), ranging from data extraction to code execution.
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3.3. Supply Chain Security on Mobile Platforms

A product’s supply chain consists of the various stages it undergoes from
the design of its primitive components to its delivery to end users. When
a product or an individual part is compromised anywhere along this chain,
the term supply chain attack can be used. It is worth noting that such
compromise can occur due to an inside attacker, i.e., a malicious party
working at some station of the supply chain, or due to the malicious party
gaining unauthorized access, i.e., breaching the supply chain itself. At
least three distinct supply chains exist on mobile platforms. One is the
hardware supply chain, where the sheer amount of individual components
in a smartphone and the complexity of their design and fabrication offer
ample potential for compromise. For example, authentication keys that
allowed interception and impersonation on the cellular network have in
the past been stolen from SIM card manufacturers [225]. The firmware
supply chain revolves around the device’s operating system, where attacks
or compromises can happen anywhere from suppliers of board support
package components or preinstalled apps to the delivery infrastructure of
over-the-air updates. Multiple vulnerabilities in this supply chain have
been documented in the past that were caused by leaked platform [237],
system module [111] or Android Verified Boot signing keys [158]. Finally,
the application supply chain spans the process from assembling code
components into a compiled application and shipping it to end users. Since
our contributions in this field concern the latter of the three, it is also the
focus of our state-of-the-art elaboration in this section. At a high level,
the application supply chain consists of three possible entry points for
attackers. These are third-party libraries, build tools, and app distribution.

Third-party libraries. Modern mobile applications are no longer mono-
lithic software projects. Instead, they commonly incorporate closed-source
third-party libraries for tasks such as advertisements, analytics, or social
integration. These libraries run in the same process space as the main
application logic, which means that they can interact with app-internal
data and piggyback on the permissions the user granted to the app for
its legitimate functionality. Researchers have long identified this as a
security and privacy threat. More than 15 years ago, Egele et al. [76] and
Grace et al. [109] found that over half of the analyzed apps on both Android
and 10S included advertisement or tracking libraries. On iOS, they leaked
identifiers allowing cross-app user tracking, while on Android, they even
accessed the user’s SMS messages. Pearce et al. [205] reported that almost
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half of the analyzed apps that integrated ad libraries requested privacy-
sensitive permissions just for them. The longitudinal analysis conducted
by Wang et al. [265] indicated that the number of apps monetized through
advertisements has continued to increase since then. More recent studies
found multifaceted privacy-intrusive or outright malicious behaviors of
third-party SDKs embedded in Android applications. Zhang et al. [309]
studied third-party libraries that exhibit potentially malicious behaviors
such as accessing location, contacts, calendar, storage, or body sensors.
Wang et al. [273] uncovered threats emerging from malicious libraries that
override resources from other app components. Mi et al. [186] identified
SDKs that monetize apps by renting the device’s Internet connection to a
proxy network. Wang et al. [268] documented predatory SDKs that harvest
sensitive data from other SDKs in the same app process, a phenomenon
later also confirmed on i0S by Liu et al. [168].

For Android in particular, a long line of research has proposed solutions
to alleviate these problems, most of which introduce a separation between
the main application logic and third-party libraries. Shekhar et al. [232],
Pearce et al. [205], Zhang et al. [302], and others suggested full-on compart-
mentalization for advertisement libraries, i.e., executing them in isolated
processes and only granting them a minimal subset of the app’s permis-
sions. All of these solutions required some modifications to the Android
framework and applications. Shekhar et al. [232] offered an automated tool
for retrofitting necessary changes into compiled apps. Huang et al. [121]
proposed a solution that works entirely compiler-based, through a modified
version of the on-device dex2oat ahead-of-time compiler that moves third-
party advertisement libraries into separate processes while translating
Dalvik bytecode to native instructions. While strict process isolation can
work for ad libraries due to the limited interaction between the core app
and third-party code, it is more difficult to achieve for a more general
model of third-party libraries. Seo et al. [229], Dawoud and Bugiel [62],
and Rossi et al. [221] suggested letting app developers specify a policy of
what app parts should be allowed access to what resources, and enforcing
it at runtime, either at subprocess-granularity or based on call stacks.

It is worth noting that any such solution can only realistically be deployed
on end-user devices if it is integrated into the upstream AOSP project. Oth-
erwise, it would only exacerbate the Android platform’s already existing
fragmentation problems. Potentially out of this consideration, Google in
2022 announced plans to introduce process-based isolation for ad libraries
in the official app framework [59]. Their SDK Runtime [99], introduced as
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part of the larger Android Privacy Sandbox initiative, would have tightly
limited the permissions available to SDK processes and entirely disabled
runtime features such as native code for them. Advertisement libraries
would have been updated independently of applications, additionally solv-
ing the problem of outdated dependencies that cause vulnerabilities in
apps. Although Google published a working prototype with Android 14 in
2023 [99], they eventually abandoned the project in 2025, citing feedback
from marketers and publishers, as well as low adoption [50].

Build tools and dependency managers. Although cases of compro-
mised build tools have been documented, academic research on the topic
remains relatively sparse. In 2015, researchers found that threat actors had
published a manipulated version of Apple’s Xcode development environ-
ment [281]. Any app compiled using this tainted version included malware
that sent sensitive user data to the attackers. According to Apple’s internal
estimates, more than 2500 apps had been infected, impacting 128 million
users [87]. In their 2020 study, Zhang et al. [309] found hints at Android
apps containing modified versions of third-party libraries. While they
did not investigate the causes, compromises in the build chain are one
possibility. More recently, EVA Information Security uncovered flaws in
the CocoaPods dependency manager commonly used in iOS app devel-
opment [218]. These flaws allowed attackers to manipulate packages in a
CocoaPods repository, gaining code execution capabilities in any depen-
dent app. Schmidt et al. [228] also examined i0S dependency management
solutions, and found further potential for compromise in CocoaPods.

App distribution. While some research exists on the prevalence of mal-
ware in app stores, the potential for legitimate apps to be compromised
during distribution remains underexplored. Fahl et al. [80] presented an
important first step in this direction, analyzing app signing practices on
Google Play and proposing an Application Transparency framework de-
rived from Certificate Transparency for TLS certificates. Kotzias et al. [147]
and Shen et al. [234] found that malicious parties routinely used Google
Play to disseminate potentially harmful apps, where they survived for
more than two months on average before being detected and removed. The
results by Wang et al. [266] suggested that about 3% of all apps removed
from Google Play were malicious. In a follow-up study, Wang et al. [265]
reported a clear downward trend in malware prevalence on Google Play
over a period of 3 years. Wang et al. [267] also compared various aspects
of Android app stores, and found that third-party app stores performed
about twice as poorly as Google Play in the best case in terms of malware
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prevalence and removal. Yang et al. [293] even uncovered a tendency for
identical apps to be more likely to contain malicious code when distributed
through third-party app stores than when distributed through Google Play.
Hu et al. [119] showed that malware authors commonly masqueraded their
apps as popular apps, a technique termed app squatting. Given the lack of
truly independent third-party iOS app stores, most of these publications
focused on Android. Liu et al. [170] recently investigated unofficial i0S
app stores that misuse procedures intended for app testing. They found
that the majority of the catalogs consisted of manipulated versions of
popular apps that might also introduce malicious code.

In light of recent developments and ongoing discourse on ecosystem mo-
nopolies and digital sovereignty, the position of established app stores as
central supply chain gatekeepers warrants critical scrutiny. When Google
introduced the Android Application Bundle (AAB) format and, in 2020,
announced plans to require it for app distribution through Google Play,
concern was raised only by developer advocates [190]. The criticism pointed
at the potential for app stores to stealthily manipulate apps under the new
distribution scheme. This potential arises because the AAB format requires
developers to hand over signing keys to app store operators. An app’s
intact signature created from the authentic (when compared to a previous
app version) certificate is therefore no longer indicative of its integrity.
Handing over signing keys had been necessary for Google Play Signing
before, which offered server-side app signing as a convenience feature for
developers. While, as pointed out by Lins et al. [167], Play Signing had
therefore allowed for stealthy compromise as well, it was never mandatory.
In 2021, Google presented Code Transparency to limited appraisal from
developer advocates [189] as a solution to their concerns regarding AAB.
However, despite its key role in the application supply chain under the
AAB format, the exact security properties of Code Transparency remained
untested, motivating its analysis in this thesis.

Contribution ITI

Draschbacher and Maar [70] present the first systematic analysis of
the Code Transparency scheme for the AAB distribution format. They
uncover serious shortcomings that allow an attacker to influence the
app’s code without invalidating its Code Transparency. These findings
show that the problems introduced through the AAB distribution
scheme remain unsolved, with potentially serious consequences for app
developers and end users in the Android ecosystem.
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In concurrent work, Lins et al. [167] proposed the Mobile App Distribution
Transparency (MADT) scheme based on verifiable logs for mitigating
problems introduced by signing key sharing.

3.4. API Misuse on Mobile Platforms

From a security perspective, API misuse refers to an application using
APIs offered by a (platform) library in an improper way that invalidates
its security guarantees, e.g., through misparametrization. In the past,
most publications investigating API misuse in mobile applications focused
on crypto APIs, i.e., TLS or cryptographic primitives provided by the
platform’s app framework. However, there is also a body of work on the
misuse of other system APIs that affects an application’s security posture.
In the following, we discuss the state of the art in both areas.

TLS API Misuse. The first major publication to uncover crypto API
misuse in mobile applications was presented by Gergiev et al. [92] in 2012,
who analyzed libraries and non-browser apps on various platforms for TLS
validation flaws. For Android and i0S, their dynamic testbed identified
flaws in messaging and banking apps, as well as popular analytics and
ad SDKs, which they attributed to complex low-level TLS APIs. In a
parallel work, Fahl et al. [81] conducted the first large-scale mobile-only
study, also focused on misuse of TLS/SSL APIs. Through automated static
analysis, the authors uncovered TLS validation flaws in 8 % of analyzed
apps and manually confirmed exploitability on a smaller subset. In 2014,
Sounthiraraj et al. [241] presented SMV-Hunter, the first automated
TLS misuse detector for mobile applications that combined static and
dynamic analysis. Their static analysis identified entry points and user
input required to reach TLS functionality in the dynamic analysis, during
which the app was subjected to a MITM attack. The dynamic stage
eliminated 50 % of the misuses reported by the initial static analysis as false
positives. Google introduced the Network Security Configuration (NSC)
in 2016 [94], which facilitated implementing advanced TLS validation and
added more secure default logic. Still, Oltrogge et al. [200] in 2021 reported
that apps bypassed secure TLS validation defaults, finding vulnerabilities
in more than a third of the statically analyzed apps. Pourali et al. [212]
conducted a dynamic analysis study in 2024, reporting TLS validation
failures in 4 % of apps from Google Play and 56 % from a Chinese app
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store. Third-party libraries that hijacked validation in the entire app were
responsible for more than a fifth of the cases on Google Play.

Crypto API Misuse. A parallel thread of research examined the misuse
of APIs for general-purpose cryptographic primitives such as ciphers.
Egele et al. [75] presented CryptoLint, a static detection tool for violations
of six crypto rules designed to ensure that ciphers and password-based
encryption are indistinguishable under a chosen-plaintext attack. They
reported that 88 % of the analyzed applications from Google Play violated
at least one rule. They included case studies showcasing how the flaws
rendered the affected crypto primitives ineffective. Li et al. [165] proposed
iCryptoTracer, a hybrid between static and dynamic analysis for identifying
misuse of crypto primitives in iOS apps. They statically determined crypto
API calls that they later intercepted at runtime on a jailbroken device.
By analyzing the passed parameters, they identified flaws in 65 % of the
evaluated apps. In 2016, Ma et al. [174] presented the first solution for
mitigating crypto API misuse in compiled Android applications, called
CDRep. They identified misuse locations through static analysis and
applied patches from manually assembled fix patterns. While their solution
represented an important first step for users of otherwise vulnerable apps,
its purely static approach had limitations, such as only being able to
mitigate the first misuse per app method. Feichtner et al. [84] put forth
the first purely static crypto API misuse detector on iOS, based on the
crypto rules by Egele et al. [75]. They reported a crypto misuse prevalence
of 82 % among evaluated i0S apps.

While early crypto API misuse detection was characterized by a race to
ever higher prevalence numbers, the general trend in later works points at
more nuanced analyses. Muslukhov et al. [191] extended CryptoLint by
Egele et al. [75] and attributed findings to originating code packages. They
noted that up to 90 % of the vulnerable Android apps only contained crypto
API misuse due to the libraries they integrated. Kriiger et al. [150] aimed
to comprehensively cover misuse of any API in the Java Cryptography
Architecture (JCA) through rules encoded in a custom definition language
called CrySL. Their static analysis tool checked Android apps for violations
against these rules, reporting that 95% of evaluated apps contained
at least one misuse, with manual assessment indicating recall of 100 %
and precision of 85%. Rahaman et al. [215] proposed domain-specific
heuristics that significantly reduced the false positives that generally
haunt static analysis. Their tool, CryptoGuard, still reported a crypto
API misuse prevalence of 91 % among Android apps, but beat existing
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tools in terms of precision and recall on a synthetic benchmark. In 2021,
Piccolboni et al. [207] presented CryLogger, the first purely dynamic
crypto API misuse detector for Android. Through a modified Android
framework, their solution collected API invocations and detected misuse of
TLS and crypto primitives from logged parameters. The authors compared
CryLogger to CryptoGuard and found that both tools suffered from false
negatives, but only CryptoGuard suffered from false positives. Recent
meta-studies by Ami et al. [4] and Chen et al. [54] have analyzed limitations
of state-of-the-art static crypto API misuse detectors, focusing on false
negatives and false positives, respectively. The limitations of static tools
and promising results of Piccolboni et al. [207] motivate the further research
into dynamic approaches for detection and mitigation of API misuse in
this thesis.

Contribution IV

Draschbacher et al. present CryptoShield [69], the first approach for
dynamically mitigating crypto API misuse in compiled Android apps.
While dynamic approaches already showed promising results in pure
detectors, the authors demonstrate that they are particularly well-
suited for mitigation. Although aimed at mitigation, CryptoShield’s
misuse detection capabilities outperform those of CryptoGuard [215]
on synthetic benchmarks.

J

In the 2025 systematic review by Ochoa et al. [198] of approaches for
automatically mitigating harmful APT use, CryptoShield was still the only
approach that used dynamic instrumentation.

Misuse of Other APIs. Further studies have examined security vul-
nerabilities arising from the misuse of a broad range of system-provided
APIs. In 2014, Poeplau et al. [208] statically analyzed misuse of dynamic
code loading APIs in Android applications. Apps can use these APIs to
load add-ons or shared components from disk, or to implement self-update
mechanisms. Poeplau et al. found that more than 9 % of evaluated apps dy-
namically loaded code in an insecure manner via HTTP or public storage,
enabling code-injection attacks. In a follow-up paper, Falsina et al. [83]
proposed an improved API for secure dynamic code loading and provided
a tool for retroactively patching apps to integrate it. Bianchi et al. [42]
identified widespread misuse of the fingerprint API on Android. Apps
use this API to ensure that the device owner has authorized sensitive
operations. It works by presenting a biometric prompt for user authenti-
cation and providing proof of successful authentication via unlocked key
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material stored in the TEE. In their static analysis, Bianchi et al. [42]
found that more than half of the apps using the API did not use this
proof, enabling bypass attacks on a compromised OS. Zhang et al. [303]
in 2025 presented a misuse analysis of the same API, but considered addi-
tional lifecycle events, such as the enrollment of new fingerprints. They
reported at least one type of misuse in as many as 97 % of the analyzed
apps that use fingerprint APIs. In 2021, Ibrahim et al. [127] investigated
apps’ misuse of app attestation APIs, in particular Google’s SafetyNet
API. Apps can use these APIs to obtain an attestation of their APK
signature and the integrity of the operating system. This attestation is
signed by a root certificate embedded in the TEE. The dynamic analysis
conducted by Ibrahim et al. [127] indicated that over 50 % of apps did not
check the attestation on the backend server, again enabling bypasses by
a compromised OS. Yang et al. [294] analyzed improper configuration of
app manifest files in Android apps, which represent the contract between
the app and OS. Through misplacing or misspelling entries in this XML
file, developers can introduce security vulnerabilities such as unprotected
components. In fact, Yang et al. [294] identified security-relevant misuse
in about 5% of analyzed applications. Lee et al. [154] analyzed how An-
droid apps using in-app browser APIs validated advanced TLS certificate
configurations. Given Android’s lenient default TLS validation logic, apps
need to implement custom logic to, e.g., detect misconfigurations in TLS
extensions. However, Lee et al. [154] found no such implementation in 20
popular Android apps they analyzed manually.

From the works referenced above, it is evident that most misuse-detection
approaches employed static analysis. Additionally, they did not attempt to
mitigate the flaws they uncovered. While it is unclear whether retrospec-
tive mitigations are possible for all API misuse cases, they offer a valuable
option for end users. In cases where developers are unable to address
API misuse, users, e.g., of niche apps with no alternative, are otherwise
left vulnerable. Those studies that included API misuse mitigation for
compiled applications used purpose-specific and computation-intensive
static implementations that could hardly be repurposed for other mis-
use cases [83, 174]. However, API misuse mitigation is where dynamic
approaches are particularly well-suited, even more so than for detection.
While dynamic detection tools are bound by the quality of the exploration,
these limitations do not apply to mitigation. This potential motivated the
research into re-usable dynamic app patching solutions with a particular
focus on API misuse mitigation.
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Contribution V

Draschbacher et al. present A2P2 [68], an application-agnostic patching

pipeline for Android applications. It allows specifying generic change-

sets even for advanced use cases dealing with, e.g., app manifests [294],

and applying them to an arbitrary number of applications. Code changes

are applied through dynamic instrumentation, enabling extensive call
tracing and parameter manipulation at runtime.

.

By using A2P2 to mitigate apps that abuse unprivileged device prop-
erty APIs to fingerprint users, Palfinger et al. [204] showcased the tool’s
versatility and adaptability to a wide range of use cases.
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Conclusion

This thesis presented novel contributions on misconfigured security across
the mobile platform stack. It uncovered severe vulnerabilities in wired and
wireless mobile communication, explored attack vectors in the app supply
chain, and proposed dynamic methods to detect and mitigate API misuse.
Through responsible disclosure and vendor updates, our security analyses
and the attacks we uncovered have had an immediate positive impact on
billions of end users, protecting them against data theft during device
migration and charging. For researchers, we provided novel insights into
the potential of supply chain attacks and novel tooling for API misuse
detection and mitigation.

In the domain of mobile communication, we investigated misconfigured
security in vendor-specific implementations of standardized protocols and
closed-source proprietary communication solutions. Our examinations of
mitigations against malicious charging stations uncovered severe vulnera-
bilities across vendors caused by flawed trust models and implementations.
They allowed for ChoiceJacking attacks that extract data from state-of-
the-art Android and iOS devices. Through a systematic analysis, we also
revealed significant design and implementation issues in Android data
migration tools. Although the general operation of these tools shared
commonalities across vendors, each vendor designed their own protocol.
Due to the discovered security misconfigurations, all these protocols were
vulnerable to wireless attacks in which a malicious party could either
eavesdrop on the exchanged data or manipulate it.

Our investigations of the Android supply chain concentrated on misconfig-
urations in app signature schemes. Google’s introduction of the Android
Application Bundle format and its adoption by all major Android app
stores brought a radical shift in the trust assumptions of app signing. The
new format requires developers to hand over their APK signing keys to
the app store operator. Our detailed analysis of the Code Transparency
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4. Conclusion

scheme, designed to prevent misuse of this powerful role, revealed serious
flaws. We demonstrated that there are multiple ways to manipulate an
app’s control flow without compromising its Code Transparency.

Our contributions to API misuse detection and mitigation in Android
applications centered around a dynamic instrumentation-based approach.
Through this approach, we proposed mitigating crypto API misuse in
compiled Android applications by intercepting method invocations. We
designed mitigation procedures for a set of common crypto API misuse
cases that work transparently to application logic. We also generalized our
dynamic approach into an application-agnostic patching pipeline that can
be adapted for the detection and mitigation of other API misuse cases.

Future Work. The areas covered in this thesis offer ample opportu-
nities to explore additional security misconfigurations. Both iOS and
vendor-specific Android variants are constantly augmented with new com-
munication modes. As a noteworthy example, Google and Apple recently
integrated a proprietary protocol into their OSs that allows cross-platform
data migration [181]. Even existing communication protocols keep evolv-
ing, e.g., to keep up with competitors and trends. For example, Google
and Samsung recently added compatibility with Apple’s AirDrop protocol
to their QuickShare peer-to-peer file sharing service [224]. Many of these
proprietary protocols are used to transmit sensitive data, so secure im-
plementations are crucial. These developments underscore the need for
rigorous, continuous, independent security evaluations of the integrated
security mechanisms.

As supply chain complexity grows, so does the potential for supply chain
attacks. App stores and platform providers remain particularly interesting
pieces of mobile software supply chains, both from the perspective of
market monopolies and digital sovereignty. For these reasons, research
needs to further explore gaps in authenticity and integrity mechanisms
and develop technical means to ensure the traceability and auditability
of software components. The result of these efforts should be a supply
chain in which the compromise or misbehavior of individual links is either
entirely impossible or immediately noticeable.

API misuse continues to ail mobile applications, creating vulnerabilities
that attackers can exploit. Researchers can contribute in multiple ways
to solving this problem. Through their work, they can identify additional
APIs prone to misuse, evaluate the prevalence of misuse in real-world
applications and the impact of resulting attacks, and find methods to
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mitigate misuse in the absence of developer support. They can also identify
the causes of these misuse patterns and suggest improved APIs or clearer
documentation.

Ultimately, these anticipated efforts have the same overarching goal as
this thesis: Furthering the security posture across the mobile platform
stack, i.e., protecting Android and iOS users against attacks.
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Graz University of Technology

Abstract

JuiceJacking is an attack in which malicious chargers compromise con-
nected mobile devices. Shortly after the attack was discovered about a
decade ago, mobile OSs introduced user prompts for confirming data
connections from a USB host to a mobile device. Since the introduction of
this countermeasure, no new USB-based attacks with comparable impact
have been found.

In this paper, we present a novel family of USB-based attacks on mobile
devices, CHOICEJACKING, which is the first to bypass existing JuiceJacking
mitigations. We observe that these mitigations assume that an attacker
cannot inject input events while establishing a data connection. However,
we show that this assumption does not hold in practice. We present a
platform-agnostic attack principle and three concrete attack techniques
for Android and iOS that allow a malicious charger to autonomously
spoof user input to enable its own data connection. Our evaluation using
a custom cheap malicious charger design reveals an alarming state of
USB security on mobile platforms. Despite vendor customizations in USB
stacks, CHOICEJACKING attacks gain access to sensitive user files (pictures,
documents, app data) on all tested devices from 8 vendors including the top
6 by market share. For two vendors, our attacks allow file extraction from
locked devices. For stealthily performing attacks that require an unlocked
device, we use a power line side-channel to detect suitable moments, i.e.,
when the user does not notice visual artifacts.

We responsibly disclosed all findings to affected vendors. All but one
(including Google, Samsung, Xiaomi, and Apple) acknowledged our attacks
and are in the process of integrating mitigations.
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1. Introduction

Mobile devices such as smartphones and tablets have grown into indis-
pensable everyday companions, storing sensitive user data such as private
pictures or documents. Until about a decade ago, a significant threat to
these devices were JuiceJacking attacks [17, 20]. These attacks exploit
the fact that mobile phones use a single physical connector for charging
and for data exchange. A malicious party could hide a computer in a
charger to stealthily establish a data connection during charging. Since
all USB connections were trusted by default, the attacker could access
arbitrary files stored on the device or gain code execution without the
user’s knowledge.

Mobile platform developers including Google, its Android partners and
Apple quickly recognized the threat posed by JuiceJacking attacks. As
a mitigation, modern versions of Android and iOS require user consent'
before a data connection from a computer can be established. However,
to date, no such requirement has been added for USB connections from a
mobile device to peripherals and accessories such as keyboards or mice.
Most USB-based attacks presented after the introduction of JuiceJacking
countermeasures, therefore, act as malicious peripherals. Nohl et al. [30]
proposed BadUSB, which reprograms the firmware of USB peripherals,
such as thumb drives, to inject input events. However, as an input de-
vice, the approach requires an additional channel for extracting data.
Meng et al. [24, 25] suggested a malicious charger that contains a USB-
to-HDMI interface for accessing the screen content of mobile devices.
Although this setup allows data extraction, it can only access the content
visible on screen. Wang et al. [51] hide an audio interface in a malicious
charger, but are only able to extract data accessible through the voice
assistant. Some researchers exploit physical side-channels of cable connec-
tions to extract data from charging devices. However, passive side-channels
can only extract information from events triggered by the user [7, 53], and
active side-channels require detailed prior knowledge about the victim [13,
51]. In summary, none of the attacks published since the introduction of
JuiceJacking mitigations matches the impact of JuiceJacking attacks. Ad-
ditionally, none so far explored the potential of combining characteristics
of malicious USB hosts and malicious USB devices (e.g., peripherals).

In this paper, we use the term ”consent” to refer exclusively to technical means that
enforce a user’s intent
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In this paper, we present a novel attack family, CHOICEJACKING, which
has an impact comparable to JuiceJacking attacks, but works on modern
mobile devices. It introduces the concept of hybrid USB attacks that
combine aspects of both host-based and device-based attacks on mobile
devices. CHOICEJACKING attacks operate under the same threat model and
attacker goals as JuiceJacking attacks. They leverage malicious chargers
to gain file access or code execution on mobile devices. While we confirm
the attack principle on iOS as well, this paper focuses on CHOICEJACKING
attacks for variants of Android, the most popular mobile platform.

We base our work on a fundamental flaw in the JuiceJacking mitigations
implemented in major mobile platforms. The core idea of these mitigations
is to require explicit user confirmation before a USB host can establish
a data connection. This user confirmation is implemented by requiring
certain user interface interactions, e.g., confirming a user prompt that
explains what access is exposed. This countermeasure works under the
assumption that a USB host cannot inject input events to autonomously
confirm the user prompt. When considering the USB protocol in isolation,
this is a valid assumption. The protocol dictates that a USB port can only
operate as either a USB host (e.g., a computer) or a USB device (e.g., a
mouse or keyboard) at a given time. However, from a system perspective,
this assumption does not hold on mobile platforms. We identify three
concrete attack techniques for Android and iOS that allow breaking this
assumption. All attack techniques combine aspects of both a malicious
USB host and USB device. They enable the attacker to take control of
the user interface while a USB user confirmation prompt is shown and to
autonomously complete the confirmation.

The most effective attack technique exploits flaws in the USB-based
Android Open Accessory Protocol (AOAP). This protocol enables an
accessory to register as an input device despite operating as a USB
host. It does not require any user consent. According to the AOAP
specification, Android devices are only supposed to accept AOAP messages
while in a special accessory mode that does not allow data connections.
However, we find that modern real-world Android devices accept certain
AOAP messages at all times, allowing injection of input events while
establishing USB data connections. This allows a malicious charger to
trigger the user consent prompt intended to mitigate JuiceJacking attacks
and autonomously confirm it. In our evaluation, this technique allows
gaining file access on all Android devices.
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For our second attack technique, we identify a race condition in Android’s
input subsystem. Android still trusts USB peripherals by default, so that a
malicious charger can act as an input device without requiring user consent.
This allows a malicious charger to flood the input event queue with key
events as a USB peripheral. When the charger then (through USB Power
Delivery) switches its USB interface to operate as a USB host and trigger
the user consent prompt, the Android OS is still processing the injected
input events. If the attacker specifically crafts the input events used for
flooding the queue, this technique allows bypassing the user confirmation
prompt. It succeeds on 9 of 10 evaluated Android devices.

In the third attack technique, a malicious charger can act as a USB
peripheral to make the mobile device establish a connection to a Bluetooth
input device integrated in the charger. The charger can then switch its
USB interface to operate as a USB host, which triggers the user consent
prompt intended to mitigate JuiceJacking attacks. However, the malicious
charger can use the connected Bluetooth input device to autonomously
accept the user consent prompt. 10 of 11 evaluated devices across both
Android and iOS are susceptible to this technique.

On most evaluated devices, gaining data access through CHOICEJACKING
attacks requires the victim device to be unlocked at some point during
charging. Once this condition is met, the attack only takes in the range of
milliseconds on many devices, which is merely a short flickering on the
screen that may remain unnoticed. After this brief flash of visual artifacts,
the attacker has stealthy file access or code execution on the victim
device until the USB connection is removed. For two vendors (Honor and
Oppo), CHOICEJACKING attacks gain MTP file access on locked devices,
by exploiting further implementation flaws in USB handling logic. On
devices from Xiaomi, CHOICEJACKING attacks gain ADB development
access (code execution) even if they are not development-enabled before
the attack. For enabling entirely stealthy CHOICEJACKING attacks, we
present a power line side-channel for detecting suitable attack times, e.g.,
when the device screen is unobserved during a phone call.

Contributions. The main contributions of our work are

(1) We uncover fundamental flaws in the JuiceJacking mitigations of
mobile platforms that render them largely ineffective on state-of-the-
art devices.

(2) We introduce the novel concept of USB attacks on mobile platforms
that combine traits of host-based and device-based attacks. We pro-
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vide three concrete attack techniques that instantiate this concept to
exploit JuiceJacking mitigation flaws and establish PTP, MTP or ADB
connections on Android or iOS without user consent.

(3) We demonstrate the effectiveness of our attacks on 11 current-generation
mobile devices from 8 vendors. Additionally, we present a power line
side-channel that allows attackers to identify suitable moments for
CHOICEJACKING attacks.

Disclosure. We reported 16 vendor-specific security issues to 6 Android
vendors, 4 upstream Android vulnerabilities to Google, and one vulner-
ability to Apple. All but one vendors confirmed our findings and are in
the process of developing or rolling out patches. Google and Samsung
already assigned CVEs?. Google plans to fix the upstream design flaws in
an upcoming Android release.

Outline. Section 2 provides background. Section 3 introduces the threat
model and principle of CHOICEJACKING attacks. We present our attack
techniques in Section 4. In Section 5, we detail the prototype used for the
evaluations in Section 6. Section 7 presents our power line side-channel
for detecting suitable attack moments. Section 8 discusses susceptible
platforms, existing mitigations and related work, before Section 9 concludes
this paper.

2. Background

This section briefly introduces USB and the Android OS, which this paper
focuses on.

2.1. USB, USB Type-C and USB PD

The Universal Serial Bus (USB) allows connecting a large variety of
different hardware peripherals to a computer through a single connector
and low-level communication protocol. Since its first publication in 1996
[6], the standard has been widely adopted in all sorts of electronic devices.
Fundamentally, USB connections on a logical level are always formed
between a single USB host and a USB device. All communication is
controlled by the USB host. The USB device may only transmit data to
the host after the latter issues a corresponding request. Usually, the USB

2CVE-2024-43085 and CVE-2024-20900, respectively
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host is a computer of some form, while the USB device is a peripheral
such as a mouse or keyboard. Once a physical connection is established,
the USB host queries the USB device for its USB descriptors. These are
data structures that describe the supported functionality of the device, as
well as metadata. This information allows the host computer to identify
the attached peripheral and load suitable drivers. Originally, the role a
communication partner assumed in a USB connection was hardcoded in
the connector type it featured. Host devices used a USB Type-A connector
that differed in shape from the Type-B connector used on the device side.

USB Type-C and USB Power Delivery. The Type-C connector [48]
was added to the USB ecosystem to solve multiple issues with the previous
Type-A and Type-B connector families. It features a dedicated Configura-
tion Channel (CC) line that communication partners may use to advertise
their port as either Upward Facing Port (UFP; what used to be a USB
device port) or Downward Facing Port (DFP; USB host) through specific
resistor configurations. Additionally, more complex role arrangements can
be negotiated by exchanging USB Power Delivery (USB PD) [2] messages
over the CC line. USB PD introduces a distinction between a port’s power
role (source or sink) and its data role (UFP or DFP). The communication
partners advertise their capabilities as part of an initial PD handshake. On
connection establishment, the DFP (as identified through resistors) always
starts out as the power source and USB host. Later on, both partners can
dynamically request power or data role swaps. For example, this enables
the implementation of USB hubs that either act as power source or sink
depending on whether their power supply is connected.

2.2. Android

With a market share of over 71 %2, Android is the dominating mobile
operating system. It is developed in an open-source fashion in the Android
Open Source Project (AOSP) led by Google. The OS consists of a Linux
kernel and a purpose-built userspace under the Apache 2.0 license. As a
result of this licensing arrangement, device vendors may adapt large parts
of the operating system. Almost all major Android phone manufacturers
try to differentiate their products by shipping customized Android variants.
These customizations have led to numerous security vulnerabilities in the
past [22, 36, 43].

3As of Q1 2024: https://gs.statcounter.com/os-market-share/mobile/worldwide
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Figure 5.1: USB dialogs displayed by different Android variants

Modern Android devices feature a PD-enabled USB Type-C port that
supports acting as DFP and UFP. When acting as a DFP, Android
supports USB Human Interface Device (HID) class devices such as USB
mice and keyboards. When acting as a UFP, Android exposes interfaces
for exchanging files and for development access.

USB File Access. File exchange works through the Picture Transfer
Protocol (PTP) for transferring photos and videos and the Media Transfer
Protocol (MTP), an extension of PTP that enables transferring files of
arbitrary formats. For every single USB connection that wishes to use any
of these protocols, Android requires explicit user consent. Depending on
the protocol and the vendor-specific Android variant, this works either
through confirming a dialog or through changing a system setting.
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Figure 5.2: Principle of CHOICEJACKING attacks. @ Victim device is attached
to the malicious charger. @ The charger establishes an extra input
channel. ® The charger initiates a data connection. User consent is
needed to confirm it. @ The charger uses the input channel to spoof
user consent.

USB Development Access. On Android, development access is imple-
mented through the Android Debug Bridge (ADB) protocol and daemon.
It grants the USB host shell access to the device, which can be used for
installing apps, accessing the file system or executing arbitrary binaries.
Using the ADB development access interface involves a three-staged setup
procedure. As a first step, a hidden development system settings menu
needs to be unlocked. This step is permanent and only needs to be carried
out once, but requires user authentication, e.g., by presenting a valid
unlock pin. Through the now unlocked development settings menu, it is
possible to change configurations that lower the system’s security. For
example, it allows changing the default USB mode, so that the user con-
sent described above is not needed for every MTP or PTP connection.
As the second step for enabling ADB access, the user needs to enable
USB debugging in the unlocked development settings menu. As the third
and final step, Android requires user confirmation through a Ul dialog to
establish trust in a specific computer before it can interact with the ADB
interface. When acting as a UFP, Android also supports platform-specific
accessories that use the Android Open Accessory Protocol (AOAP) [1].
Like standard USB peripherals, AOAP accessories are trusted by default
and may implement HID functionality. Still, as a major difference to
standard USB peripherals, AOAP accessories act as USB hosts.
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3. Threat Model and Attack Principle

In this section, we describe our threat model, which largely aligns with
prior work [20, 45, 51], including the one from JuiceJacking. Subsequently,
we discuss the flawed design of JuiceJacking mitigations and the principle
of our CHOICEJACKING attacks that bypass them.

3.1. Threat Model

Our threat model largely aligns with that of JuiceJacking attacks and
various previous USB-based attacks on mobile devices [20, 45, 51]. We
assume a scenario in which the victim uses phone charging infrastructure
that has been tampered with by an attacker. Many public spaces offer
mobile device charging possibilities that are anonymously shared between
a large number of people. Examples are phone charging stations at airports
or cafes, rentable power banks at museums, or USB wall sockets in hotel
rooms. In our threat model, manipulations entail replacing the electronics
in the charger or reprogramming the firmware of existing electronics. The
goal of the attacker is to extract sensitive information from a mobile device
that is connected to the malicious charger. Since the malicious charger
integrates a wireless module (e.g., Wifi), the attacker does not need to
be physically present for carrying out CHOICEJACKING attacks. While
some CHOICEJACKING attacks require an unlocked screen, we alleviate
this constraint through the power line side-channel in Section 7.

CHOICEJACKING attacks are untargeted. An attacker can place malicious
chargers in public places to harm as many victims as possible. As part
of this untargeted setup, all information needed to carry out the attack
is collected from the device once it is connected to the malicious charger.
The attack will succeed on all susceptible charging devices (i.e., running
Android or i0OS and, for some vendors, unlocked while charging), and
will thereby cause considerable damage to a large number of people over
time. CHOICEJACKING represents a primitive for obtaining access to
users’ private files stored on the mobile device. These files commonly
include sensitive information such as private pictures, documents or app
data. Through leaking this data, CHOICEJACKING attacks can have severe
consequences for affected invidiuals. Depending on the device configuration,
CHOICEJACKING attacks can also gain permanent code execution on the
mobile device.
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3.2. Design Flaws in JuiceJacking Mitigations

We observe that integrating user interaction as a countermeasure for
JuiceJacking fundamentally conflicts with mobile platforms’ default trust
in USB peripherals. Mobile devices by default trust accessories and input
devices connected to their USB port. However, at the same time, mobile
OS developers introduced the requirement for explicit user consent for
data connections to USB hosts as a countermeasure against JuiceJacking.
On some Android variants, and also on iOS, a dialog informs users about
the requested data access and offers the possibility to deny the connection.
On other Android variants such as AOSP, the user has to manually change
the USB mode in the system settings to enable data communication over
the connection to the USB host. In all cases, when working as designed,
this mitigation entails that (1) the screen is unlocked, and (2) some UI
interaction is performed that explicitly confirms the data connection.

Screen Unlock. Before user consent can be expressed through the user
interface, mobile platforms require the screen to be unlocked. On properly
configured systems, unlocking the screen requires user authentication, for
example through entering an unlock pin or presenting a fingerprint. The
requirement to unlock the screen is therefore intended to ensure that all
subsequent actions on the device are carried out by its legitimate owner.
However, in the context of charger-based attacks, this guarantee does not
necessarily hold. Users frequently unlock their device during charging, e.g.,
to make phone calls or look up information online. Prior work exploits
this fact in malicious chargers to extract the screen unlock pin [7], observe
web browsing activity [53] or read user input [24] of charging mobile
devices. A malicious charger can also use this opportunity to stealthily
act as an input device and interact with the phone’s Ul. This works
because mobile platforms still trust USB peripherals and accessories by
default, as described in Section 2. We conclude that not all Ul interaction
carried out while the device is unlocked and connected to a charger is
necessarily caused by or known to the user. This voids the first part of the
JuiceJacking mitigations already on a design level. Further flaws in vendor-
specific Android variants additionally void it on the implementation level.
These allow attacks that entirely bypass the requirement for the screen to
be unlocked prior to USB data access.

UI Interaction. The protection therefore hinges on the fact that Ul
interaction is required for activating a data connection to a USB host.
This measure is intended to ensure that the user is aware of potential
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consequences and consciously making the choice to enable the data con-
nection. It assumes that a malicious charger cannot operate as a USB
host and as an input device at the same time. Otherwise, the attacker
could autonomously carry out the user interaction needed to confirm its
own data connection. This assumption is based on limitations of the USB
protocol, which only allows a USB port to either act as a USB host or a
USB peripheral at one point in time. When considering USB communi-
cation in isolation, an attacker would therefore have to decide on one of
these two roles. They could either establish the USB data connection as a
USB host or carry out user interaction as a USB peripheral. However, we
show that when considering a holistic view on mobile platforms, there are
multiple options for a malicious charger to conceptually hold both these
roles at the same time. This is the basis for CHOICEJACKING attacks.

3.3. Attack Principle

CHOICEJACKING attacks are the first USB attacks to combine aspects
of host-based and device-based attacks. In all CHOICEJACKING attacks,
the attacker compromises mobile devices through a malicious charger. To
hide its malicious intent, the charger initially behaves like a normal phone
charger. Once it detects a suitable moment (e.g., through the power line
side-channel described in Section 7), it mounts an attack. As a common
pattern for all CHOICEJACKING attacks, the malicious charger issues
input events while initiating a data connection to the victim device as a
USB host. Conceptually, this works by exploiting initial USB access to
establish a second channel to the victim device. This second channel can
subsequently be used for injecting input events while the primary USB
channel operates as a USB host initiating a data connection. Figure 5.2
illustrates this principle. It works on all major mobile platforms.

We present three concrete attack techniques that instantiate this novel
attack principle. While the presented techniques focus on the Android
platform, one of them works on iOS as well. The first technique uses
implementation flaws in the Android Open Accessory Protocol (AOAP) as
its (second) input channel. The second technique exploits a race condition
in the Android input subsystem as its conceptual input channel. The third
technique uses initial USB peripheral access to establish a BT input device
connection as a second input channel. Additionally, we present a power
line side-channel that allows a malicious charger to detect suitable attack
moments.
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Two of our attack techniques require switching USB roles, which a mali-
cious charger can accomplish through USB Power Delivery. For determining
the most effective CHOICEJACKING attack for a specific device, an attacker
can use the device information exposed through USB descriptors and USB
PD Discover Identity messages. As described in Section 2.1, a USB device
sends its USB device descriptor to the USB host as part of the initial
handshake. Among other data, the descriptor contains information on the
device’s vendor, product, and version, as well as its unique serial number.
This information can also be obtained before the USB handshake, by
using the USB PD Discover Identity mechanism. Alternatively, timing or
power side-channel based fingerprinting approaches as presented by Bates
et al. [5] and Spolaor et al. [38] can be used for accurately identifying
devices.

3.4. Attack Impact

Through a CHOICEJACKING attack, the malicious charger either gains
access to the victim device’s PTP/MTP file transfer interface or its ADB
development interface. On Android, both interfaces permit read/write
control over the entirety of the victim device’s public storage. Gaining
MTP file transfer access does not pose any special requirements on the
victim device. In other words, virtually all Android devices are affected.
Most intuitively, an attacker can exploit this access to extract personal
data such as pictures, videos, voice recordings, downloads or documents.
Prior research has also shown that applications commonly store sensitive
app-specific data in public storage. As a result, access to public storage
could in the past be exploited for e.g., tampering over-the-air updates
[21], gaining code execution in privileged processes [21, 23] or mounting
DoS attacks against apps [23]. On devices that are development-enabled
(see Section 2.2), CHOICEJACKING additionally grants a malicious charger
shell access to the victim device. Among others, this allows an attacker
to gain persistent code execution. On iOS, CHOICEJACKING attacks gain
access to the victim device’s pictures and videos.

4. Attack Techniques

We identify three concrete attack techniques, T1 through T3, that exploit
the fundamental flaws in JuiceJacking mitigations described in Section 3.
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In a novel hybrid form, they combine aspects of malicious USB hosts
and malicious USB devices. They allow a malicious charger to bypass
JuiceJacking mitigations for access to either PTP/MTP or ADB. While
the described attack techniques focus on Android, T3 is platform-agnostic
and also works on iOS. As described in Section 3, the malicious charger
can use information obtained from initial communication to identify the
most suitable attack for a victim device.

4.1. T1: Input Accessory

By sending a particular USB control request, the AOAP protocol described
in Section 2.2 allows a USB host to put an attached Android device into a
special accessory mode. In this accessory mode, the USB port is no longer
available to other USB interfaces such as MTP. The USB host can then
send subsequent USB control requests to register as a HID device and
inject HID input events. However, we find that all investigated Android
devices violate the AOAP specification by accepting AOAP HID messages
while not in accessory mode. This means that a USB host can inject input
events while initiating an ADB or MTP connection. A malicious charger
can exploit this implementation flaw to autonomously complete all user
confirmations for these data connections. Usually, AOAP accessories can
only charge the device with 500 mA, which slows down charging noticeably
[1]. For comparison, modern phone chargers supply at least 2400 mA.
To work around this limitation, the attacker can carry out USB Power
Delivery power negotiation before sending AOAP messages. The full steps
for this attack technique are:

1. The unlocked victim device is connected to the charger.

2. The charger registers a HID input device through AOAP.

3. The malicious charger initiates an MTP or ADB data connection to
trigger the user consent prompt.

4. The user consent prompt is shown on the device.

5. The charger autonomously accepts the user consent prompt by injecting
the suitable HID events.

On some vendor-specific Android variants, further implementation flaws
in AOAP can be exploited for gaining file access on locked devices. By
triggering a fault in AOAP input event handling, it is possible to stealthily
force re-initialization of the USB interface in MTP mode. Details about
these attacks can be found in Section 6.
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Figure 5.3: Race condition in Android’s input dispatcher. A malicious charger
can inject input events that are dispatched after its role swap to a
USB host.

4.2. T2: Flooding Input Dispatcher

The second attack technique, T2, exploits a race condition in Android’s
input dispatcher for injecting input events while initiating a USB data
connection. Android’s input subsystem builds on its Linux counterpart.
At the lowest level, Linux kernel drivers are responsible for interacting
with connected input peripherals (e.g., USB HID devices) to obtain input
events. The InputReader in the InputManagerService Android system
service parses these Linux input protocol events and puts them into a
queue for consumption by the input dispatcher. This queue acts as a buffer
that ensures that input events are processed in order and are not lost even
if the system is busy. We note that the Android input subsystem keeps
input events in this queue even if the input device that generated them is
no longer connected. Additionally, Android’s input dispatcher intentionally
serializes key events. It waits for all previous input events to have been
fully processed before a key event is dispatched®. This means that a single
process that performs overly complex logic in its key event handler will
delay event dispatching for all other processes or global event handlers.
We observe that such key event handlers are found in system processes or
preinstalled applications on all evaluated Android devices. A malicious
charger can exploit this by starting as a USB peripheral and flooding
the event queue with a specially crafted sequence of key events. It then
switches its USB interface to act as a USB host while the victim device is

4InputDispatcher:https://android.googlesource.com/platform/frameworks/nativ
e/+/refs/heads/main/services/inputflinger/dispatcher/InputDispatcher.cpp#2
217
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still busy dispatching the attacker’s events. These events therefore accept
user prompts for confirming the data connection to the malicious charger.
The technique is illustrated in Figure 5.3. The exact steps are:

1. The unlocked device is connected to the charger.

2. At a suitable moment, the charger performs a USB PD Data Role
Swap. The Android device now acts as a USB host, while the charger
is a USB HID device.

3. The charger generates a large number of HID input events that are
known to trigger complex handling logic and confirm the user prompt.
Two options are possible for arranging events that delay processing
(delayers) and those that confirm the user prompt (confirmers):

(a) Alternating arrangement. By alternating delayers and confirmers,
the user prompt is accepted as soon as it is shown.

(b) Sequential arrangement. Filling the queue purely with delayers
and only adding confirmers at the end ensures that confirmers
do not interfere with the user interface before the user prompt is
shown.

4. The charger performs a USB PD Data Role Swap. It is now the USB
host, the mobile device is the USB device.

5. As the USB host, the charger triggers the user prompt.

6. The input generated previously confirms the user prompt.

4.3. T3: Bluetooth Input Device

In the third attack technique, T3, the malicious charger acts as a USB
peripheral to autonomously pair a Bluetooth (BT) HID device to the
victim device. Modern BT chips have very small footprints and can be
easily fitted into maliciously modified chargers. The malicious charger
can use this BT input device to confirm the data connection initiated by
switching its USB interface into USB host mode. For pairing the BT input
device to the victim device, the charger injects events for (1) making the
device discoverable, and (2) confirming the pairing dialog. On Android,
making a device discoverable simply requires opening the BT pairing
screen in the system settings. The full steps for this attack technique
through a PD-capable and BT-capable malicious charger are therefore:

1. The victim device is connected to the malicious charger. The device
has its screen unlocked.
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2. At a suitable moment, the charger performs a USB PD Data Role
(DR) Swap. The mobile device now acts as a USB host, the charger
acts as a USB input device.

3. The charger generates input to ensure that BT is enabled.

4. The charger navigates to the BT pairing screen in the system settings
to make the mobile device discoverable.

5. The charger starts advertising as a BT input device.

6. By constantly scanning for newly discoverable Bluetooth devices, the
charger identifies the BT device address of the mobile device and
initiates pairing.

7. Through the USB input device, the charger accepts the Yes/No pairing
dialog appearing on the mobile device. The Bluetooth input device is
now connected.

8. The charger sends another USB PD DR, Swap. It is now the USB host,
and the mobile device is the USB device.

9. As the USB host, the charger initiates a data connection.

10. Through the Bluetooth input device, the charger confirms its own
data connection on the mobile device.

5. Proof-Of-Concept Implementation

CHOICEJACKING attacks are mounted from a malicious phone charger.
Since we consider reverse-engineering and modifying existing commercial
charger products out of scope for this work, we simulate such an envi-
ronment using a custom printed circuit board (PCB) and a Raspberry
Pi single-board computer (SBC). The PCB operates the hardware-level
components needed for the attacks, while the Raspberry Pi SBC runs the
attack logic and controls the PCB. The interaction between the compo-
nents is shown in Figure 5.4.

Custom PCB. Attack techniques T2 and T3 described in Section 4
require a malicious charger capable of (1) operating as both USB device
and USB host, (2) providing power to the attached mobile device in both
modes, and (3) switching the USB data role of both the charger and mobile
device. Technique T1 only requires the charger to send AOAP messages
as a USB host. It is worth noting that T1, therefore, can be carried
out from any commodity hardware that supports USB host mode (e.g.,
off-the-shelf computers or MCUs). To fulfill the requirement for all attack
techniques, we designed a custom PCB around the Raspberry Pi RP2040
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microcontroller unit (MCU). During operation, the PCB is connected to
the USB PD power supply, the mobile device, and the Raspberry Pi SBC.
The MCU controls all components on the board. The chip’s native USB
interface implements a USB HID keyboard and mouse, while a second bit-
banged USB port allows serial communication to the external Raspberry
Pi SBC. The PCB also contains a USB Power Delivery controller that acts
as a DFP to the mobile device. A USB multiplexer connects the mobile
device’s USB data lines to either the MCU or the Raspberry Pi SBC.

Raspberry Pi. The Raspberry Pi 4 SBC in our implementation serves
three purposes. First, it communicates with the MCU on the PCB to
control its hardware-level functionality. Second, it acts as the USB host
that establishes the data connection to the mobile device. Third, it operates
as a Bluetooth HID device required for attack technique T'3.

Attack Costs. Overall, the cost of our prototype is less than 100 USD.
This means CHOICEJACKING attacks can be mounted even by unsophisti-
cated attackers. Although larger in physical dimensions than an off-the-
shelf charger, the prototype can be hidden behind a wall, e.g., behind the
enclosure of a charging station. Alternatively, the electronics on our PCB
can further be miniaturized so that they even fit into the USB-C connector.
This allows to form a malicious charger simply by attaching a malicious
cable to an otherwise benign USB-C socket. A similar miniaturization has
been accomplished in commercial products for BadUSB attacks®.

6. Evaluation

Using the implementation described in Section 5, we evaluate the suscepti-
bility of mobile devices from the most popular vendors to CHOICEJACKING
attacks. While we focus our evaluation on different Android devices, we
also include a device running iOS, the other major mobile platform. Since
every Android manufacturer ships a customized OS variant, different
Android devices are affected in different ways by our attacks. This section
demonstrates that despite the diversity of tested devices, all are vulnerable
to CHOICEJACKING attacks.

Our selection of test devices is shown in Table 5.1. It includes a recent
device from each of the 5 Android vendors with the highest worldwide
market share as of May 2024 as reported by Statcounter [39]. These are

50.MG Cable: https://shop.hak5.org/products/omg-cable
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Figure 5.4: Our simulated malicious charger. Bidirectional USB lines represent
the possibility for data role swaps.

Samsung, Xiaomi, Oppo, Vivo and Huawei. We additionally extend our
evaluation to a recent device from Apple, the leader in mobile device
market share. For Samsung, the leading Android manufacturer, we select
4 devices to include a range from low-end to high-end devices of one
manufacturer. We also select a recent Pixel phone from Google, as these
run a largely unmodified AOSP build. Finally, we also select a device from
Honor to represent the long tail of smaller device manufacturers. For all
of the covered devices, we evaluate on a recent available OS release (either
Android 12, 13, or 14, and iOS 17).

For every device, we evaluate all attack combinations, i.e., using any of
attack techniques T1 to T3 from Section 4 to gain MTP or ADB access.
Since PTP is a strict subset of MTP, it was not evaluated separately for
devices that support both.

We provide timings for the fastest attack technique per Android device and
target protocol (ADB, MTP) in Figure 5.5. For all attacks, we measure
the duration in which the malicious charger visibly interacts with the
user interface of the victim device. This entails triggering Ul changes e.g.,
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Table 5.1: Tested devices and their susceptibility to CHOICEJACKING attacks

based on our 3 different attack techniques.
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through injected input events or through USB state changes. We measure
timings by counting frames in video recordings taken at 30 frames per
second and full HD resolution. In the following, we evaluate concrete
CHOICEJACKING attacks for each individual mobile device vendor.

6.1. Samsung

Samsung’s OneUl Android variant by default acts as an MTP device when
connected to a USB host. However, actual device storage contents only
become visible once the user has confirmed a prompt displayed on the
device following the MTP handshake from the host. The prompt can be
confirmed by jointly pressing both hardware volume keys.

T1. Attack technique T1 succeeds on all Samsung devices to autonomously
confirm Samsung’s proprietary MTP prompt while the screen in unlocked.
The attack takes 167 ms on the Galaxy Al4, 133 ms on the Galaxy S20 FE,
267 ms on the Galaxy A33 and 300 ms on the Galaxy S23. For development-
enabled devices, the ADB trust prompt can also be overcome via technique
T1 within 233 ms, 200 ms, 233 ms and 267 ms on the Galaxy Al14, S20 FE,
A33 and S23, respectively.

T2. Attack technique T2 allows bypassing the MTP prompt. On Android
13 and earlier, volume key events delay the processing of subsequent input
events and accept the user prompt. As a result, CHOICEJACKING attacks
can accept the MTP user prompt on the Galaxy Al4 and S20 FE even
before it becomes visible. Using T2 for gaining MTP access takes 17.5s
on average over the 4 Samsung devices. On development-enabled Galaxy
A14, S20 FE and A33 devices, T2 also allows confirming the ADB trust
prompt in less than 11s. We could not find a suitable delayer sequence
for the ADB trust prompt on the Galaxy S23.

T3. Technique T3 gains MTP access on an unlocked or ADB access on
an unlocked, development-enabled Samsung device within 24.3s and 25.3 s
on average, respectively.

Takeaway: All Samsung devices in our test set are susceptible to

CHOICEJACKING attacks for file access and code execution in under
0.3s.
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6.2. Xiaomi

Xiaomi’s MIUI Android variant displays a proprietary dialog for selecting
the USB mode for all connections to a USB host longer than a second.
Xiaomi also heavily modified the developer settings on their OS variant.
Enabling USB debugging effectively lowers an Android device’s security,
as explained in Section 2.2. To ensure that the user is consciously making
the choice to enable USB debugging, its activation normally requires user
authentication. However, Xiaomi entirely removed the authentication step
from this procedure in their Android variant. Enabling the developer
settings menu simply requires repeatedly tapping on the build version
field in the system settings. Once enabled, the developer settings menu
can already be used e.g., to change the default USB mode. For further
activating USB debugging (ADB), the user needs to wait 10s and accept
a warning prompt.

T1. On the Xiaomi 12, attack technique T1 allows bypassing the USB
mode selection dialog while the screen is unlocked to access MTP func-
tionality. The attack takes 967 ms. If the device is development-enabled
(USB debugging is activated), the same technique can also be used for
confirming the ADB trust prompt in 933 ms. It is worth noting that attack
technique T1 can also be used for gaining ADB access on an unlocked
Xiaomi device that is not development-enabled. This works by using the
AOAP input device to carry out the Ul interaction for enabling devel-
opment settings and USB debugging, before confirming the ADB trust
dialog. Overall, this attack takes 36s on the Xiaomi 12. The attack on a
non-development-enabled device is comparatively slow, because it involves
additional menu navigation and idle time caused by the warning prompt
delay described above.

T2. Attack technique T2 is successful at gaining MTP or ADB access on
an unlocked device. For MTP on an unlocked device, the attack takes 13s
and uses volume key events as delayers in a sequential arrangement. For
ADB on a development-enabled and non-development-enabled device, the
attack takes 27s and 67 s, respectively. The difference in these timings can
again be attributed to the additional steps needed on non-development-
enabled devices.

T3. Attack technique T3 allows obtaining MTP or ADB access on
an unlocked device. Reaching MTP access on an unlocked device takes
29s. ADB access can also be reached on a development-enabled or non-
development-enabled device within 23 s and 555, respectively. The attack
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on the non-development-enabled device is slowed down by the additional
steps described above.

Takeaway: On the evaluated Xiaomi device, CHOICEJACKING gains
file access or code execution in under 1s. Due to Xiaomi’s OS cus-
tomizations, CHOICEJACKING attacks can gain code execution on
unlocked non-development-enabled devices.

6.3. Vivo

Vivo’s Funtouch OS Android variant does not display a user prompt for
USB mode selection. Instead, the user can change USB mode by tapping
on a particular system notification. Since this notification is always shown
above all other notifications, it can be reliably selected and opened through
keyboard inputs. It is worth noting that the entry-level Vivo Y36 device
in our test set does not support data role switches through USB PD.

T1. Attack technique T1 on the Vivo Y36 allows to open the USB mode
settings and enable MTP mode. This attack takes 1267 ms. T1 can also
gain ADB access on a development-enabled device within 367 ms.

T2 & T3. As the tested Vivo device only partially supports USB PD, it
is not susceptible to attack techniques T2 and T3.

Takeaway: CHOICEJACKING attacks on the evaluated Vivo device
gain file access or code execution in under 1.3s.

6.4. Oppo

Oppo’s ColorOS displays a user prompt for selecting the USB mode.
The prompt is triggered by the USB host querying the device’s USB
descriptors immediately following USB cable attachment. It is worth
noting that ColorOS disables USB debugging on every USB disconnect
or PD data role swap. The attack cannot re-enable USB debugging,
because the system settings UI does not accept keyboard input for the
corresponding Ul switch. Mouse input cannot be used because the screen
position of the switch depends on the device configuration and screen
orientation and is, therefore, impossible to predict.
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T1. Attack technique T1 succeeds in gaining MTP access on the Oppo
A58 both while the screen is locked and unlocked. On an unlocked screen,
AOAP HID events are injected to autonomously select MTP in the USB
mode user prompt within 667 ms. Gaining MTP access while the screen is
locked can be accomplished by injecting an input event immediately after
registering the HID device through AOAP. Because the OS takes some
time to set up the registered HID device for use, an error in the AOAP
implementation is raised. As part of error handling, the Android Auto
service on the device (part of the AOAP implementation) interferes with
Oppo’s USB stack, resulting in MTP mode being enabled after about 35s.
Technique T1 also gains ADB access on unlocked development-enabled
devices within 2233 ms.

T2. Attack technique T2 can be exploited to bypass the USB mode user
prompt for gaining MTP access on an unlocked Oppo device. The attack
navigates to the launcher by injecting a home key press and uses the key
event handler in the launcher application as a delayer in an alternating
arrangement. Overall, the attack takes 14s.

T3. Attack technique T3 allows access to MTP on the Oppo A58 within
27s. Due to USB debugging being disabled automatically, we failed to
exploit T2 and T3 for ADB access.

Takeaway: CHOICEJACKING attacks gain file access and code ex-
ecution on the evaluated Oppo device in under 2.3s. A bug in the
implementation of accessory mode allows extracting files while the
screen is locked.

6.5. Huawei

Huawei’s EMUI Android variant displays a proprietary USB mode dialog
for connections to a USB host that last longer than 2 seconds. The dialog
is triggered by querying the device’s USB descriptors. Among others, it
offers the possibility to enable MTP access. It is worth noting that EMUI
is not a licensed Android variant, so it does not undergo Google’s rigourous
compatibility testing. As a result, the OS’s accessory mode is not fully
compliant with Google’s specification.

T1. Despite Huawei’s AOAP implementation not being fully specification-
compliant, EMUI accepts AOAP HID messages when not in accessory
mode. As a result, the Huawei nova 12i is susceptible to CHOICEJACKING
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Figure 5.5: Timings for CHOICEJACKING attacks on Android devices. In the best
case, MTP file access is gained in 133 ms.

attacks for gaining MTP access while the screen is unlocked. This attack
takes 200ms to complete. Attack technique T1 can also be used for
autonomously accepting the ADB trust dialog on a development-enabled
device in 1933 ms.

T2. This technique gains MTP access on an unlocked device and ADB
access on an unlocked development-enabled device. These attacks take
20s and 23s for MTP and ADB, respectively. Volume key events are used
as delayers in a sequential arrangement for MTP and a hybrid one for
ADB.

T3. Via a Bluetooth HID connection, MTP and ADB access can be
gained in 25s and 27s, respectively.

Takeaway: The Huawei device is susceptible to CHOICEJACKING
attacks that gain file access and code execution in under 1.9s.

6.6. Honor

In its MagicOS Android variant, Honor implemented a proprietary user
prompt for choosing the USB mode. The prompt is triggered by querying
the USB descriptors immediately following connection establishment as a

USB device. Although the Android device presents as an MTP device to
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the host immediately, the actual storage contents are only exposed once
the user selects MTP in this USB mode prompt. Like Oppo’s ColorOS, we
observe that MagicOS automatically disables USB debugging after USB
disconnects or PD data role swaps. Due to the same limitations in the
system settings UI, it also cannot be re-enabled as part of the attack.

T1. The Android Open Accessory Protocol (AOAP) can be exploited to
reach MTP access on the Honor 90 Lite independent of the screen lock
state. While the screen is unlocked, the injected AOAP HID events select
MTP in the displayed USB mode prompt. The attack completes in 367 ms.
If the screen is locked, the same implementation flaw as found on the Oppo
device can be exploited. It takes about 30s for MTP access to be granted.
Technique T1 also gains ADB access on an unlocked development-enabled
device within 1400 ms.

T2. Attack technique T2 can be exploited to bypass the USB mode user
prompt to gain MTP access. Our attack uses the Google assistant shortcut
as a delayer in an alternating arrangement. The attack briefly interrupts
the device’s power supply to trigger the USB mode dialog after the USB
PD data role swap. Overall, the attack takes 28s.

T3. Technique T3 allows gaining MTP file access. The Bluetooth pairing
screen can be reached through the search bar in Honor’s app launcher.
Due to the USB debugging option being reset automatically, T2 and T3
cannot be exploited for ADB access.

Takeaway: The evaluated Honor device is susceptible to CHOICE-
JACKING attacks for file access and code execution within 1.4s. A
bug in the implementation of accessory mode allows extracting files
while the screen is locked.

6.7. Google

Devices by manufacturer Google run unmodified AOSP Android. As a
result, these devices do not display a user prompt when a connection
to a USB host is established. To activate MTP mode, the user needs to
open the USB mode selection screen either through the system settings
or through a system notification and select the corresponding option. In
contrast to Vivo’s customized OS, AOSP does not permit keyboard input
to reliably select the notification if other notifications are shown as well,
because their order cannot be predicted.
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Figure 5.6: Power trace for phone call cycle on Xiaomi 12. @: Screen Locked, @:
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T1. The Pixel 7a is susceptible to input events injected through AOAP for
autonomously activating MTP within 1333 ms. Since the exact position
of the USB mode system notification among other notifications (e.g., from
emails) is unpredictable, the attack launches the USB mode selection
screen through the system settings. Technique T'1 can also be used for
confirming the ADB trust dialog within 233 ms.

T2. The race condition in Android’s InputDispatcher can be exploited
for gaining ADB access on a development-enabled device within 10s. Our
attack opens the preinstalled calculator app using a global key shortcut,
then uses number key presses as delayers in an alternating arrangement.

T3. Attack technique T3 gains MTP access on an unlocked device and
ADB access on an unlocked development-enabled device. Both attacks
take 19s.

Takeaway: On the Google Pixel 7a, CHOICEJACKING attacks can
extract files or gain code execution in 1.3s.

6.8. Summary of Results

Our evaluation highlights the scope of CHOICEJACKING attacks. All tested
devices across platforms and manufacturers are susceptible. On devices
from Oppo and Honor (18 % of all tested devices), it is possible to exploit
a flaw in the accessory mode implementation to gain file access on locked
devices. On all Android devices, our attacks can gain MTP file access in
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under 1.4, for a median of 333 ms over all evaluated Android devices. Code
execution through ADB on all unlocked development-enabled Android
devices can be reached in less than 1.3s, for a median of 316 ms. On
devices from Xiaomi, it is possible to gain code execution through ADB
on an unlocked but non-development-enabled device.

Attack technique T1 proved best in terms of susceptible devices and
attack speed. It succeeds on all evaluated Android devices. In the best
case (Samsung Galaxy S20 FE), it only takes 133 ms, which is less than
half the duration of a human blink [18]. At this speed, the attack only
leaves a short flickering on the screen that may remain unnoticed. The
median attack duration for T1 was 334 ms. Technique T3 exhibits the
same success rate across platforms (91 %), but performs slower at a median
of 24.5s. This increase in duration can be attributed to the BT pairing
process. At a median duration of 13's, technique T2 only succeeded on 8
devices for MTP and 6 devices for ADB access. 9 devices (81 %) from 6
manufacturers (75 %) are susceptible to all 3 attack techniques for at least
some protocol.

The results for the 4 Samsung devices indicate that attacks based on
T1 work almost unchanged for different devices from the same vendor.
Although the devices cover a range from low-end to high-end and span
two major OS versions, the identical attack sequence works on all of them.
This finding indicates that an attacker can target many different device
models through a small number of different attack sequences.

7. Power Line Side-Channel

This section presents a power line side-channel (PLSC) for detecting a
suitable moment to perform CHOICEJACKING attacks, i.e., when the victim
device is left unobserved.

The PLSC exploits the fact that any operation carried out on a mobile
device creates unique fluctuations in its power consumption. A malicious
charger that measures the charging device’s power consumption can,
therefore, learn details about its activity (e.g., user interactions). Prior
work has demonstrated that PLSCs reveal various information, e.g., button-
accurate screen tap locations [7] or web browsing activity [53]. The work
by Cronin et al. [7] is particularly relevant for our PLSC since it infers
touch locations from current fluctuations caused by screen content changes
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as part of visual feedback. Their findings already show that such PLSCs
exist on a wide range of mobile devices and are invariant to the battery
charging level and various device configurations such as screen brightness.
Screen content changes not only indicate user interaction but also allow
learning about the user’s focus of attention. Therefore, such measurements
are a basis for detecting suitable moments for CHOICEJACKING attacks.

7.1. Desired Detection Scenario

For operating stealthily, an attacker is interested in moments when a user
does not notice the Ul state changes incurred by CHOICEJACKING attacks
on an unlocked device. We observe that there are scenarios in which mobile
devices are unlocked, yet the user is unable to observe the screen (see
Section 8.1). Phone calls are particularly illustrative examples of such
scenarios, so we use them for our proof-of-concept PLSC. During phone
conversations, users typically hold their mobile device close to their face,
so they can communicate through the integrated microphone and speaker.
To conserve energy and prevent unintended touch events, most devices
include proximity sensors that detect these events and turn off the screen.
Crucially, while the screen is turned off, we notice that external input
devices can still fully interact with the UI in this scenario. Furthermore,
mobile phone calls usually take about two orders of magnitude longer than
the 1.4 seconds CHOICEJACKING attacks need at worst for gaining file
access [32]. We therefore aim for a PLSC that detects when the screen is
turned off during a phone call. We extend the findings of previous works [7,
53] and show that a PLSC can be used to detect this scenario.

7.2. Power Trace Analysis

As an initial indication for the existence of a suitable PLSC, we collect
power traces using the malicious charger prototype described in Section 5.
We base our experiments on the Xiaomi 12 from the test set described in
Section 6, expecting similar results for other phones (as per prior work [7,
53]). The Xiaomi 12 was chosen because of the possibility for CHOICE-
JACKING attacks to gain code execution on non-development-enabled
devices. This represents the maximum attack gain among all evaluated
CHOICEJACKING attacks, yet it requires the device to be unattended for
the longest time (36 s for technique T1). In line with prior work [7, 53],
we deduce power from measuring current. The power trace collected at
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1kHz from the Xiaomi 12 is shown in Figure 5.6, illustrating the device’s
power consumption before, during and after a call. ©® and @ show the
consumption in the locked and unlocked states respectively before the
call, while ® and @ show the consumption after the call. In the transition
from @ and @, the power traces indicate the possibility to distinguish the
start of the call from other events, such as screen lock and unlock. During
the call in @, we repeatedly turned the screen off and on by triggering
the device’s proximity sensor. These events can be observed as visually

distinguishable fluctuations in current draw between 600 mA and 400 mA
in ®.

7.3. PLSC Evaluation

We implement and evaluate a neural network for automatically detecting
the desired scenario from a malicious charger. This entails (1) detecting
phone calls, i.e., call start and end events, as well as (2) screen on and
off events. To demonstrate that the approach by Cronin et al. [7] can
be adapted for detecting calls, we construct a similar one-dimensional
convolutional neural network (CNN) classifier. The model distinguishes
call start and end events from other events that commonly occur during
mobile device usage. We consider 16 other common events (e.g., web
browsing, doing calculations, messaging, ...). For training the model, we
collected 20 power traces for each of the 18 events of 5 seconds each (360
traces total). Evaluating the resulting model on a test set of 10 fresh
traces per event (180 traces total) yields an accuracy of 92.78 %. The
resulting confusion matrix can be found in Figure 5.7. While our model
does not report any false negatives for call start or end events, some other
events are reported as call ends. The main goal for the PLSC is to avoid
launching CHOICEJACKING attacks while the user might notice them.
False negatives (not starting the attack although it would be possible) at
the identified prevalence are therefore negligible for our application. We
conclude that the CNN allows determining when the user is in a phone
call. For further determining when the screen is turned off during the
phone call, a simple threshold comparator can be used, as observable from
the trace in Figure 5.6.

8. Discussion and Related Work

In this section, we elaborate attack scenarios and techniques, discuss
mitigations to CHOICEJACKING attacks and introduce related literature.
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Figure 5.7: Confusion matrix of our PLSC CNN model.

8.1. Suitable Attack Scenarios

While some CHOICEJACKING attacks work on locked devices or succeed
within a matter of milliseconds, others require an unlocked device and
cause on-screen artifacts for a duration of multiple seconds. These attacks
are effective in any charging scenario where the unlocked phone screen is
outside the user’s focus of attention. A very illustrative example of such a
scenario can be found in phone calls, as discussed in Section 7. Similarly
suitable are scenarios where the user listens to a music video while the
device charges from a rented power source (e.g., a hotel room’s USB wall
socket). It is worth noting that Youtube, which accounts for almost half
of all music streaming [12], does not allow locked-screen playback for
non-paying customers, and users are typically immersed in other tasks
while listening to music [12]. Mobile devices are also commonly attached
to rented chargers (power bank, car, etc.) while using navigation apps,
where the user’s attention is focused on the surroundings rather than the
screen. These scenarios or further variations thereof are experienced by
most mobile device users on a daily basis.

8.2. Rationale for Multiple Attack Techniques

Our paper presents three attack techniques (T1 through T3), which might
appear redundant at first glance. However, presenting several distinct
attack techniques serves two important missions. First, it expands the
scope of CHOICEJACKING attacks, both in terms of affected devices and
platforms. Attack technique T3 is relatively slow due to the BT pairing
procedure, but it succeeds on both iOS and Android. Attack technique T1
performs fastest, but it requires support for AOAP, which can be missing
in unlicensed AOSP-derived platforms. Attack technique T2 exploits a
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race condition in a core OS component, so it is likely to succeed even on
heavily customized Android variants that lack support for AOAP. Second,
presenting multiple techniques illustrates that the attacks are rooted
in a systemic lack of considering the security repercussions of dual-role
USB connectivity. It therefore intends to provoke a more wholistic way
of thinking about dual-role USB and connectivity adversaries in mobile
platforms.

8.3. Existing Mitigations

A number of mitigations have been suggested for JuiceJacking attacks that
may also be effective against CHOICEJACKING. Additionally, mobile OSs
already integrate some means to limit the damage an attacker with control
over the unlocked device’s Ul may do. All of these existing mitigations
suffer from limitations to their effectiveness in practical scenarios.

USB Data Blockers. A frequent suggestion for mitigating malicious
chargers are USB data blockers, which break USB data lines. However,
this mitigation assumes that the user is aware of the potential for attacks,
rendering it ineffective for the average end user. Data blockers also interfere
with modern power negotiation schemes, thereby degrading charge speed.

User Authentication for Security-critical Functions. Android and
iOS require user authentication for security-critical functionality such as
enabling the USB debugging interface. While this is an effective mitigation
against malicious chargers carrying out these operations, there are flaws
in Android’s implementation. When asking for user authentication, the
UI does not provide any clue about the operation it is needed for. To
the average user, the authentication screen might look like an innocuous
screen unlock, which they routinely authenticate to. A malicious charger
can exploit this weakness by triggering the authentication prompt and
simply waiting for the user to confirm it.

Lockdown Mode. Both Android (since Android 15) and iOS (since iOS
16) include a Lockdown mode that can be activated to thwart immediate
danger in insecure environments. On both OSs, enabling Lockdown mode
shuts down USB lines entirely while the lock screen is employed, so that
any kind of USB communication is disabled. However, USB protections
are restricted to the lock screen. As soon as the device is unlocked, USB
connectivity is re-enabled. Most CHOICEJACKING attacks operate while
the device is unlocked, so that Lockdown mode is ineffective against them.
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Additionally, this mitigation needs to be enabled manually, and, therefore,
requires the user’s awareness of potential attacks.

8.4. Suggested Mitigation

We propose user prompts for all kinds of USB access (host, device, accessory
mode) as a mitigation to both our novel CHOICEJACKING and existing
JuiceJacking attacks. CHOICEJACKING attacks exploit the fact that mobile
OSs by default trust USB and accessory input devices, although these
can be used for elevating the attacker’s privileges by interacting with the
UI to enable data connections. Since there may be many ways to elevate
privileges beyond the flaws we highlighted, we argue that the default trust
in USB input devices and accessories needs to be cut. This can be realized
by introducing prompts that ask for explicit user consent before an input
device or accessory is allowed to interact with the system. Once the USB
Type-C Authentication Specification [47] has been widely adopted, the
user consent may be displayed for each device upon first attachment and
saved for subsequent connections. A similar solution was proposed by Tian
et al. [44] and has been adopted in desktop OSs, e.g., in macOS [3].

8.5. Related Work

This section briefly surveys existing work on other USB-based and general
connectivity threats.

USB Threats. Prior works have discovered numerous other threats
related to USB connectivity on mobile devices. After JuiceJacking and
related attacks [17, 20] had been mitigated, several works exploited USB
peripherals to extract screen contents [24, 25] or inject voice commands [51].
Tian et al. [43], Imtiaz et al. [14] and Pereira et al. [35] shed light on the
consequences of vendor customizations to mobile devices’ USB interfaces.
They uncover possibilities for flashing firmware files or extracting user data
through AT commands. Recent works by Kim et al. [15, 16], Wu et al. [52]
and Peng et al. [34] present fuzzers for uncovering memory safety issues in
USB and USB PD stacks. In contrast to the design flaws our work focuses
on, all these works identify implementation issues such as memory safety
issues and logic bugs. Su et al. [42] and Dumitru et al. [9] exploit physical
properties of USB to observe or inject off-path communication. Finally,
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Tischer et al. [46] and Meng et al. [25] present user studies showing end
users are unaware of USB-related threats.

Exploiting Mobile Device Connectivity. Design and implementa-
tion weaknesses have recently been found in various other communication
interfaces of mobile devices. In 2023, Marc Newlin [27] showed a family of
attacks that allows bypassing Bluetooth pairing authentication to inject
input events on Android phones. Vanhoef et al. [49, 50] and Schepers
et al. [37] have shown multiple attacks on WPA protocols that allow
intercepting and hijacking Wifi communication. Cellular standards GSM
[4] and UMTS [26] have long been known to allow eavesdropping. Stute
et al. [40, 41] proposed multiple eavesdropping attacks on Apple’s propri-
etary wireless protocols. Fahl et al. [10], Oltrogge et al. [33] and others
reveal flaws in mobile apps’ use of TLS, allowing Man-In-The-Middle
attacks on server communication. None of these interfaces allow arbitrary
file access as possible over USB.

Power Side-Channels On Mobile Devices. Wired, wireless and stan-
dalone power side-channels (PSC) for mobile devices are known in litera-
ture. Cronin et al. [7] exploit a PSC attack that allows a malicious charger
to infer unlock pins. They detect button-accurate screen presses through
the effects of visual button tap feedback on the screen’s power consump-
tion. Yang et al. [53] and Wang et al. [51] show that PSCs allow inferring
a user’s browsing activity and loudspeaker output. Genkin et al. [11] use
the USB PSC to extract ECDSA keys from mobile devices. Ni et al. [28]
and Oberhuber et al. [31] demonstrate that many of these PSCs can also
be exploited indirectly, from neighbouring devices in multi-port chargers
or from software. La Cour et al. [19] prove that website fingerprinting is
also possible through a PSC from a wireless charger. Ni et al. [29] further
improve on this, identifying the running app and entered keystrokes of a
mobile device charging from a wireless power bank.

9. Conclusion

Since user confirmations for USB data connections were introduced on
mobile platforms, their effectiveness against JuiceJacking attacks remained
unchallenged. In this paper, we observed that the design of this counter-
measure is based on the flawed assumption that a USB host cannot inject
input events. We presented a novel attack family, CHOICEJACKING, and
three concrete attack techniques that break this assumption on Android
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and i0S. They allow bypassing JuiceJacking mitigations and gaining file
access or code execution through a malicious charger. We constructed a
prototype of a malicious charger to evaluate CHOICEJACKING attacks on
11 recent mobile devices from 8 manufacturers. Our evaluation showed that
CHOICEJACKING attacks succeed across platforms and vendors and can
gain USB-based file access in as little as 133 milliseconds in the best case.
While most attacks require an unlocked device, we demonstrated attacks
for two manufacturers that work while the screen is locked. Finally, we
presented a power line side-channel that can be used for detecting suitable
attack moments. Most affected manufacturers have already acknowledged
the threat posed by CHOICEJACKING attacks. We are hopeful they will
all integrate the countermeasures we suggest, which will lead to a lasting
improvement to USB security in the mobile landscape.
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Open Science

We provide all artifacts for our paper to the public®. The artifact package
includes our prototype charger, the corresponding firmware, the Python
framework for controlling it through USB, the Python code for all attacks
and the PLSC. Additionally, we publish video recordings demonstrating
our attacks on 11 different devices (10 Android devices and 1 iOS device),
which we used for measuring attack timings.
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1. Introduction

Clone2Pwn: A Systematic Security Analysis of
Data Migration Tools in the Android Ecosystem

Florian Draschbacher Lukas Maar Lorenz Schumm
Rene Denifl Lukas Treffner  Stefan Mangard

Graz University of Technology

Abstract

To simplify the transfer of user data to a new device, all major smartphone
manufacturers offer data migration (or phone clone) tools. Despite the
sensitivity of the involved data, the security of current-generation data
migration tools has not been analyzed comprehensively.

In this paper, we systematically analyze state-of-the-art data migration
tools from 7 major Android vendors (Google, Samsung, Vivo, Xiaomi,
Oppo, Huawei, Honor) with a combined download count exceeding 12
billion. We identify generic attack scenarios, and check concrete apps for
realizability of these scenarios based on a list of requirements. Our analysis
uncovers severe security vulnerabilities in all tools that allow attackers
within Wi-Fi range to eavesdrop sensitive user data. The eavesdropped
data includes communication records, personal media and documents, and
login credentials, effectively representing a sizable dump of a user’s digital
life. In practice, attackers can exploit these vulnerabilities by placing
cheap equipment near places such as mobile carrier stores, where data
migrations are typically done multiple times per day. Moreover, five tools
are vulnerable to data injection attacks, allowing attackers within Wi-Fi
range to achieve code execution on a freshly set-up device. Finally, three
tools are also susceptible to data extraction or injection attacks from local
attackers. We responsibly disclosed our results to affected vendors, so far
leading to eight CVEs, five of which are high-severity.

1. Introduction

To encourage device sales, mobile device manufacturers provide tools that
facilitate data migration from an old device to a newly purchased one.
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Through tight OS integration, these tools can bypass sandbox boundaries
to, e.g., seamlessly place imported messages into the suitable data store
on the new device.

The data transmitted in a device migration typically represents a sizable
dump of a person’s digital life. In the wrong hands, this data could be
misused to cause considerable harm. Data migration tools must therefore
make sure that transmissions cannot be eavesdropped or manipulated.
All data migration tools from major device vendors operate without
Internet connection, either transmitting data through a peer-to-peer Wi-
Fi connection or a cable. However, simply omitting a remote server from
the system does not ensure secure transmission.

Despite the security sensitivity of data migration tools, they remain largely
underexplored. The only prior study, conducted by Ma et al. [27] in 2019,
reported that five of 8 tested tools leaked transmission data to disk and four
were susceptible to wireless eavesdropping. While it provided an important
first look at data migration security, it (i) excluded Android Switch
(Google) and Smart Switch (Samsung)—the current market leaders—and
(ii) reflected the landscape from about six years ago. More broadly, no
subsequent work has re-evaluated these tools at scale or examined their
security in today’s ecosystem. Still, data migration tools have evolved
substantially in recent years and expanded their user bases by orders of
magnitude, rendering any vulnerabilities relevant to a large portion of
smartphone users.

In this paper, we close this research gap through a comprehensive security
analysis of today’s data migration tool landscape in the Android ecosys-
tem. We reveal that tools from the major vendors suffer from multiple
vulnerabilities that can lead to leakage of sensitive data, and in some cases
even code execution. Methodologically, we go beyond Ma et al. [27] by
defining generic attack scenarios against these tools as cross-products of
attacker goals and attack surfaces, enabling a systematic and extensible
evaluation across tools. For each attack scenario, we then identify the
attack requirements, i.e., necessary conditions that cause susceptibility to
the scenario in a data migration tool. For example, wirelessly eavesdrop-
ping all transmitted user data requires a combination of weak link-level
protection and lack of app-level encryption.

Next, we evaluate seven of the most popular data migration tools in the
Android ecosystem based on the identified attack scenarios. As shown
in Table 6.1, these tools have been downloaded between one million and
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Brand Tool Version Downloads
Google Android Switch 1.0.740410803 10B+
Samsung  Smart Switch 3.7.64.10 1B+
Vivo EasyShare 5.10.5.3_gp 1B+
Xiaomi Mi Mover 4.2.8 100M+
Oppo Clone Phone  15.9.3 / 14.7.22_third gp 10M+
Huawei Phone Clone 14.5.0.550 10M+
Honor Device Clone 14.8.5.306 / 11.6.1.320 1M+

Table 6.1: Data migration tools evaluated. Differing app versions for third-party
devices are indicated separately.

10 billion times'. Most Android devices ship preinstalled with two of
these tools. Besides Android Switch, which is shipped with every Google-
certified Android device independent of manufacturer [21], the analysed
tools account for 75% of the Android market [9]. For each tool, we
determine whether our attack scenarios can be realized, i.e., whether the
tool’s implementation fulfills the attack requirements causing susceptibility.
Since most tools are vendor-specific and only preinstalled (with privileged
data access) on that vendor’s devices, we consider two constellations for
each tool. These are first-party migrations between two devices from the
same manufacturer, and third-party migrations, where the tool is only
privileged on the new device. First-party migrations usually include more
sensitive data only accessible to privileged apps, such as, e.g., Wi-Fi
credentials, app-private data, and more. Throughout this paper, we use
the vendor name (e.g., Google) to refer to their respective data migration
tool (e.g., Android Switch).

Our analyses reveal that all inspected apps are susceptible to wireless
attacks. This is because six of seven apps use no or trivially bypassable
app-level encryption or integrity checks together with a weak WPA2
Pre-Shared Key (PSK). The remaining app uses Wi-Fi Direct with a
peer identification scheme that can be spoofed. The resulting wireless
attacks either allow eavesdropping on the transmitted user data, or even
manipulating it on the fly, e.g., for code execution in the context of
transmitted apps. An attacker can carry out these attacks by placing
cheap equipment within Wi-Fi range of places like mobile carrier stores,
where data migrations are a frequent occurrence [36, 43, 44]. Moreover,
for three of seven apps, a local attacker, e.g., a malicious app, can also

!Data according to Google Play or Huawei AppGallery listings.
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extract or manipulate user data due to lack of authentication for open
TCP sockets. Lastly, we implement end-to-end exploits for all identified
attacks and detail two of them for Samsung Smart Switch, a particularly
popular data migration tool.

Contributions. The main contributions of our work are

(1) We define attack scenarios for data migration tools and derive anal-
ysis procedures for checking susceptibility of a tool based on attack
requirements.

(2) Through these analysis procedures, we identify attacks against 7 data
migration tools from the most popular Android manufacturers.

(3) We implement end-to-end exploits for all identified attacks and discuss
particularly interesting cases in Samsung Smart Switch.

Disclosure. We responsibly disclosed 16 variants of 14 end-to-end exploits
to all analysed vendors. They acknowledged 13 of our reports (1 response
still pending)?, and either already rolled out or are rolling out fixes. So far,
Samsung, Oppo, Vivo, and Huawei issued us 8 CVEs (5 high, 3 moderate
severity)3.

2. Background and Related Work

This section briefly introduces Wi-Fi and Android background, and dis-
cusses related work.

2.1. Background

Wi-Fi refers to protocols defined in IEEE 802.11 for wireless local data
transmission over radio [22]. In a typical local network setup, one router
functions as the station (AP) while connected client devices operate
in STA mode. Wi-Fi operates primarily in 2.4 GHz and 5 GHz bands,
which exhibit different propagation characteristics. In an outdoor setting,
2.4 GHz transmissions can achieve ranges of more than 100 meters [48].
In practice, the expected Wi-Fi range in indoor settings is commonly
estimated between 20 and 45 meters for the 2.4 GHz band and about 75 %
of that for the 5 GHz band [24, 30].

20ppo could not reproduce S4 despite our PoC; Honor did not acknowledge S2.
3CVE-2025-{21060, 21061, 21062, 21064, 21078, 27387, 15515, 68963}. CVEs promised
by Google, Xiaomi still pending as of the final manuscript of this paper.
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WPA /WPA2/WPAS3 are successors to the Wired Equivalent Privacy
(WEP) incorporated in the original 802.11 standard, which is considered
broken nowadays [18]. Wi-Fi Protected Access (WPA) addresses WEP’s
flaws through improved key management and authentication mechanisms.
The succeeding WPA2 protocol uses the AES block cipher and a four-way
handshake to establish secure communications. However, WPA2 does not
offer forward secrecy, such that a compromised pre-shared key enables
decryption of previously captured communication. The most recent WPA3
finally added forward secrecy.

Wi-Fi Direct is an 802.11 standard extension for peer-to-peer commu-
nication between Wi-Fi devices, without requiring the traditional AP
infrastructure. This protocol establishes ad-hoc networks through group
owner negotiation, where one device assumes coordination as the group
owner, while connected peers operate as clients. Wi-Fi Direct implemen-
tations inherit the security protocols of the underlying Wi-Fi standard,
typically WPA2 or WPA3.

Android is an open-source mobile OS developed by Google that dominates
the smartphone industry [38]. To ensure a coherent ecosystem despite
vendor customizations, devices have to undergo Google’s Compatibility
Test Suite [1]. Devices that pass are eligible for a license to ship with
Google Mobile Services, which includes ecosystem components such as the
Google Play Store. The Android Platform Security Model [28] mandates
that apps on Android are sandboxed. Their access to system resources
such as the file system is tightly restricted. The restrictions can only be
selectively relaxed by an app requesting permissions. Particularly powerful
permissions can only be granted to privileged apps that are signed with
the same certificate as the system. Every app is assigned a private data
folder that no other app can access. Apps typically use this folder to store
information such as login tokens or other app-specific user data. Usually,
not even privileged apps can directly access data in other apps’ private
data folder. However, privileged apps with the BACKUP permission can
request a dump of the contained data. Unless an app opts out, this request
is granted. For the remainder of this paper, we assume Android’s security
model remains uncompromised by other privilege escalation attacks that
have been presented before [11, 15, 17, 33].

Wi-Fi APIs allow Android apps to host or join Wi-Fi networks. On
modern Android versions, unprivileged apps can start a Wi-Fi hotspot
through the modern LocalOnlyHotspot API [4] or through the legacy
Wi-Fi Direct Hotspot API [3]. Both establish a local Wi-Fi hotspot with
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a configurable network name (SSID) and PSK. The latter allows Wi-Fi
Direct peers to join, in addition to Wi-Fi devices in STA mode that are
also supported by the former. Privileged apps can also utilize the Wi-Fi
Tethering API [6] originally intended for sharing the device’s Internet
connection via Wi-Fi. For joining a Wi-Fi network, unprivileged apps can
choose between the WifiNetworkSpecifier [7] and the WifiNetworkSug-
gestion [8] APIs. While the former only establishes a temporary app-local
link without Internet access, the latter works on a device-global scale,
supporting auto-reconnect and Internet access. Both require user consent
through a system dialog. Privileged apps can still use the otherwise depre-
cated WifiManager.addNetwork() [2] API. It does not require user consent
but otherwise operates like the WifiNetworkSuggestion API. Finally, apps
can use Wi-Fi Direct APIs [5] for negotiating a Wi-Fi connection between
two devices without needing the APIs described above.

2.2. Related Work

Prior works have explored the security and privacy implications of wire-
less communication and external resource interactions in mobile systems.
Naveed et al. [32] highlighted the mis-binding threats from external devices
in Android, showing how malicious peripherals can be misrepresented
as trusted components. Building on this, Demetriou et al. [14] further
dissected both mandatory and discretionary protections for external re-
sources, demonstrating vulnerabilities in Android’s security framework
when managing peripheral interactions. A broader survey by Wang and
Yan [45] systematically reviewed the landscape of device-to-device com-
munication security, identifying numerous threat vectors and proposing
general countermeasures. More specialized work by Li et al. [23] exploited
vulnerabilities in smart provisioning protocols, specifically SmartCfg, to
capture Wi-Fi credentials from air-based transmissions, revealing how
initial network setups can leak sensitive information. Cristalli et al. [13]
focused on the absence of authentication protocols in app-to-app commu-
nications over short-range channels, emphasizing the risks in cross-device
scenarios where trust is implicitly assumed. Similarly, Liu et al. [25]
analyzed security threats in device-to-device apps, discussing attack sur-
faces related to permission abuse and communication mismanagement in
proximity-based interactions. Recent work has shifted attention to data
cloning and device impersonation. Ma et al. [27] and Song et al. [37]
exposed vulnerabilities in hotspot-based cloning services and Android
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system customization, respectively, showing how attackers could replicate
or siphon user data via network configurations or system-level modifica-
tions. Extending beyond Android, Stute et al. [39, 40] examined Apple’s
wireless ecosystem, uncovering tracking, denial-of-service, and machine-
in-the-middle vulnerabilities through BLE, AWDL, and Wi-Fi. While
these studies underline a persistent pattern of insufficient authentica-
tion, weak isolation, and exploitable trust assumptions in wireless and
cross-device communication, none systematically evaluate the security of
current-generation data migration tools, as we do in this study.

3. Threat Models

In line with prior work [27], we assume an adversary who attacks a data
migration between two devices. We observe that the new device typically
starts out empty and the old device is abandoned after the migration. We
therefore consider two distinct attacker goals: (1) exfiltrating data from
the old device and (2) injecting (manipulated) data into the new device.
Finally, we rule out implementation bugs in the OS or in the underlying
protocols, such as WPA2.

We distinguish between two different attacker models based on the privi-
leges prior to the attack. We explicitly consider hybrids between these two
models (i.e., a proximity attacker who also has local access) unrealistic.

M1: Proximity Attacker. In this model, the attacker starts with no
access to the target device. The only assumption is that the attacker is
physically positioned in proximity to the data migration. We observe there
are certain physical places that have a high occurrence of data migrations
per day. For example, these include retail locations of phone carriers [36,
43, 44], electronics stores [10] or mobile phone repair shops [12, 41]. In
these locations, people not only set up their newly purchased devices, but
can also get this done as a service. A high volume of data migrations is also
likely to be found close to a company’s I'T department, if the employees’
mobile devices are centrally managed and maintained. We assume the
distance between this attacker and the data migration does not exceed the
range of Wi-Fi radio signals (cf. Section 2). The attacker can hide a small
self-contained computer, such as a Raspberry Pi, anywhere within this
range. This computer scans the Wi-Fi beacons of nearby Wi-Fi networks
until one of them reveals a data migration app (e.g., through its SSID
pattern). Given the low cost of the involved equipment (less than $100),
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this attack can easily be scaled. Through planting a large number of such
units, an adversary can collect data from or infect many devices in a short
time span. For attacks that require near-realtime PSK brute-forcing, each
unit can access cheap remote GPUs via an Internet connection, e.g., from
Amazon Web Services.

M2: Local Attacker. Here, the attacker already has code execution
capabilities on the old device. For example, an otherwise benign app
might integrate a malicious library. Due to the Android Platform Security
Model [28], the app is still sandboxed, i.e., can only access limited system
resources. Attacking a data migration might thus allow elevating its
privileges, i.e., bypassing sandbox restrictions. This can, e.g., include
gaining code execution in another app on the new device, or accessing
resources not otherwise reachable for the malicious app.

Attack Impact. Through any of the described attacks, the attacker
gains access to sensitive user information. All examined data migration
tools transmit messages, call logs, contacts, pictures, videos, and docu-
ments. For first-party migrations (between two devices from the same
vendor), transmissions often also include Wi-Fi credentials and app-private
data, which commonly contains session tokens or login credentials (see
Section 5.3). Any of this data can be misused to cause serious harm to
the device owner, their social circle, or employer. Some of the attacks
additionally allow manipulation of the transmitted data. Manipulating
transmitted app packages, i.e., a variant of an app repackaging attack [29],
allows gaining code execution in the context of third-party apps. As a
result, the attacker can, e.g., access app-private data even if it was not
included in the migration itself. Additional privilege escalations can be
accomplished, e.g., by overwriting system configurations such as granted
permissions for an app.

4. Attack Scenarios for Data Migration Tools

This section defines attack scenarios for data migration tools as cross-
products of attacker goals and attack surfaces. Per scenario, we identify
attack requirements that need to be fulfilled for the scenario to be realizable
for a specific app.

General Operation of Data Migration Tools. An initial analysis
indicates that all data migration tools operate in 4 basic steps. @ They
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start with a pairing phase, in which a direct link between the old and
new device is established. In the examined apps, this link is either a
Wi-Fi connection (one device acts as Wi-Fi AP), Wi-Fi Direct, or USB
connection. @ Next, the app on the old device prepares the data to
be transmitted. Involved steps may include data export from databases,
compression, and/or copying to a central place. @ The prepared data
is sent to the new device over the previously established direct link. For
links based on Wi-Fi, this involves communication over TCP. @ Finally,

the received data is reinstated on the new device, roughly inversing @

Attack Surfaces. The different attacker models (cf. Section 3) reach
different attack surfaces of the operation described above. An M1 (prox-
imity) attacker can interact with steps @ and @, i.e., the pairing and
transmission procedures. The main attack surface reachable to an M1
attacker in these operations is the link layer. It is worth noting that an M1
attacker is only effective against the most common scenario of wireless
transmissions (cf. Section 7). For M2 (local) attackers (which we restrict
to the old device as explained in Section 3), only steps @ and @ are
accessible. The main attack surfaces involved here are the file system or
open TCP/IP sockets.

4.1. Definition of Attack Scenarios

Based on the attack surfaces discussed above, we define attack scenarios
for data migration tools. To this end, we consider cross-products of main
attack surfaces (proximity Wi-Fi, local file system and TCP/IP sockets)
and attacker goals (data exfiltration and injection). The attack scenarios
incorporate known attack techniques against Wi-Fi [42], TCP/IP [26],
general device-to-device connectivity [13] and data transfer tools [27].
For every scenario, we list requirements, i.e., design or implementation
details that need to be present in a data migration tool for the scenario
to be realizable. We emphasize on realistic scenarios based on slightly
refined attacker models from prior works (see Section 3) rather than on
exhaustiveness. In particular, we only consider attacks that do not visibly
interfere with the data migration, i.e., do not cause alertness of the user
due to errors or warnings visible in the UI. Table 6.2 shows an overview of
the requirements per scenario. In the following, we discuss the scenarios
in detail.
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Requirement S1 S2 S3 S4 S5 S6
R1: App is identifiable through Wi-Fi beacons v v - - - -
R2: Wireless protection weak v - - - - -
R3: No app-level payload encryption v - v Vv - -
RA4: Wireless protection very weak (Wi-Fi AP) - Vv - - -
R5: Pairing identification ambiguous (Wi-Fi Direct) - vt - - -
R6: Payload encryption not derived from out-of-band secret - v - - - -
RT7: Payload integrity not protected via out-of-band secret - v - -

RA8: Server socket on old device accepts extra clients - - v - - -
R9: No authentication for payload connections - - v Vv - -
R10: Wi-Fi join is device-global - - - v -
R11: Server socket on new device accepts extra clients - - - v - -
R12: No encrypted or separately transmitted checksums - - - v

R13: User data (temporarily) stored in public file system - - - v Vv
R14: No encryption for data stored in public file system - - - - vV
R15: No integrity checks for data in public file system - - - - - Vv

! Either R4 or R5 is necessary for S2.

Table 6.2: Summary of requirements for different attack scenarios S1 to S6.

S1: Eavesdropping on wireless communication. The M1 attacker
captures Wi-Fi frames and later (offline) extracts the data exchanged in
the transmission. Many Wi-Fi chips support monitor mode, which allows
passively (therefore stealthily) capturing Wi-Fi frames destined for other
devices. For this scenario to be viable, the Wi-Fi beacons of the data
migration app must allow identification of the specific tool, e.g., through
the SSID of the hotspot it creates. For the attack to yield user data, the
attacker needs to be able to decrypt the captured Wi-Fi frames. This
means the app’s Wi-Fi hotspot needs to be either WPA2-protected with
a weak PSK or unprotected. We consider a WPA2 PSK weak if it can be
brute-forced from a captured WPA2 handshake in a matter of hours. For
reference, an Nvidia GeForce RTX5090 commodity GPU can brute-force
WPA2 at a rate of 3.4 MH/s. Finally, this scenario is only realizable if
there is no effective app-level encryption for payloads, i.e., encryption
based on an asymmetric key exchange or an out-of-band secret prevents
this attack.

S2: Manipulating wireless communication. The M1 attacker gains
a mediating position between the old and new device to alter the payloads
exchanged between them. For normal AP Wi-Fi connectivity, it can be
accomplished, e.g., through a multi-channel machine-in-the-middle (MC-
MITM) attack (cf. Section 9.1), ARP spoofing, or DHCP spoofing. The
attacker needs to be able to decrypt and re-encrypt the transmission in
real-time, both at the link and app layers. This means the app needs to use
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WPA2 or no protection for its hotspot. The WPA2 key must leak to the
attacker or be very weak, i.e., brute-forceable in near-realtime. Specifically,
we consider a WPA2 PSK very weak if it can be realistically brute-forced
within the 15 seconds that Android waits for a DHCP lease. During this
time, a MC-MITM can artificially delay connection establishment by
intentionally not forwarding Wi-Fi frames. A detailed description of this
technique can be found in Section 9.1. If Wi-Fi Direct is used, an attacker
can achieve a MITM position if the target device is not unambiguously
identified prior to forming a group. Finally, for this attack scenario to be
realizable, any app-level payload encryption or integrity checking must
not be cryptographically linked to an out-of-band (OOB) secret. If an
OOB secret is only used for authentication, an attacker can still perform
a relay attack without knowing the secret.

S3: Extracting data via local socket connection. A malicious app
(M2 attacker) running on the old device might be able to connect to a
listening socket on the same device opened by the data migration tool.
If needed, SYN scanning [26] allows identifying dynamic ports. For a
connection attempt to succeed, the listening socket must accept additional
payload connections. The attacker has no information about the trans-
mission session, so an attack can only work if payload connections are
unauthenticated and unencrypted.

S4: Injecting data via socket connection to new device. If a data
migration tool opens a listening socket on the new device, a malicious
app (M2 attacker) on the old device might use it to inject data. For
identifying the new device’s IP address and port, the attacker can, e.g.,
use ARP scanning and SYN scanning. As for S3, the tool must allow extra
payload connections that are unauthenticated and unencrypted. Finally,
it needs to use a joining API that establishes a device-global connection
(cf. Section 2).

S5: Extracting data through file system. If the data migration tool
stores migration data in public storage, an M2 attacker can extract it from
there. For tools privileged on the old device (first-party data migrations),
these files may leak data otherwise inaccessible to user-installed apps. This
scenario is only viable if the data migration tool does not (effectively)
encrypt its files.

S6: Manipulating data through file system. In addition to S5, a
malicious app can manipulate migration data if there are no integrity

145



6. Clone2Pwn

checks for the (unencrypted) files the data migration tool stores in public
storage.

5. Systematic Analysis

In this section, we analyze the seven data migration apps described in
Section 1 for their susceptibility to the six attack scenarios introduced in
Section 4. We use dynamic testing and manual static analysis to system-
atically determine susceptibility through the presence of requirements R1
to R15.

5.1. Evaluation Setup

Per app, we assess first-party data migration between two devices from the
same manufacturer and third-party data migration between differing man-
ufacturers. The exception is Google, where any Google-certified Android
device (due to the app being preinstalled) is considered first-party (we use
the Samsung Galaxy S23), and third-party migrations are not supported.
We use Honor as source for first-party migrations on Huawei and vice versa
for lack of a second device from these vendors. This is possible because
the two apps use the same protocol, and reverse-engineering reveals strong
similarities between their code bases. We thus anticipate the core findings
for these apps align with first-party migrations.

Table 6.3 lists the Android devices we use for our analysis. For every data
migration app manufacturer, we use a first-party device purchased in either
2024 or 2025 as the data migration target. We can therefore assume that
our results accurately reflect real-world migration to a freshly purchased
device. For analysis steps that require root access (see Section 5.2), we
root the Google Pixel 8a using Magisk [46] and use it as the old device in
a third-party migration.

If an analysis requires capturing Wi-Fi communication, we utilize a Rasp-
berry Pi 5 running Kali Linux and an external Wi-Fi interface based on
the Mediatek MT7921 chipset. For brute-forcing WPA2 PSKs, we use
hashcat on a Ubuntu 22.04.4 LTS Linux host with an Nvidia GeForce
RTX5090 commodity GPU. We use JADX [35] and Ghidra [31] for reverse-
engineering managed and native components of app package (APK) files.
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Brand Device OS Year
Google Pixel 8a%* 15 2024
Samsung  Galaxy S23%* 14 2025
Samsung  Galaxy Ab54° 14 2024

Vivo V40 SE 5G* 15 2025
Vivo Y 36" 13 2024
Xiaomi Redmi Note 12 5G* 14 2024
Xiaomi 128 14 2023
Oppo A58t 15 2024
Oppo A94 5GS 11 2023
Huawei nova 12i%* 14 2024
Honor 90 Lite®* 14 2024

Table 6.3: Devices for evaluation, their Android version and purchase year. s/t
= migration source/target.

5.2. Analysis Methodology

We determine the susceptibility to attack scenarios S1 through S6 from
Section 4 through the presence of respective requirements R1 to R15 in
an app. Additionally, we evaluate the data each data migration tool can
migrate. For efficiency reasons, we employ short-circuit evaluation. If one
requirement for a given attack is not present in an app, we do not evaluate
for the presence of other requirements for that attack. Where possible, we
evaluate the presence of a requirement through dynamic testing procedures
whose outcomes provide definitive proof for the presence or absence of the
respective implementation detail. However, for some requirements, such a
procedure cannot be found or is not feasible. In these cases, we employ
reverse-engineering of the app code to arrive at a conclusion. Unless noted
otherwise, we carry out every check for every tool for both first-party and
third-party data migrations. As some vendors prevent rooting, we aim for
analysis procedures that work without root access where possible. In the
following, we describe the analysis procedure for each attack requirement,
as well as for finding the per-app migration data scope.

Data included in migrations. For determining the scope of data mi-
grations, we prepare the old device for each app with pictures, videos,
PDF documents, phone calls, SMS messages, contacts, and Wi-Fi creden-
tials. Additionally, we install a simple app that stores fake secrets in its
private data folder. We then check for the presence of these data items in
transmission captures (described for R3 below). For apps where all traffic
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is encrypted, we confirm data scope by checking data items present on
the new device after the data migration.

Wi-Fi beacons identify data migration app (R1). We run multi-
ple pairing phases per app, inspecting Wi-Fi beacons from captures and
noting down the SSIDs of started hotspots. If we recognize identical sec-
tions in the SSIDs (beyond recognizable device model numbers), we use
these strings for a search into the app code. This allows us to confirm if
these strings are constants in the code, which allows identification of the

app.

Weak (R2) or very weak (R4) wireless protection. We determine
the used Wi-Fi protection scheme through a Wi-Fi scanner immediately
after the pairing step of the data migration tool. Some apps perform
connection upgrades to 5 GHz Wi-Fi channels, and change the Wi-Fi
protection scheme in the process. We thus additionally scan during the
data transmission. If we detect WPA2, we reverse-engineer the app to
determine the method used for generating the PSK. For PSKs that are
randomly generated, we determine the PSK length and used character set.
This allows us to calculate the worst-case time it takes to brute-force the
PSK on commodity hashcat setups or rentable cloud compute.

App-level payload encryption (R3). We capture the Wi-Fi traffic of
a transmission covering all supported data types and (if necessary) decrypt
the captured Wi-Fi frames. As needed, we either extract the PSK from
the UI, from verbose Wi-Fi logs on unrooted devices, derive it from the
SSID, or brute-force it. From the decrypted Wi-Fi communication, we
re-assemble TCP streams, which we then manually inspect. We try to
identify all transmitted data types through their content or unique format.
If we cannot find some data in the capture, we reverse-engineer the app
to see if the reason was encryption.

Pairing device identification (R5). For normal Wi-Fi connections
between a STA and an AP, pairing is based on the knowledge of both
the SSID and PSK. In these cases, the attacker can only interfere with
the pairing if they know the PSK (cf. R4). We determine an app’s use of
Wi-Fi Direct through scanning for corresponding advertisement beacons.
If we find such beacons, we reverse-engineer the app to identify the pairing
information used for identifying the device with which to start Wi-Fi
Direct group negotiation.

Cryptography based on OOB secrets (R6, R7). First, we check
for OOB secrets in the implementation. We complete a data migration,
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taking note of all communication channels between the two devices beyond
the primary link (usually Wi-Fi). If the pairing phase involves scanning a
QR code, we manually extract and analyse its contents. Next, we deter-
mine the presence of payload encryption (R6) or integrity checks (RT).
For encryption, we use the procedure described for R3, additionally check-
ing for involvement of the OOB secret. Equally, we extend the integrity
checks procedure described for R12, reverse-engineering involved logic
and correlating it with communication captures.

Sockets accepting additional connections (R8, R11). We monitor
the procfs TCP tables via the Android Debug Bridge (ADB) to identify
sockets used for the data migration. ADB can be enabled on any Android
device (rooted or not). For every listening socket on either the new (R8) or
old (R11) device, we observe whether it accepts multiple clients during a
legitimate data migration. If this is the case, we use connection captures to
determine whether these clients carry data payloads. Finally, we manually
reverse-engineer the involved logic to determine whether arbitrary payload
clients can connect.

Authentication for extra connections (R9). We reverse-engineer the
protocol used for payload connections. We then send packets for send-
ing or requesting a single file from an additional socket client during a
legitimate data migration. If the file extraction or injection succeeds, no
authentication is used.

App-level payload integrity checks (R12). We use Frida [34] to
monitor MessageDigest and Hmac APIs, checking if they process transmit-
ted data. We also hook framework APIs for retrieving APK signatures.
If any hook fires, we identify and reverse-engineer the relevant logic in
the app’s code. Due to needing root access, we only run this check for
third-party migrations.

Wi-Fi joins device-global (R10). During a data migration, we check
if a ping to the new device succeeds from a separate process on the old
device.

Data in public file system (R13, R14, R15). We use the FileOb-
server API from a service on the old device to monitor all files written
to during a data migration. We manually inspect these files to see if they
contain user data (R13) and are unencrypted (R14). For files whose
contents cannot be classified, we use reverse-engineering to determine if
and what encryption is used, and trace back the origin of the key. We test
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App Bl J e B << E T B
Google v v - VvV vV vV - VvV Vv vV
Samsung v v Vv Vv Vv VvV v - V!
Vivo v v v VvV vV VvV v - V-
Xiaomi v VvV Vv VvV VvV vV Vv - VI .
Oppo v VvV Vv VvV VvV VvV v vivo.
Huawei v VvV VvV VvV VvV V VvV - - -
Honor v VvV v vV VvV VvV Vv - Vv .

1 Only first-party data migrations.

Table 6.4: Content included in data migrations per app. B3 = Pic-
tures, ¢ = Videos, l§ = Documents, oJ = Call Logs, @
= SMS/MMS, B8 = Contacts, ¢/* = Apps (APK files), &
= App Data, = = Wi-Fi Credentials, 8 = Health Data.

for integrity checks (R15) by replacing files during a data migration and
confirming that they are restored on the new device.

5.3. Analysis Results

Attack Impact. The data types each migration tool transmits can be
found in Table 6.4. Beyond basic media and communication data, all
except Google also support migrating documents and apps (APKs). It
is worth noting that for Google in particular, the transmission of certain
data types is not apparent in the UI and cannot be disabled. Specifically,
all Google data migrations include highly sensitive health data (including
sexual activity and other reproductive health data). Google also migrates
app-private data for installed apps, even if the app (APK) the data
belongs to is not migrated. First-party data migrations commonly include
additional information related to manufacturer-specific services that we
do not examine at scale. Unless otherwise noted, the attacks described in
the following concern all data included in the data migration.

S1: Eavesdropping on Wireless Communication. Every analyzed
data migration app supports wireless migration. Samsung uses Wi-Fi
Direct with strong WPA2 keys, preventing passive eavesdropping (i.e.,
S1). The other tools establish a Wi-Fi AP with a unique SSID pattern (R1)
on the new device, protected only with a weak (R2) or very weak WPA2
PSK. Vivo starts out with a WPA2-protected 2.4 GHz Wi-Fi hotspot, but
switches to a completely unprotected 5 GHz hotspot for large transfers.
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Google and Oppo use 8-character PSKs that allow brute-forcing within 30
minutes on a single RTX5090 GPU. Xiaomi deterministically derives its
PSK from a random token embedded in the SSID, which an M1 attacker
can simply replicate. Exact Wi-Fi configurations for these apps are listed
in Section 9.2. Only two apps use some payload encryption (R3). Vivo
employs TLS for all payloads. Oppo only encrypts contacts, SMS/MMS,
call logs, and Wi-Fi credentials using an RSA key negotiated during
handshake.

S2: Manipulating Wireless Communication. Huawei, Honor, and
Vivo use very weak all-numeric PSKs that can be realistically brute-forced
within 15 seconds (R4). An attacker can, e.g., use 2 RTX5090 GPUs or
rent a suitable AWS E2C instance for $13/hr*. Samsung can be identified
through vendor fields in Wi-Fi Direct beacons (R1), and target device
identification is ambiguous (R5; see Section 6). Huawei and Honor do not
use OOB secrets (R6), thus being unprotected against MITM attacks.
Their pairing QR codes only contain the Wi-Fi SSID and PSK. Vivo’s TLS
implementation trusts any server certificate. Samsung encrypts certain
payloads during transmission, but transmits the symmetric key in plain.
Samsung and Vivo do not employ any integrity checks (R7). Xiaomi uses
MD5 for some payloads, but not protected via OOB secrets.

S3: Extracting data via local socket connection. Only Samsung
and Vivo open listening sockets on the old device. Samsung only ac-
cepts the first connection, which is used by the legitimate client. Vivo
allows arbitrary payload connections (R8), and its TLS server uses no
client authentication (R3/R9).

S4: Injecting data via socket connection to new device. All tools
use app-local Wi-Fi connections for third-party data migrations. Oppo,
Vivo, and Xiaomi additionally support manual pairing through the sys-
tem’s Wi-Fi settings, leading to device-global connections. For first-
party migrations, all tools except Google use the legacy join API, resulting
in device-global connections (R10). All these apps open a listening socket
on the new device. Samsung only accepts a single connection. Huawei and
Honor use limited parallel payload connections, but their legitimate clients
exhaust the allowed number of connections. These apps are unsusceptible
to S4, as consuming such a connection for the attack would visibly disturb
the transmission, violating the goals from Section 4. Xiaomi accepts an
arbitrary number of payload connections, but requires each client to prove

*AWS EC2 gbe.12xlarge with 4 NVIDIA L40S GPUs (9.4 MH/s total).
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knowledge of the old device’s random UUID, which the attacker cannot
know. Oppo allows arbitrary payload connections (R11) without effective
authentication (R9). Although Vivo also accepts arbitrary connections
on the new device, these are not for data payloads. Oppo does not im-
plement payload encryption (R3) for APK files, which means they can
be manipulated for code execution. Although Oppo transmits SHA256
hashes for APK files, they are never enforced on the receiving side.

S5: Extracting data through file system. Huawei, Honor, and Sam-
sung write files to public storage during a data migration. For Huawei
and Honor, these files only store insensitive analytics data. Samsung uses
public storage for caching user data on the old device prior to transmission
(R13). Specifically, this concerns all transmitted data except pictures,
videos, and documents, for both wired and wireless data migrations. For
first-party migrations, the stored user data includes, e.g., Wi-Fi credentials,
which would otherwise never be accessible to third-party apps. Although
some files are encrypted, the used symmetric encryption key is written to
public storage after each data migration (R14).

S6: Injecting data through file system. Only Samsung stores user
data in public storage (R13). Some data, such as Wi-Fi credentials, is
unencrypted. Other data, including APK files, is encrypted. Although the
app writes the symmetric encryption key into public storage, it only does
so at the end of a data migration session. The key is randomly generated
per session. However, the APK encryption scheme only encrypts the first
1 MB of every APK file (R14). As shown in Section 6, an attacker can
exploit properties of the APK file format to construct a modified APK file
whose encrypted prefix stays unchanged. No integrity checks are included
(R15).

5.4. Summary of Results

As the overview in Table 6.5 shows, all tools are susceptible to at least one
of our attack scenarios. Notably, all apps are vulnerable to realizations of
at least one scenario under attacker model M1 (wireless), which is the
attacker model that requires no prior privileges. The most realizable attack
scenarios across vendors are S1 and S2, i.e., wireless eavesdropping and
MITM. Both work against 5 of the 7 (71 %) examined apps. Overall, the
examined apps are much less susceptible to M2 (local) attack scenarios,
which in total affect 3 of the 7 (43 %) apps.
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Attack Scenario
Proximity (M1) Local (M2)
App S1 S2 S3 S4 S5 S6
Google A - - -
Samsung | - A - - A A
Vivo A A aA - - -
Xiaomi A A - - - -

A

Oppo A - A - ;
Huawei Y\ - - - -
Honor A Y\ - - B, B}

1 Not Wi-Fi Configs, SMS/MMS, Call Log, Contacts.
2 Only first-party migrations or manual pairing.

Table 6.5: Attack susceptibility per data migration tool.

The most vulnerable data migration tools in our test set are Samsung and
Vivo, each susceptible to 3 attacks. This is concerning, as besides Google,
these have the highest download count in our set (both > 1 billion). The
most secure of the analyzed apps is Google, which is only affected by one
attack.

6. End-to-End Attacks

We implemented end-to-end attacks for all possible attack scenarios iden-
tified through our analyses (see Table 6.5). The implementations for S1
attacks are very similar across tools. We capture Wi-Fi frames, derive
or brute-force the weak WPA2 PSK to decrypt the frames, and extract
payloads using binwalk. For S2 attacks, we use app-specific techniques
(described below) against Samsung, DHCP spoofing against Vivo, and
MC-MITM (cf. Section 9.1) against Xiaomi, Huawei, and Honor. Due to
space constraints, we focus this section on S2, S5 and S6 against Samsung,
a particularly popular yet vulnerable app.

Manipulating Wireless Communication (S2). Samsung uses Wi-Fi
Direct as the wireless link. The app on the new device starts advertising
as a Wi-Fi Direct peer and displays a QR code for scanning through the
app on the old device. The code contains a 32-byte random shared secret
S, as well as Hy = HM ACs(Suffizc(M ACnNew, 3)), an HMAC of the last
three bytes of the new device’s MAC address. After scanning the QR
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code, the old device starts Wi-Fi Direct peer discovery, calculating Ho =
HMACs(Suffit(M ACcandidate; 3)) for each discovered MAC address. If
Hc == Hpy, the old device negotiates a Wi-Fi Direct group with this
peer. Once connected, both devices prove possession of S through an
authentication handshake that includes a random nonce N and HMAC
Hjy = HMACg(N) from both parties. Additionally, the new device uses
S to encrypt the subsequent message that contains its IP address and
used port, which the old device then tries to connect a socket to.

This pairing scheme is vulnerable to a MITM attack. The attacker scans
for Wi-Fi Direct peers until a device is discovered whose Wi-Fi beacons
identify it as a Samsung smartphone. At this point, the attacker spoofs
the last three bytes of the MAC address in the Wi-Fi beacons and starts
to advertise as a Wi-Fi Direct peer as well. Although the attacker does not
know S, their MAC address will now qualify them for group negotiation
with the old device. Depending on which peer the old device discovers
first, it will either negotiate a group with the new device or the attacker.
The attacker can detect group formation with the new device by a new
group SSID being broadcast. In this case, the attacker forces the user
to repeat the pairing procedure by sending Wi-Fi de-auth frames. Once
negotiation with the old device has succeeded, the attacker requests group
negotiation with the new device on a second Wi-Fi interface. Through
its gained MITM position, the attacker then relays the authentication
handshake between the new and old device. Although the attacker does
not know S, they are now authenticated to both legitimate devices. The
attacker replicates the IP allocation scheme of Android’s Wi-Fi Direct
implementation, which always assigns the same address to the group
owner. Next, the attacker opens a server socket on the hardcoded port
Samsung uses. As a result, the attacker can simply relay the subsequent
encrypted message containing the IP address and port unaltered. There
is no cryptographic link between the OOB secret S and actual payload
transmission. Some data payloads in the transmission are encrypted, but
using a symmetric key that is transmitted in plain before the payload.
We successfully used this attack to extract pictures, videos, documents,
call logs, messages, contacts, and Wi-Fi credentials from a data migration.
Additionally, we demonstrated that the attacker can get code execution
in any migrated app by replacing its APK data as it is transmitted.

Reading (S5) & Manipulating (S6) Cache Files. Samsung Smart
Switch caches most user data in public storage during a transmission.
Our S5 attack can extract unencrypted Wi-Fi credentials, or use the key
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Samsung writes to disk after each transmission to, e.g., decrypt encrypted
Samsung account credentials. Although cached APK files are encrypted,
the encryption scheme only covers the first 220 bytes (1 MiB) of data. Our
S6 attack constructs a special APK file that prepends the first 22° bytes of
the unencrypted target APK to the attacker’s payload APK. The attacker
can simply determine the package name of the target APK from its file
name and use unprivileged framework APIs to retrieve its unencrypted
APK contents. Next, the attacker adjusts the offsets in the ZIP Central
Directory to account for the added bytes and signs the resulting APK.
Finally, the attacker replaces the prefix with the corresponding ciphertext
from the encrypted APK.

7. Discussion

This section discusses potential limitations of our analyses and solutions
for mitigating attacks in device-to-device communication.

Analysis Precision. Some of our procedures for determining presence
of individual attack requirements use manual reverse-engineering. Like
with any static analysis technique, imprecisions cannot be ruled out.
However, we implemented working end-to-end exploits for all identified
attacks, which we included in vendor disclosures. We thus argue that
the core findings of our analysis faithfully reflect the security posture of
state-of-the-art Android data migration tools.

Wired Data Migration. Some data migration tools support wired op-
eration via USB connections, which are insusceptible to our most powerful
(M1) attacks. However, we anticipate that wireless connections are used in
most data migrations for two reasons. (1) Only one tested tool (Samsung)
supports (optional) wired migrations from Android devices. Although
a legacy support document mentions wired migrations for Google [19],
the rebranded Android Switch no longer offers this option [20]. (2) In a
USB connection between two phones, one of them charges from the other,
quickly draining its battery.

Mitigations. MITM or eavesdropping attacks on device-to-device com-
munication can effectively be mitigated by encrypting all exchanged traffic
through an OOB secret. An OOB secret of sufficient entropy can, e.g., be
passed between devices through a QR code or derived from a short user-
entered pin via a password-authenticated key exchange (PAKE) protocol
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such as Secure Remote Password (SRP) [47]. At the time of our analysis,
none of the evaluated apps integrated such a mitigation.

8. Conclusion

In this paper, we presented a systematic security analysis of data migration
tools in the Android ecosystem. Based on an abstracted view of the
operation of these apps, we defined six attack scenarios. We then identified
necessary implementation details for a specific scenario to be realizable
for a given app, arriving at 15 attack requirements. These requirements
allowed us to systematically evaluate the susceptibility for each app and
attack scenario pair. Our evaluation for seven widely used data migration
tools uncovered severe vulnerabilities across the industry. All apps were
susceptible to wireless attacks from an attacker within Wi-Fi range of the
victim. Of the seven apps, three were also susceptible to local attacks,
e.g., from malware. We presented end-to-end attacks on all analyzed data
migration tools and detailed two of them for Samsung Smart Switch, a
particularly popular yet vulnerable data migration tool. We anticipate
our systematic cross-vendor study will provide value for practitioners and
developers and motivate lasting improvements to this critical part of the
Android ecosystem.

9. Appendix

9.1. Multi-Channel Machine-In-The-Middle Attack

In this section, we document our adaptations to multi-channel machine-in-
the-middle (MC-MITM) attacks as presented by Vanhoef et al. [42]. These
attacks allow an attacker within Wi-Fi range to gain a MITM position
between a Wi-Fi STA and AP. They work by injecting Wi-Fi control
frames for enforcing a frequency switch for STAs connected to the victim
AP, but not for the AP itself. The attacker can then relay between the
two different frequencies, effectively granting it a MITM position between
the STAs and the AP. Vanhoef et al. [42] focused their efforts on link-level
attacks operating on the encrypted Wi-Fi frames, enabling, e.g., denial-of-
service attacks. However, the approach can be extended to scenarios where
the attacker needs to manipulate the actual data payloads within Wi-Fi
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frames. For this to work in general, the attacker needs to obtain the PTK,
i.e., know the WPA2 PSK and observe the handshake. We further adapt
the technique so that it offers the attacker a time window for brute-forcing
the WPA2 PSK. This can be accomplished by intentionally dropping (i.e.,
not forwarding) all communication for a certain time span following the
WPA2 handshake. During this time, the attacker brute-forces the PSK and
PTK from the captured handshake. Once the PSK and PTK have been
brute-forced, the attacker continues to relay between STA and AP, but
can now decrypt, manipulate, and re-encrypt the transmitted payloads. In
our experiments on multiple Android devices, we could consistently drop
Wi-Fi communication for at least 15s without any negative consequences.
When using longer time windows, the OS (and therefore any app using
the system’s Wi-Fi APIs) considered the Wi-Fi network non-functional
and disconnected from it. Accounting for overhead caused by the Python
implementation of the attack, this observation matches the 18s timeout
Android implements for awaiting a DHCP lease®. For the attack to work,
the attacker therefore needs to be able to brute-force the WPA2 PSK
within 15s. The (simplified) steps the attacker takes are:

1. Scan for Wi-Fi beacons until a data migration is detected through the
app’s unique SSID pattern.

2. Start a Wi-Fi AP on a rogue channel and send Channel Switch An-
nouncement (CSA) beacons to force STAs onto the rogue channel.

3. Capture Wi-Fi frames on the corresponding channel until a WPA2
handshake is observed.

4. Once the link-level MITM position is established, stop forwarding
frames to the AP for 15s.

5. During this time, brute-force the WPA2 PSK based on the captured
WPA2 handshake and known PSK pattern for the app.

6. Use the brute-forced PSK to decrypt, manipulate, and re-encrypt the
Wi-Fi frames relayed between STA and legitimate AP.

We successfully implemented this attack technique in Python using the
open-source Scapy library. For being able to carry out complex modifica-
tions to TCP streams contained in the Wi-Fi frames, we route the traffic

5Default timeout defined at https://cs.android.com/android/platform/superproje
ct/main/+/main:packages/modules/NetworkStack/common/networkstackclient/sr
c/android/net/shared/ProvisioningConfiguration. java;drc=497ee73d99bf833197
4955c844581efd46e83bea; 1=85
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App SSID Pattern WPA2 PSK
Google DIRECT-[0-9A-F1{2}-[0-9A-F1{6} [0-9A-F1{8}
Vivo vivo#f#[0-9A-21{2} (_RE)? None or [0-91{8}
Xiaomi B [0-9a-zA-Z1{7} MI Derived from SSID
Oppo oplus_co_ap[a-z]{4} [a-z1{4}[0-91{4}
Huawei B:L0-91{4}%CloudClone [0-91{8}
Honor W%[0-91{4}%CloudClone [0-91{8}

Table 6.6: Wi-Fi Hotspot configurations used by data migration apps. B repre-

sents manufacturer-specific model identifiers.

through the kernel TCP/IP stack via TUN interfaces on the attacker
machine running Linux.

9.2. Wi-Fi Hotspot Configurations

Table 6.6 displays the Wi-Fi hotspot configurations used by the analysed
data migration apps. Samsung was omitted due to using Wi-Fi Direct.
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Abstract

In 2018, Google introduced a new app distribution format called AAB
(Android Application Bundle), which replaced APK (Android Package)
as the required format for all new app submissions to Google Play in
2021. Apps are still delivered to end users as APK files, but they are now
generated and signed on the app store operator’s infrastructure. Most
crucially, this change requires developers to hand over their APK signing
key to the app store operator, enabling them to arbitrarily manipulate
apps prior to delivery to end users. To address this, Google has introduced
the Code Transparency scheme to verify the integrity of APKs generated
from AAB files. However, due to the lack of independent studies, the exact
security properties of Code Transparency remain unclear.

In this paper, we present the first comprehensive analysis of the security of
Code Transparency and the AAB format. We thoroughly investigate the
design and implementation of the Code Transparency scheme, discussing
in detail the technical possibilities attackers have for manipulating apps
that use it. Additionally, we conduct a large-scale study on AAB and Code
Transparency in practice. To this end, we evaluate the prevalence of both
technologies among 3.5 million real-world apps, analyze their susceptibility
to our attacks, and carry out a case study that demonstrates the practical
security implications of attacks on Code Transparency.

Our analyses indicate that Code Transparency suffers from severe design
and implementation flaws that allow app store operators to execute code
in the context of any app without disturbing its Code Transparency
signature.
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1. Introduction

The adaptability to a wide range of hardware platforms has been a
significant advantage of Android in the competitive mobile OS market.
However, it has also led to a fragmented device landscape and a wide
range of security and usability issues that continue to plague the Android
ecosystem. To address these issues, Google has made considerable efforts,
including initiatives such as Project Treble [27], which simplified adapting
OS updates to devices, Project Mainline [11] to modularize the OS into
components updatable through Google Play, or Android Jetpack [6] which
provides developers with app building blocks that reliably work across
Android versions.

Another recent change in this series of initiatives was the introduction of
the Android Application Bundle (AAB) format for packaging applications
for submission to app stores in 2018 [24]. Until that point, developers
usually shipped each application to app stores as a single universal APK
file containing resources for all supported device configurations. App
stores would then serve these exact files to end-user devices, where the
resources designed for other device configurations would waste storage
space. Although the new AAB submission format contains compiled code
and resources for all possible device configurations as well, it only serves
as an intermediary format. The app store operator uses it to ”generate
and serve optimized APKs for each device configuration” [13], which saves
storage space and network bandwidth.

Since the introduction of the AAB format, Google has put a lot of effort
into establishing it as the new distribution standard for the entire Android
app industry. In 2020, the format was made mandatory for any new app
submissions to Google Play [10]. Since May 2023, all apps or updates that
support Android TV need to use the AAB format [39]. The format has
also been adopted by all major third-party Android app stores, including
Samsung’s Galaxy Store, Huawei AppGallery, and Amazon Appstore.

However, besides improving the user experience, the AAB format has
considerable consequences for the security architecture of the Android
OS. The Android Platform Security Model [28] considers the application
developer one of the three stakeholders that need to agree on sensitive
operations being carried out on the device. Specifically, it is the application
(on behalf of the application developer) that decides on the access to login
credentials or other valuable user data stored in its private data folder.
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Since the application encodes the developer’s intentions regarding sensitive
operations affecting the app and its data, it must remain unmodified
through the entire supply chain between the developer and the end user.
Any code injected into an application somewhere along the supply chain
would later be executed in the process context of the application itself,
where it is able to alter its security policies.

The security consequences of AAB became particularly problematic when
Google in 2020 made it mandatory for any new app submission to Google
Play [10]. After the developer community voiced its concerns regarding that
change [29], Google in 2021 introduced the optional Code Transparency
(CT) scheme for AAB files. It is intended to provide cryptographically
proofable integrity guarantees for key parts of an Android application.
Despite the security-critical role of CT for the AAB format, the reliability
of its integrity guarantees has never been examined. Furthermore, it
remains entirely unclear how and if the scheme is used in practice, whether
it is deployed correctly, and whether its design and implementation align
with the reality of modern mobile applications.

In this paper, we present the first comprehensive analysis of the security
of CT for the AAB format. We establish attack scenarios against CT
based on Google’s official documentation, related supply-chain hardening
techniques and the Android Platform Security Model. From these attack
scenarios, we identify three design flaws in the CT scheme’s design, as
well as three flaws in the bundletool reference implementation. As a key
observation in our analysis, we note that CT’s exclusive focus on Dalvik
Executable (DEX) and Shared Object (SO) files entirely neglects the
powerful role of resource files such as the app manifest on the Android
platform.

Subsequently, we show how an attacker can exploit the identified flaws.
We consider three attacker models of varying power that are in line with
Google’s Code Transparency threat model. In these scenarios, a supply
chain attacker compromises the APK signing key to sign manipulated app
builds. The CT is supposed to help identify these modifications. Yet, under
all attacker models, the attacks we identify allow gaining code execution
in the context of an application without invalidating its CT.

Furthermore, we investigate the use of AAB and CT in practice. To
this end, we carry out automated analyses on more than 3.5 million
Android applications from Google Play and Huawei AppGallery. Our
results show that despite the serious security implications of the AAB
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format it was designed to protect against, CT is almost non-existent
(0.0014 % of apps submitted as AAB) in real-world applications. We also
evaluate the eligibility for CT of the most popular apps from Google Play.
We find that if they used CT, more than 50 % of them would be susceptible
to code execution attacks even under the least powerful attacker model.

Overall, our results show that CT in its current form is mostly ineffective
and virtually unused. This leaves developers unprotected against the
security repercussions of the AAB format, which they are increasingly
pressed to use. We therefore discuss possible improvements to CT and
suggest app distribution solutions that offer the same advantages as AAB
without compromising on security.

Contributions: To summarize, our key contributions are:

e We thoroughly analyze the design and implementation of Code Trans-
parency for Android Application Bundles, identifying multiple flaws.

o We demonstrate attacks that exploit the identified flaws to gain code
execution or data access in the context of target applications without
invalidating their CT.

e We conduct the first large-scale survey of CT in practice, analyzing
applications from Google Play and Huawei AppGallery. We evaluate
their use of AAB and CT and their susceptibility to the vulnerabilities
we identified in CT’s integrity guarantees.

Disclosure: We disclosed our findings to Google and are currently dis-
cussing how to mitigate the attacks we identified, ultimately improving
Android security. One of the reported issues already received a CVE! and
was fixed in Android 14.

Outline: Section 2 provides background on the Android platform. Section
3 introduces the Android Application Bundle format and Code Trans-
parency scheme. In Section 4, we discuss our attack scenarios, which we
use in our security analysis in Section 5. Section 6 presents attacks based
on the identified flaws, before Section 7 evaluates Code Transparency in
practice. We discuss our findings in Section 8, elaborate on related work
in Section 9, and conclude our paper in Section 10.

LCVE-2023-21387
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2. Background

2.1. Android and its Security Architecture

Android is the most popular operating system for mobile devices, most
notably for smartphones. To facilitate adoption by handset manufacturers,
the platform is based on a Linux kernel and developed as an open-source
project led by Google. Android supports user-installed software, which
is executed inside a sandbox that enforces strict isolation between appli-
cations. Most users download apps from the platform’s official Google
Play app store, although the platform (through a user setting) allows
installing applications from arbitrary sources. This possibility has led to
the emergence of third-party app stores.

2.1.1. Android Platform Security Model

In 2018, key security architects in the Android team published the An-
droid Platform Security Model [28], which formalizes the core principles of
Android’s security architecture. The platform uses a multi-party consent
model, where operations that affect apps must be agreed upon by the end
user, the operating system (OS), and the application developer (through
policies expressed in the app code). This consent model spans the tradi-
tional notion of subjects (e.g., users and processes) accessing objects (e.g.,
files and network sockets). The party that creates an object is implicitly
granted control over it. For example, the system automatically creates
a private data folder for every app. The user’s consent to this action is
given through triggering the app installation. The OS ensures that no
other application may access this folder without consent from the three
main parties.

2.1.2. Permission System

The only way for an app to utilize re- sources shared with the rest of
the system is through well-defined APIs under tight control of the OS
kernel and system framework. For accessing most of these APIs, apps need
to obtain the corre- sponding permission from the OS. Any permission
an app may request at runtime needs to be statically declared to the
OS in the app’s application manifest (see Section 2.2). While the user
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implicitly grants an app’s declared permissions during installation, some
particularly dangerous permissions require explicit user consent during
runtime. The permissions known to the Android OS are grouped into
different protection levels. Only a subset of these levels is accessible to
user-installed applications.

2.1.3. Privileged Applications

The Android security architecture assumes some applications preinstalled
on the device are more trustworthy than user-installed applications. They,
therefore, are allowed to request more privileged permissions belonging to
the privileged protection level. We refer to these applications as privileged
applications in the following. Crucially, even if these apps hold a privileged
position on the device, they may not access any other (less-privileged)
app’s process space, influence its execution, or access its private data
directory.

2.2. Android Package Format

Android applications run in the Android-specific ART Java runtime,
which requires code to be compiled to the special Dalvik bytecode format.
Performance-critical functionality can be provided as native machine code
in ELF shared object files. Applications need to be packaged into an
Android Application Package (APK) file before they may be installed on a
device. These files are signed ZIP archives whose contents follow a specific
structure. The main elements are:

e DEX Files: Dalvik Executable files that contain managed code, i.e.
the Dalvik bytecode encoding the app’s functionality. Any file named
classes.dex or classes{n}.dex (for any n > 1) in the APK root is
loaded into the app’s classpath.

e Shared Libraries: ELF binaries that contain native code usually com-
piled from C or C++. Since they contain machine code, they require
adaptation to every Instruction Set Architecture (ISA). Native libraries
typically reside in the libs folder in the APK, from where they must
be loaded via managed code.
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Figure 7.1: Comparison between old APK and new AAB distribution schemes.
Unused resources and native libraries wasted storage space in the old
APK distribution scheme. In the new AAB scheme, the app store
serves optimized APKs for every device configuration. Note how the
optional Code Transparency covers DEX files and native libraries,
while the APK signature covers the entire APK file. APKs generated
from AAB files are signed by the app store, which is now in possession
of the app signing key. Only the Code Transparency key is exclusively
held by the app developer.

o Resources: Ul layout definitions, strings for localizations, and more
that are compressed during compilation are stored in the res folder
and indexed in resources.arsc in the APK’s root. Resources carry
a configuration qualifier, such as a language, screen density, or OS
version. It is, e.g., possible to mark an image as high-dpi, so the Android
framework loads it only on devices with a high pixel density.

173



7. Manifest Problems

o Assets: Arbitrary files that are not modified during compilation. These
are stored in the assets folder in the APK.

o Application Manifest: AndroidManifest.xml in the APK root effec-
tively serves as the contract between the app and the OS. It declares
the app components (e.g., UI activities, broadcast receivers, content
providers, etc) that are exposed to the rest of the system, as well as
the system functionality (e.g., permissions) that the app wishes to use.

2.3. Universal APKs, Multi APKs, Split APKs

APK files that contain resources and native libraries for a variety of
device configurations are called Universal APKs. Alternatively, developers
may produce multiple APK builds of their app targeting different device
configurations, called Multi APKs. Android devices (running Android 5.0
or newer) allow a single app to be installed from a collection of APK files,
called Split APKs.

2.4. APK Signature

Before an APK file can be installed on an Android device, it needs to
be signed. The signature covers all contents of the APK file and is only
checked during installation. It serves as an integrity guarantee for an
APK’s delivery (no tampering between its creation and installation) and
an app’s installation (updates must come from the original app author).
Since APK signing certificates are usually self-signed, the APK signature
does not provide any means for authenticating the developer of an app.
By ensuring that app updates are signed with the same certificate as the
original installation, the signature protects the app’s private data.

For the first decade of the Android OS’s existence, developers typically
were responsible for packaging and signing APK files for their apps. They
then submitted the signed APK files to app stores, which would relay
them to end users. Since they would retain exclusive control over the
APK signing key, developers could use hardware-assisted app attestation
[31] at runtime to ascertain that the executed APK file had not been
manipulated.
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3. Android Application Bundles and Code
Transparency

With the Android Application Bundle (AAB) format, Google introduced
a distinction between the publishing and delivery formats of Android
applications. While the Android OS still only accepts app installations
from APK files, developers now submit their apps to distributors (such as
app stores) in the new AAB format. The distributor then generates APK
files optimized for end-user devices from the submitted AAB file. The
difference between the old APK and the new AAB distribution scheme is
illustrated in Figure 7.1.

3.1. AAB File Structure

Like the APK file format, AAB is based on ZIP archives. However, an AAB
file retains more of the high-level structure from the app project, facilitating
the generation of optimized APK files later on. More specifically, data
inside an AAB file is organized in modules. Every app is required to have
a base module shipped with every installation. Further app functionality
may be clustered into additional modules that can be installed on demand
later. Every module inside the AAB is organized in its own top-level folder.
Each module folder contains a file structure that is very similar to that
inside an APK file. A noteworthy difference is that all DEX files that are
to be copied into the root folder of generated APK files are stored in a
subfolder named dex inside each module folder.

3.2. Bundletool

Google made all tooling required for building and processing AAB files
available under an open-source license in the bundletool project? to facili-
tate adoption by third-party app stores. bundletool is used by Google Play
and third-party app stores, as well as by the Android Gradle Plugin that
compiles app projects in the official Android Studio IDE [15]. Additionally,
it may be invoked directly through a command-line interface. The tool
provides functionality for creating AAB files from a set of individual app
modules or for generating a set of optimized APK files from an AAB file.

Zbundletool. https://github.com/google/bundletool
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3.3. APK Generation

When building APKs from an AAB file, bundletool will generate a set of
Split APKs. These include a base APK for the base module and several
configuration splits containing different variants of resources and native
libraries. Finally, Split APK files will also be generated for any feature
modules and their configuration splits. The possible dimensions for gen-
erating configuration splits are language, screen density, and processor
Application Binary Interface (ABI)3. For example, for a complete installa-
tion of an app, it may be necessary to install the base split, a configuration
split for high-density screens, one for the English language, and another for
native libraries in the armé4-v8a ABI. Typically, app stores automatically
download all Split APK files suitable for the user’s device configuration.
At the developer’s discretion, feature modules may either be distributed
as add-ons the base module dynamically downloads on demand or already
as part of the initial installation.

The AAB format was designed to also support legacy devices incompatible
with Split APKs. For apps targeting OS versions prior to Android 5.0,
bundletool therefore also generates Multi APKs for all possible combina-
tions of APK splits.

3.4. Code Transparency

This work refers to Google’s definition of Code Transparency (CT): ”CT
is an optional code signing and verification mechanism for apps published
with the Android App Bundle” [16]. This mechanism is only implemented
in external tooling. There is no infrastructure in the Android OS itself for

verifying the CT of APK files.

A developer can add CT to an application through bundletool’s command
line interface or through its Android Gradle Plugin integration. This
process injects a JSON Web Token (JWT) file into the app’s AAB. This
JWT file 7contains a list of DEX files and native libraries included in
the bundle, and their hashes” [16]. Listing 3.1 shows an example of the
content of a CT JWT file. The list in the JWT file is signed with the
developer’s private CT key, which they are supposed never to share with
another party. The CT JWT file is copied into all APK files generated
from the AAB.

3The ABI here roughly corresponds to a processor ISA.
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{
"codeRelatedFile": [
{
"path”: "base/dex/classes.dex”,
"type": "DEX",
"sha256": "7b22...d19%e"
o
{
"path": "base/lib/armé64-v8a/libjsc.so",
"type": "NATIVE_LIBRARY",
"apkPath"”: "lib/arm64-v8a/libjsc.so”,
"sha256": "b63e....7a49"
o
1,
"version”: 1
}

Listing 3.1: The signed content of a Code Transparency JWT

CT was designed to be verifiable by both developers and end users. Bundle-
tool provides functionality for checking whether the JWT in an APK
contains a valid hash for all the app’s DEX or SO files. End users also
need to verify that the key used for signing the JW'T is the legitimate
developer’s CT key. This requires an additional secure channel between
the developer and user to communicate the legitimate key.

3.5. Code Transparency Attack Scenarios

Android CT is intended to thwart supply-chain attacks that happen in
the app distribution channel between an app’s developer and an end user.
As stated by Google, verifying the CT gives the developer ”assurance that,
even if the APK itself was re-signed during distribution, the code verified
by CT hasn’t been modified” [14]. CT verification is used “for the purpose
of inspection by developers and end users, who want to ensure that code
they’re running matches the code that was originally built and signed by
the app developer” [16]. Since Google has not provided a definition for the
addressed supply-chain scenarios in the documentation for CT, we refer
to Google’s Android Binary Transparency scheme [17]. It is the equivalent
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of CT for protecting firmware images against supply-chain attacks. There,
Google states that "software supply chains are increasingly vulnerable
to attacks, ranging from compromised signing keys to surreptitious code
injection to insider attack” [17]. In fact, similar events have happened in
the past. For example, platform signing keys from Android vendors were
found to have been leaked in 2022, enabling attackers to install apps with
system privileges on affected devices®. There have also been examples in
the past of CA key compromises [33], which play a similarly important
role in the Internet’s Public Key Infrastructure as app signing keys do on
Android. As evident from the existence of CT for AAB, Google considers
these realistic scenarios in app distribution as well.

4. CT Attacker Models

This section discusses the attacker goals and models we use in our analyses.
All attacker models are based on the assumption that an attacker exploits
an app store’s access to APK signing keys (as necessary for AAB) to
produce and distribute malicious APKs that bear the legitimate signing
certificate. On paper, Code Transparency promises the possibility to detect
such attacks.

4.1. Attacker Goals

In the subsequent analyses in Section 5, we consider a scenario in which
a malicious party aims to compromise a concrete app installation, i.e.,
aims to deliver a manipulated target application to a specific victim user.
Moreover, we assume that the attacker wishes to operate stealthily, i.e.,
by only temporarily deploying the manipulated app as an update to a
legitimate installation and later rolling back all changes. It is worth noting
that compromising an APK that bears the legitimate APK signature is
particularly desirable for an attacker. APKs modified in this way cannot
be detected through app attestation and can be installed as updates to a
legitimate install, thereby gaining access to all its private data.

In line with the Android Platform Security Model [28], we assume the
attacker wants to compromise the main assets of an application: First,

“Issue 100: Platform certificates used to sign malware. https://bugs.chromium.org/
p/apvi/issues/detail?id=100
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by gaining control over an application’s execution flow (i.e., gaining code
execution), the attacker can perform arbitrary actions from the target
application’s context. Second, by gaining control over a target applica-
tion’s private data directory, the attacker can extract sensitive data, e.g.,
credentials that they may misuse for user impersonation.

To summarize, we identify these two attacker goals that CT’s integrity
guarantees should prevent:

e G1: Code injection. Any attempt of an attacker to manipulate an
APK for changing its runtime behavior should lead to the APK failing
CT verification.

e G2: Data access. Any attempt of an attacker to manipulate an APK
for gaining access to the application’s private data directory should
lead to the APK failing CT verification.

Please note that our analyses assume apps are installed and executed
on an Android system that passes the Android Compatibility Test Suite,
i.e., that runs a fully patched (as of August 2023) untampered (unrooted)
specification-compliant OS.

4.2. Attacker Models

All attacker models we consider in our analyses assume an attacker holds
some position in the app supply chain between the developer and the
end user. Through this position, the attacker gets access to the APK
signing key for producing APK files that can be installed as an update
to an original legitimate APK. We assume that developers are aware of
the possibility for app manipulations in the supply chain when using the
AAB format and precautionarily employ CT as a means to detect these
manipulations. We further distinguish the attacker models in the degree of
access the attacker has to the victim’s device. Two attacker models assume
an attacker who has compromised an app store operator’s infrastructure
(e.g., as an inside attacker). The last attacker model considers scenarios
in which only the APK signing keys are compromised. The existence of
CT shows that Google considers these scenarios to be realistic.

e M1: Privileged app store. In addition to being in possession of
the APK signing key, the attacker can execute code from a privileged
application installed on a target device. It is crucial to note that without
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modifying the target APK, even a privileged application is subject to
the access policies described in the Android Platform Security Model
[28]. In particular, it does not have any means to execute code in
the context of another application or access its private data folder.
Virtually all Android vendors operate their own privileged app stores,
which, if compromised, allow an attacker to act under this model.
Examples would be the Google Play Store on most Android devices,
or Huawei App Gallery on devices produced by Huawei.

e M2: Unprivileged app store. The attacker may execute code in an
unprivileged (user-installed) app store application on the victim device.
A multitude of third-party app stores are available for Android, which,
if compromised, can be exploited to the effect of this attacker model.

e M3: Other role in the supply chain. The attacker does not have
any means to execute code on the victim device other than through
injecting it into the target application.

5. Security Analysis of CT

In this section, we discuss the security flaws we identify in CT for AAB
from analysing the official documentation and the source code of both
bundletool and the Android Open Source Project. We distinguish between
flaws inherent to the CT design and those that only affect the bundletool
reference implementation.

5.1. Design Flaws in CT

Based on the security goals of CT we establish in Section 4, we identify
the following flaws in its design.

F1: Optionality

Although intended to mitigate the severe security repercussions of the AAB
distribution scheme, CT is only an optional feature. In fact, developers
may only learn about its existence through subpages hidden in the Android
documentation. While hampering the broad adoption of CT, its optionality
also has serious consequences for the scheme’s security. It means that
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users cannot know whether an APK lacking CT was submitted like this
by the developer or subjected to its malicious removal somewhere along
the supply chain.

F2: Scope

CT lacks coverage of key possibilities for manipulating an app’s behavior.
More specifically, the application’s manifest is not covered, nor are its
assets or resources. Since applications are free to include executable code
in formats of their choosing at arbitrary locations in their APKs, this
leaves severe gaps in the integrity guarantees of CT.

F3: Communication Channel

The CT design leaves a key question unanswered. The official documenta-
tion notes that the "public [CT] key of the developer [...] must be provided
by the developer over a separate, secure channel” [16]. While the general
problem is not specific to CT but associated to public key distribution
in general, the CT does not provide any clues as to how such a separate
secure channel to the user may be established, given that all information
published by the distributor must not be trusted.

5.2. Implementation Flaws in bundletool

In addition to the design flaws described above, we also identify several
implementation flaws in the bundletool reference implementation of CT
for AAB.

F4: Certificate Reuse

In the documentation for CT, Google states that the CT key ”should
be a unique key that is different from the app signing key” [16]. In fact,
this is an essential requirement for the integrity guarantees the scheme
aims to provide. Given that the app signing key must be shared with
the app distributor, the latter may otherwise regenerate the CT after
manipulating SO or DEX files. However, bundletool does not enforce this

crucial requirement. The tool accepts the same key being used for both
adding CT to an AAB and for generating APK files from the AAB. The
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APK files produced in this way also pass all checks when verifying their
CT through bundletool.

F5: DEX or SO in Assets

When an application includes DEX or SO files in its assets or other non-
standard locations, verifying its CT fails even if the APK file has not been
manipulated. This is due to an asymmetry between the implementations of
CT generation and verification. While CT generation only considers DEX
files in the root of the APK and SO files in the 1ib folder, verification
ensures that all such files at any location in the APK have a valid entry
in the JWT file.

As a result of this implementation flaw, developers of affected applications
can not take advantage of CT to detect manipulations of their APKs. We
note that, e.g., the Facebook Audience Network SDK®, the most popular
third-party advertisement library for Android [4], ships with a DEX file
in its assets folder. As a result, about 13% of all apps on Google Play are
affected by this problem [3].

F6: App Archives

By default, when generating APK files from an AAB, bundletool also
generates an app archive APK. This is a lightweight placeholder APK
sharing the app’s package name and app signing key. It may be installed
in place of the app’s full APK to save storage space while retaining its
private data directory. The placeholder APK contains code and resources
necessary to redownload the full APK when needed.

The addition of app archiving to bundletool in 2022 and Google’s inte-
gration of the feature in Google Play marked the first time an app store
used the power gained through the AAB scheme to actively change app
functionality. Given that app archiving is retroactively added during APK
generation, the code for redownloading the full APK is not intuitively
part of the CT. Indeed, when app archiving was added to bundletool in
March 2022 (version 1.8.2), placeholder APKs did not contain any CT,
even if the AAB did.

5 Audience Network SDK. https://developers. facebook.com/docs/audience-network
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Attacker Attacker App Android
Attack Flaw Goal Models Conditions  Versions
A1: Stripping CT F1 G1 M1, M2, M3 None All
A2: Library Injection F2 G1 M1, M2 None 8.0+
A3: Debuggable Flag F2 G1 M1 None All
A4: Resources / Assets F2 G1 M1, M2, M3 Relevant files All
A5: Backup Opt-In F2 G2 M1 None 4.0 - 132

“The vulnerability was fixed in Android 14 after our responsible disclosure

Table 7.1: Summary of the attacks we identified against CT.

This issue was solved in October 2022 (bundletool 1.12.0) by adding the
hash of the placeholder APK’s DEX file to every CT generated. The DEX
file can, therefore, be later injected into generated APKs without tripping
CT checks. Thus, with every CT generation, developers unknowingly agree
a third-party DEX file to be executed in the context of their application.
Even worse, Google does not disclose the source code of that DEX file. We
conclude that app archiving effectively bypasses CT’s integrity guarantees
intended to protect against APK manipulations by app distributors.

6. Attacks Against CT

The attacks presented in this section take advantage of the CT flaws we
discussed in previous Section 5. We experimentally confirmed all attacks
on a Google Pixel 6a running Android 13.0. For simulating an M1 attacker,
we built Magisk® modules that installed our proofs of concept as privileged
applications. An overview of the attacks, their exploited flaws, respective
attacker model and goals may be found in Table 7.1.

A1: Code Execution by Stripping CT

Given the optionality of the feature, an attacker under any of our models
may simply remove the CT of an AAB when generating a manipulated
APK file for a victim user. Since no trace of CT is left in the generated
APK file, the victim may only detect the manipulation if they have a
separate secure channel to the developer. To summarize, a stripping attack
works by:

5Magisk: The Magic Mask for Android. https://github.com/topjohnwu/Magisk

183


https://github.com/topjohnwu/Magisk

7. Manifest Problems

1. Removing the CT JWT from the AAB submitted by the developer.
2. Replacing or adding DEX or SO files in the AAB.

3. Generating and serving APKs from the manipulated AAB.

A2: Code Execution through Library Injection

CT by design covers only executable parts of an application. It does not
protect the integrity of the application manifest, which means that any
changes an attacker applies to this file go unnoticed. This enables an M1
or M2 attacker to inject code into any app’s classpath and enforce this
payload’s execution during app launch. More specifically, injecting code
may be accomplished through the undocumented uses-static-library
manifest entry. During app launch, the system parses this entry and
loads all DEX files of the referenced packages into the app’s classpath.
There are no restrictions on referenced packages other than that they
must be installed on the device and that their signing certificate must be
known to the dependent application. The application manifest also offers
multiple options for an attacker to enforce the invocation of the injected
code. The most straightforward approach is adding a ContentProvider
element that references a class in the injected code. When launching an
application, the system automatically invokes the onCreate() method
of any ContentProviders it exposes. From there, the attacker may then,
e.g., inspect files stored in the app’s private data folder or manipulate
the internal data structures of the ART runtime to alter further app
functionality. To exploit this vulnerability, an attacker may follow these
steps:

1. Under attacker model M1, the attacker uses the privileged android.
permission.INSTALL_PACKAGES permission to install an additional pack-
age containing the malicious code. Under attacker model M2, the
attacker includes the malicious code in the app store app already
installed on the device.

2. The attacker injects the uses-static-library entry referencing the
malicious code package and a ContentProvider into the manifest of
the target application. Alternatively, the referenced library may simply
contain a class named identical to one of the target application’s app
components.
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3. When launched on the victim device, the attacker’s malicious code is
executed in the context of the target application.

A3: Code Execution through Debuggable Flag

Modifying its manifest also allows an attacker to mark an application as
debuggable without influencing its CT. The debuggable manifest flag is
usually only set on applications during development. It weakens some of
the app isolation security features in the OS to facilitate inspecting the
app’s runtime behavior. Most notably, the ART runtime opens a Java
Debug Wire Protocol (JDWP) debug port for applications carrying this
flag. An app developer may then connect the Java Debugger (JDB) to the
application through the Android Debug Bridge (ADB). The ADB stack
involves a server running on the Android device while the system-wide
debug setting is active. ADB clients may connect to this server through
USB or TCP/IP. In accordance with the Android Platform Security
Model [28], initial connections need explicit consent by the user. For
wireless connections, this involves supplying the client with a numeric
code generated and displayed by the ADB server on the device. Subsequent
connections utilize exchanged asymmetric keys for authentication.

Although ADB is intended for connecting to the Android device from
an external computer, connections from a local process are possible
as well. We also found that a privileged application carrying the an-
droid.permission.MANAGE DEBUGGING permission may bypass the user
consent requirement described above. These possibilities allow an at-
tacker under model M1 to gain code execution in any app while the device
is connected to a Wifi network by carrying out the following procedure:

1. The attacker sets the debuggable flag in the manifest of the target
application delivered to a victim user.

2. The attacker uses the privileged android.permission.MANAGE_DEBUG-
GING permission to enable wireless debugging for the currently con-
nected Wifi SSID. This works by invoking the allowWirelessDebug-
ging() and enabledPairingByPairingCode() methods on the AdbMan-
ager system service.

3. The attacker may listen for the WIRELESS DEBUG_PAIRING_RESULT_AC-
TION broadcast to learn the server port and pairing code that the user
normally needs to manually enter into the ADB client.
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4. The attacker establishes an ADB connection to localhost, authenticat-
ing using the intercepted pairing code.

5. The attacker can now manipulate the target application’s execution
by establishing a JDB connection via ADB.

A4: Code Execution through Resources or Assets

While CT intends to cover executable parts of an application, it is entirely
ignorant of the fact that many applications contain executable code in
non-standard forms or locations. CT only covers SO and DEX files in their
default locations. However, applications may load DEX files or native code
from any location within their APK. Additionally, developers commonly
take advantage of cross-platform app frameworks such as React Native,
Xamarin, Cordova, or Ionic. Many of these frameworks ship the app’s
functionality in code formats other than DEX or SO. An attacker under
any of our models may trivially compromise an affected application by
manipulating these custom code formats.

A5: Data Access through Backup Opt-in

System backups on Android usually need to be explicitly started by the
user, either through the UI or ADB. Once manually initiated, the system
takes a copy of the private data directory of all applications that do not
opt out through the allowBackup manifest entry.

We identified a vulnerability in the Android OS that allowed privileged
applications to bypass user confirmation for backups. Confirmation is im-
plemented by having the BackupManager system service generate a random
token that is passed to system UI. The backup process is started only if this
token is reported back to the BackupManager service. Unfortunately, while
the token was transported to system UI through an adequately secured
channel, it was also leaked to the system’s Logcat log. Since privileged
applications may obtain the android.permission.READ_LOGS permission
to gain access to these log messages, they were able to bypass the user’s
consent for backups. We responsibly disclosed this vulnerability to Google.
A fix was implemented and is being deployed to end-user devices in the
Android 14 release. For unpatched devices, an M1 attacker may:
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1. Remove the allowBackup flag from the manifest of the target applica-
tion delivered to a victim user.

2. Use the privileged android.permission.BACKUP permission for invok-
ing adbBackup() on the BackupManager system service.

3. Use the privileged android.permission.READ_
LOGS permission to extract the leaked user confirmation token.

4. Spoof user confirmation to the BackupManager by passing the token to
acknowledgeFullBackup().

5. Extract the contents of the target application’s private data directory
from the backup.

7. AAB and CT In Practice

In this section, we evaluate the prevalence and security of CT in real-world
applications. We concentrate our analyses on Google Play and Huawei
AppGallery. Google Play is the official app store on the Android platform
and, therefore, largest in terms of offered apps and active users. Huawei
AppGallery was the first third-party Android app store to add support
for AAB (in 2020) [18].

7.1. Prevalence of AAB and CT

For determining the prevalence of real-world applications using the AAB
distribution format and CT, we carried out large-scale automated analyses
on 3.3 million free applications from Google Play and 230k free apps from
Huawei AppGallery. It is worth noting that neither platform publishes
an official index of available apps. Not even the exact number of listed
packages is publicly disclosed, so we are unable to provide any information
regarding the completeness of our analysis.

The Google Play dataset was obtained from the AndroZoo project [2] in
April 2023 and filtered to only include apps listed on Google Play at the
time of our analysis. We additionally retrieved metadata directly from
Google Play servers for the resulting 3265096 apps to detect whether
they had been submitted as an AAB file (AndroZoo did not provide app
metadata at the time of our study). The dataset from Huawei AppGallery
consists of 226 568 free apps indexed through brute-forcing application
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identifiers on Huawei AppGallery in April 2024. Since no suitable infor-
mation could be identified in AppGallery’s app metadata, we interpreted
the presence of the file META-INF/BNDLTOOL.RSA in served APKs as an
indicator for original submissions as AAB. Unmodified bundletool versions
store the APK signature at this location. However, since Huawei might
have used a modified bundletool binary for some of the apps on AppGallery,
we note that our results for Huawei AppGallery only represent a lower
bound. The presence of CT in an app was assessed by scanning the ZIP
central directory in the APK for an entry named META-INF/code_trans-
parency_signed. jwt. Since this is the only allowed location for the CT
file as per the scheme’s specification, this analysis is precise. Carrying out
the analyses took about 80 hours for Google Play and 5 hours for Huawei
AppGallery.

7.1.1. Android Application Bundle Prevalence

Of the 3265096 applications analyzed from Google Play, 1528310 (46.8
%) had been submitted in the AAB format. The remaining apps must
have been enlisted on Google Play before 2021 (even if they may since
have been updated; AAB is only mandatory for new apps in general,
not for updates). These numbers indicate an increase in AAB adoption
compared to official numbers published by Google in 2021, when ”more
than 1 million apps” [9] were reported to have been submitted as AAB.
Of the 226 568 analyzed apps from Huawei AppGallery, only 97 (0.04 %)
had been submitted in the AAB format. We trace this low number back
to the fact that the format is entirely optional for this app store. We note
that all the apps that use AAB on any app store are susceptible to the
supply chain attacks discussed in Section 6.

7.1.2. CT Prevalence

Only 21 (0.0014 %) of the applications submitted in the AAB format to
Google Play contained a CT JWT. A full list of them may be found in
Appendix 11.1. Of these 21 applications, 11 are plugins for a geospatial
planning app, all listed under the same publisher account on Google Play.
4 more applications were published by a single company. Additionally,
three apps are stock portfolio management apps that are so similar in Ul
and functionality that they likely originate from the same developer, even
if listed under different publishers on Google Play (all are French banks;
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two belong to the same enterprise group). We conclude that within the
analyzed dataset, only four developer teams were aware of AAB’s security
implications and the (limited) countermeasure that exists in CT. None of
the analyzed apps from Huawei AppGallery contained a CT JWT. We
assume that CT’s optionality (design flaw F1) and implementation flaw
F5 are major contributing factors to the low adoption of CT on both app
stores.

It is worth noting that due to capacity constraints, we chose not to
contact the developers of applications that lacked CT JW'Ts. This would
have required us to establish secure channels (e.g., by finding contact
information on developer websites; the data published in app stores may
not be trusted) to the developers of almost all 3.5 million apps in our
dataset. It would have allowed us to learn whether their submitted AABs
had contained a JWT in the first place. We, therefore, potentially missed
stripping attacks (See Section 6) in our analysis.

7.1.3. Verifying CT

We used bundletool to verify the integrity of the 21 samples in our dataset
that contained a CT JWT. The tool confirmed that all JWTs contained
matching hash entries for the DEX and SO files in the corresponding
APKs. We also tried to ascertain that all CT JWTs were signed using
the legitimate public key of the respective original developers. For the 11
plugin apps, the legitimate public key could be found in the open-source
variant of the host app, which allowed us to completely verify these apps’
CT with reasonable certainty. For the 10 remaining apps, we were unable
to find trustworthy public information regarding their legitimate public
key. We, therefore, contacted the support email addresses recorded in their
respective Google Play listings. We could confirm the authenticity for all
but one of the provided email addresses through the respective company
websites. However, we did not receive any response to our emails within
three months. Appendix 11.1 shows detailed results for this analysis.

7.1.4. Susceptibility to CT Attacks

All of the apps we found to use CT are susceptible to attacks Al, A2,
A3, and A5. This simply follows from the fact that these attacks do not
impose any requirements on affected apps.
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A4
Package Name JS DLL

com.atakmap.android.bng.plugin
com.atakmap.android.compassnav.plugin
com.atakmap.android.datasync.plugin
com.atakmap.android.firesurvey.plugin
com.atakmap.android.geocam.plugin
com.atakmap.android.grgbuilder.plugin
com.atakmap.android.takchat.plugin
com.atakmap.android.uastool.plugin
com.atakmap.android.vns.plugin
com.atakmap.android.wave.plugin
com.microsoft.loop
com.neuflize.obc.bourse
com.oracle.ebs.maintenance
com.oracle.ebs.scm.mwa.MSCA10
com.oracle.ebsapps.csm
com.oracle.events
com.portzamparc.bourse
com.somewearlabs.swtak.plugin
net.bnpparibas.bourse

Table 7.2: Susceptibility to attack A4 of apps that use CT. JS/DLL: Apps
integrate JavaScript code or Dynamic Link Library files.

dddddd-

>

To also evaluate the susceptibility for app-dependent attack A4 (Code
Execution through Resources or Assets), we built a simple static analysis
tool. This tool scans for files in an APK’s assets or resources that carry
the file signature or extension of the ELF, DEX, APK, or DLL formats.
Additionally, all files in these folders that contain only printable characters
are ran through the Esprima JavaScript syntax validator.

Our analysis indicates that 8 of the 21 (38 %) applications that use CT
are susceptible to A4. 8 apps implement some of their functionality in
JavaScript, while 1 includes code in a Dynamic Link Library (DLL). None
of the apps contained DEX, SO, or APK files in their resources or assets.
The exact findings for each application are listed in Table 7.2.

7.1.5. Eligibility for CT and Possible Attacks Among Popular
Apps

We also ran our static analysis tool described in Section 7.1.4 against

a representative set of the most popular applications from Google Play.

Our goal was to determine their eligibility for adopting CT and their
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susceptibility to our attacks once they do so. The dataset was assembled
by collecting the package names of the 200 most popular free applications
of all 36 categories on Google Play in December 2023. We again extracted
the APKs for these applications from the AndroZoo [2] project. Since
some apps were not in their collection, our final dataset consisted of 6 648
applications.

Our tool indicates that 3935 (59.2 %) of the analyzed apps had been
submitted to Google Play in the AAB format. One (0.02 %) app (Mi-
crosoft Loop, which we also found in Section 7.1.2) uses CT. 1442 (21.7
%) of packages in our dataset are not compatible with bundletool’s CT
implementation due to containing DEX or SO files in non-standard loca-
tions (F5). In 1243 (18.7 %) of the analyzed apps, the integration of the
Facebook Audience SDK at least contributed to this incompatibility. If
they adopted CT, 3467 of the analysed apps (52.2 %) would be susceptible
to attack A4. All of them would be susceptible to attacks A1, A2, A3,
and A5.

7.2. Case Study

To demonstrate the practicality of the attacks described in Section 6, we
provide a case study on attacking CT in a real-world application.

7.2.1. Microsoft Loop

The Android application (com.microsoft.loop) for this collaborative cre-
ation environment has been downloaded from Google Play by more than
100000 users as of December 2023. The app employs CT, likely in an
attempt to thwart the potential for supply chain attacks enabled by the
AAB format. However, this attempt proves ineffective against manipula-
tions of the app’s runtime behavior. For this case study, we demonstrate
how attack A2 may be used to inject code for stealing login data without
invalidating the APK’s CT. We implemented a custom stage for the A2P2
APK patching pipeline [7] that injects a uses-static-library element
into the application manifest. We also created an additional package ex-
posing the referenced library to the system, which needs to be installed on
the victim device (see Section 6). The library code defines a class named
identical to the Microsoft Loop application’s main Ul activity. Since static
libraries take precedence over app code in Android’s class loading, this is
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$ bundletool check-transparency --mode=apk

— -——apk-zip=loop-patched-apks.zip
APK signature is valid. SHA-256 fingerprint of the apk signing key
— certificate (must be compared with the developer's public key
— manually): 94 29 4F 23 A8 ... 50 6B CD B@ 22 AB 1F D8 C9 3C
Code transparency signature is valid. SHA-256 fingerprint of the
— code transparency key certificate (must be compared with the
— developer's public key manually): 52 D4 B1 8E CA 3F 78 62 FF
— ... 89 54 40 B7 C2 02
Code transparency verified: code related file contents match the
— code transparency file.

Listing 7.1: The manipulated APK still successfully passes the CT verifi-
cation in bundletool

enough to intercept the app’s launch. Our malicious main activity displays
a fake login screen that, in a real-world attack, could, for example, forward
all collected credentials to a web server controlled by the attacker. Despite
the ability for the attacker to execute arbitrary code in the context of
the Microsoft Loop application, its CT remains valid, as can be confirmed
through the bundletool output in Listing 7.1.

Please note that we do not have access to the private key for the APK’s
app signing certificate, so we cannot entirely accurately simulate a supply
chain attacker. In a real-world attack, the manipulated APK would be
signed with the developer’s correct app signing certificate. As explained
in Section 3, the AAB scheme requires the developer to share the app
signing key with the distributor.

8. Discussion & Future Work

8.1. Improving AAB and CT

Given the number of serious design flaws in CT (see Section 5), we consider
a complete secure design out of scope for this work. However, we would
like to suggest improvements that mitigate the design problems raised in
Section 5. We discuss fixes for the implementation flaws in bundletool in
Appendix 11.2.
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F1: Optionality. The simplest solution for this issue is making CT a
mandatory part of the AAB format. This would enable trivial detection of
stripping attacks. If for some reason (e.g. backward-compatibility), such a
change cannot be realized, we note that the information obtainable to the
user through the separate secure channel to the developer (as discussed
in the CT documentation [16]) at least needs to include an indication
whether the AAB contained a CT when submitted.

F2: Scope. The attacks described in Section 6 highlight the necessity for
CT to cover the application manifest, assets, and resources. However, it is
unclear how such a solution may be implemented, given that bundletool
itself modifies these parts of the application during APK generation.

F3: Communication Channel. We argue the need for a standard-
ized registry for legitimate public CT keys. A solution might be akin to
Certificate Transparency for TLS certificates [22].

Practicality. Currently, verifying an application’s CT requires a deep
understanding of the Android OS and development tools. It is, therefore,
only accessible to advanced users. Future work needs to identify possibilities
for improving the user experience of CT verification.

8.2. Preventing infrastructure-level attacks

Given the complexity of app stores, it is unlikely that the possibility for
attacks compromising app store infrastructure (attacker models M1 and
M2) can ever be entirely eliminated. For vendors whose devices go through
Google’s GMS certification, further security could be imposed by requiring
security audits of privileged app stores as part of the certification process.
However, since Android consciously allows third-party app stores with no
ties to Google nor device vendors, attacker model M2 will always remain
well within the boundaries of possibility.

8.3. Server-Side APK Generation

The fundamental proposition of the AAB publishing format is the possibil-
ity for distributors such as app stores to generate APK files optimized for
end-users’ devices. While optimized APKs undoubtedly improve the user
experience, we argue that the AAB format is not necessary for serving
optimized APKSs to end users.
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First and foremost, generating APKs on the server would be necessary if
the number of possible device configurations to optimize for was unknown
at compile time. However, these optimized builds are simply composed
of all possible combinations of resource variants already provided by the
app developer. Therefore, the optimized APKs could already be packaged
during app build by the developer. In fact, functionality for generating a
container of all possible optimized APKs is already available in bundletool.

Server-side APK generation only possibly offers advantages when new
features are to be globally retrofitted into already submitted apps. However,
the crude workaround implemented for App Archives (see F6) displays
that any such efforts drastically interfere with the developer’s interest in
provable integrity guarantees for their app’s behavior.

Given the lack of apparent advantages of server-side APK generation and
its negative security repercussions, we argue that app stores should at
least offer the option for developers to submit a container of locally built
optimized APKs for their apps. This would allow them to sign the APKs
themselves without having to hand over the APK signing key. As a result,
they could benefit from the strong integrity guarantees of the APK format
and app attestation.

Security Impact. Due to the small number of apps that use CT, the
practical security impact of the identified flaws in CT alone is relatively
small. However, the security impact of our work becomes apparent when
considering the bigger picture: Given the security consequences of AAB
(without CT), the low prevalence of CT means that a very large number
of apps are vulnerable to supply chain attacks. Even worse, due to the
current state of CT as discussed in this paper, no effective mitigations
for the severe security repercussions of the AAB distribution scheme are
available.

9. Related Work

Despite their impact on the security architecture of the Android ecosys-
tem, to the best of our knowledge, our work represents the first scientific
publication concerned with Code Transparency and the Android Appli-
cation Bundle distribution scheme. However, research has been ongoing
in the related domains of Android Supply Chain Attacks, App Integrity
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Checking, and App Misconfiguration. This section provides an overview
of these fields.

Android Supply Chain Attacks. To the best of our knowledge, no
other studies exist on the security of the global application supply chain
from the developer to the end user on Android. However, several recent
publications deal with various aspects of the software supply chain up-
stream of the developer, i.e., third-party app components and tools. The
work that is most similar to ours in this category is the one by Wang et al.
[38], which discusses the possibilities for malicious third-party libraries to
stealthily override an application’s security policies. A number of further
studies elaborate on the perils of malicious app components in a benign
app, such as Wang et al. [37], Kim et al. [21] and Zhang et al. [44]. Several
research teams, including Wu et al. [40], Zhan et al. [43], and Backes
et al. [4] investigated the prevalence of vulnerable third-party libraries
integrated into applications.

App Integrity Checking. Since the introduction of the Android OS,
repackaging attacks have been a major focus of research attention. These
attacks exploit the fact that APK signing does not provide any authenticity
guarantees, allowing anyone to redistribute a manipulated version of a
legitimate application. Research in this field has mostly focused on either
detecting repackaging attacks or repackage-proofing applications. Works
on repackage detection propose approaches based on watermarking [45] or
similarities in app resources [35] or code [12]. These approaches scale poorly
since they need to compare each sample to a large database of applications.
Shi et al. [36] present a solution that does not work through comparison,
but only works for repackaging attacks that use virtualization techniques.
Suggestions for repackage-proofing include Stochastic Stealthy Networks
(SSN) [25] that spread obfuscated signature checks throughout app code,
logic bombs [42] that only trigger when executed on end-user devices or a
combination of native and self-decrypting code [32]. However, as recently
shown by Ma et al. [26], none of these countermeasures are insurmountable
by reasonably determined attackers due to being confined to the same
sandbox as the malicious code. An effective mitigation for repackaging
attacks in server-client scenarios can be found in hardware-assisted app
attestation, as discussed by Priinster et al. [31]. Several publications
recently investigated the security of hardware attestation implementations.
As part of these efforts, Aldoseri et al. [1] and Shakevsky et al. [34] identified
severe flaws affecting millions of devices. Complementarily, Ibrahim et al.
[19] and Berlato et al. [5] studied the integration of these technologies
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into real-world applications and discovered they were used by only 0.04
% of analyzed applications. All these protection methods are ineffective
against the attacks discussed in our paper because they rely on the app
developer having exclusive control over the APK signing key. However,
AAB distribution requires the developer to share the APK signing key
with the app distributor.

App Misconfigurations. Many of our attacks against CT exploit the
powerful role of configuration files in Android apps. Several recent works
investigated how mistakes in these configurations can introduce exploitable
vulnerabilities. Yang et al. [41] and Jha et al. [20] constructed tools for
automatically detecting manifest misconfigurations in compiled apps and
found severe security flaws in widely used software. Oltrogge et al. [30]
examined the Network Security Configuration in 1.3 million apps and
uncovered that it was used for bypassing the default security policy in
the overwhelming majority of cases. Lastly, Lenk et al. [23] analyzed
the security implications of real-world ContentProvider configurations,
reporting sensitive data leakage in a considerable number of apps.

10. Conclusion

In this paper, we presented the first comprehensive security analysis of
Code Transparency (CT) for Android Application Bundles. We identified 3
design flaws and 3 implementation flaws in CT and its bundletool reference
implementation. These flaws may be exploited through 7 different attacks
for bypassing CT to gain code execution or data access in applications.

We further provided detailed statistics regarding CT in practice. We found
that CT is almost non-existent in real-world applications despite the severe
security consequences of the AAB format. We were also able to show that
more than 20 % of the most popular applications on Google Play are not
even able to use CT due to implementation flaws in bundletool. For apps
that use CT, we provided a case study illustrating the consequences of the

attacks we identified. Finally, we discussed possibilities for improvements
to CT and AAB.
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11. Appendix

11.1. Details of apps using CT for AAB

Table 7.3 lists all apps in our dataset that use CT and their respective
verification results.

11.2. Fixes to implementation flaws

In this section, we discuss how the implementation flaws in bundletool
that we identified in Section 5.2.

F4: Certificate Reuse. Checks need to be added to APK generation
in bundletool to ensure the CT key may not be used as the app signing
key. Additionally, the APK verification result should include information
on whether the two keys are distinct.

F5: DEX or SO in Assets. This issue may be mitigated by aligning
the CT verification policy with its creation policy. The most sensible
approach would be including all DEX or SO files in the CT, irrespective
of their location in the AAB/APK.

F6: App Archiving. It is unclear whether the CT scheme should allow
such radical modifications of an app as carried out through this feature.
We believe that all source code of the placeholder APK should at least be
available for public inspection.
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Table 7.3: The apps in our dataset that use CT for AAB and their respective

verification results. All apps contained a valid Code Transparency
(CT). In column Original Key, ? signifies that the original developer’s
to check whether it matched the certificate found in the CT JWT.

Unique Key denotes that the app signing key was not reused as the

public CT key could not be obtained. It therefore was not possible
CT key.
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technical level, CryptoShield uses a dynamic hooking approach compatible
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Florian Draschbacher Johannes Feichtner

Graz University of Technology

Abstract

Misuse of cryptographic APIs remains one of the most common flaws in
Android applications. The complexity of cryptographic APIs frequently
overwhelms developers. This can lead to mistakes that leak sensitive user
data to trivial attacks. Despite herculean efforts by platform provider
Google, countermeasures introduced so far were not successful in prevent-
ing these flaws. Users remain at risk until an effective systemic mitigation
has been found.

In this paper, we propose a practical solution that mitigates crypto API
misuse in compiled Android applications. It enables users to protect them-
selves against misuse exploitation until the research community has iden-
tified an effective long-term solution. CRYPTOSHIELD consists of generic
mitigation procedures for the most critical crypto API misuse scenarios
and an implementation that autonomously extends protection onto all ap-
plications on an unrooted Android device. Our on-device CRYPTOSHIELD
Agent injects an instrumentation module into application packages, where
it can intercept crypto API calls for detecting misuse and applying miti-
gations. Our solution was designed for real-world applicability. It retains
the update flow through Google Play and can be integrated into existing
MDM infrastructure.

As a demonstration of CRYPTOSHIELD'’s efficiency and efficacy, we conduct
automated (1604 apps) and manual (99 apps) analyses on the most popular
applications from Google Play, as well as measurements on synthetic
benchmarks. Our solution mitigates crypto API misuse in 96 % of all
vulnerable apps, while retaining full functionality for 92 % of all apps. On-
device instrumentation takes roughly 11 seconds per application package
on average, with minimal impact on package size (5 %) and negligible
runtime overhead (571 ms on average app launches, 101 ms worst-case
mitigation overhead per crypto API call).
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1. Introduction

Several publications over the last years have uncovered that crypto API
misuse causes severe vulnerabilities in a large number of mobile applica-
tions. Android, the most popular mobile operating system, was shown to
be particularly affected. Most recently, Oltrogge et al. [13] found that 87
% of 15,000 statically analyzed applications contained mistakes in their
code for validating TLS certificates. For a broader definition of crypto API
misuse that considers framework-provided TLS and crypto primitives',

Rahaman et al. [16] even reported a misuse prevalence of 91 %.

As a reaction to the first alarming reports a decade ago, platform provider
Google started multiple initiatives to eliminate TLS misuse and insecure
parametrization of cryptographic APIs in general. The Android platform
saw the introduction of improved APIs, reworked documentation, detailed
linter rules, and automated checks for software uploaded to the Google
Play Store. Still, researchers keep showing that all efforts so far were
largely ineffective.

Despite the consequences of widespread crypto API misuse on data security
and the ineffectiveness of official countermeasures, very few publications
have so far attempted to mitigate crypto API misuse in compiled applica-
tions. However, until an effective long-term solution has been identified
and implemented by Google, third-party solutions are user’s only option
for protecting against the severe security repercussions of crypto API
misuse.

Buhov et al. [3] proposed a dynamic approach in the form of a Cydia
Substrate module. However, their exclusive focus on retroactively adding
TLS pinning to applications did not acknowledge the full scope of the
problem, which affects a far broader range of cryptographic APIs. Ad-
ditionally, the presented module utilized the obsolete Cydia Substrate
hooking framework and required a rooted device, thereby considerably
limiting its real-world applicability. An important first step towards mit-
igating other classes of crypto API misuse was made by Ma et al. [11].
They suggested an approach based on static analysis and static rewriting
of Dalvik Executable (DEX) files. However, the reliance on static analysis
of the control flow graph limited the practicality of their solution (19
seconds patch generation per misuse; only the first misuse per method
could be mitigated).

"We use the term cryptographic APIs to refer to Java APIs for TLS or crypto primitives.
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We therefore propose CRYPTOSHIELD as the first practical on-device
method that mitigates both TLS and crypto primitive misuse on unmodi-
fied Android systems.

Our key contributions are:

o We devise application-agnostic mitigation procedures for 10 common
classes of crypto API misuse, including flaws in the integration of
TLS, Ciphers, Password-Based Encryption (PBE), Key Storage and
Cryptographically Secure Random Number Generators (CSRNG). Our
mitigations operate transparently to application code and require
only runtime information. Thus, our method does not suffer from
the imprecisions and resource-intensiveness of traditional patching
approaches that employ static analysis of the control flow graph.

e We propose a self-contained on-device component named CRYPTOSHIELD
Agent (CSA) for deploying our mitigations to all applications on a
target Android device. An instrumentation module intercepts crypto
API calls to detect misuse and employ our mitigation procedures.
Our implementation works on unrooted Android devices and does not
require any interaction from the user. Application updating through
Google Play remains fully functional. 2

e We demonstrate the efficiency and efficacy of CRYPTOSHIELD through
automated and manual analyses on the 1604 and 99 most popular free
applications, respectively, from the Google Play store. Additionally,
we evaluate CRYPTOSHIELD’s detection precision on a synthetic bench-
mark, provide exact per-API runtime overheads and carry out a case
study that illustrates how our solution can mitigate critical security
vulnerabilities in two widely-used Android applications.

The remainder of this paper is organized as follows. Section 2 gives
an overview of the Android OS and its cryptographic APIs. Section 3
outlines the addressed problem and the assumed attacker model. Section 4
describes our mitigation procedures, before Section 5 covers our prototype
implementation, which is subsequently evaluated in Section 6. We discuss
limitations of our system and plans for future work in Section 7, highlight
related publications in Section 8, and conclude this paper in Section 9.

2Source code is available at https://extgit.iaik.tugraz.at/fdraschbacher/crypto
shield

209


https://extgit.iaik.tugraz.at/fdraschbacher/cryptoshield
https://extgit.iaik.tugraz.at/fdraschbacher/cryptoshield

8. CryptoShield

2. Background

In this section, we provide a short overview of cryptographic APIs in the
Android framework, introduce the Android package format, and outline
the OS’s application runtime.

2.1. Android Crypto APIs & Common Misuse

Android applications can take advantage of Java Cryptography Archi-
tecture (JCA) APIs for cryptographic functionality. The most common
pitfalls with JCA APIs are that some default to insecure configurations,
while others completely rely on developers’ choice of secure parameters.
Together with a lack of clarity in the official documentation, this has led
to developers making serious mistakes in protecting their application’s
data. Since the exact ramifications of the particular misuse classes have
already been thoroughly discussed in previous publications [5, 6, 11], we
only provide a very condensed overview of the relevant points here.

For SSL/TLS (provided by the SSLSocket class), applications often im-
plement TrustManagers that fail to properly verify the certificate chain
presented by the server or HostnameVerifiers that don’t confirm corre-
spondence between a server’s hostname and its presented TLS certificate.
Both issues leave applications vulnerable to Man-In-The-Middle (MITM)
attacks that can compromise all transmitted data. In Android 7.0, Google
introduced the Network Security Configuration (NSC) system that al-
lows developers to conveniently set up certificate pinning and trusted
self-signed certificates. Although this possibility eliminated most needs
for custom TrustManagers or HostnameVerifiers, many applications re-
mained vulnerable in some form [13]. Additionally, a considerable portion
of Android applications still use the unprotected HT'TP protocol in their
communication with servers [17].

Applications that utilize the Cipher API for data encryption and decryp-
tion were found to commonly use hardcoded or predictable initialization
vectors, which breaks the indistinguishability against chosen plaintext
attacks (IND-CPA) property of symmetric ciphers. Two ciphertexts can
reveal similarities between their original plain texts. Electronic Code Book
(ECB) mode for symmetric block ciphers exhibits the same vulnerability
to chosen plaintext attacks. Since ECB is the JCA’s default mode of
operation, it can still be found in a considerable amount of applications.
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Password-Based Encryption (PBE) in the JCA can be accessed through
the SecretKeyFactory API. If it is supplied with hardcoded passwords or
reused or predictable salt values, derived keys can either be compromised
immediately or with considerably less effort than in bruteforce attacks
against properly parameterized PBE.

Hardcoded passwords pose a problem to the KeyStore API for generating
and storing cryptographic keys as well. They may lead to compromitation
of all stored keys and thus any related encrypted data.

Lastly, Java offers a Cryptographically Secure Pseudo-Random Number
Generator (CSPRNG) through the SecureRandom API. Android’s default
implementation of the API has had a history of severe flaws caused by
the reuse of seed material that led to the generation of a predictable
sequence of numbers. Although these flaws have been mitigated at the
framework level in recent versions of the Android OS, vulnerable legacy
devices remain in use.

2.2. Android Application Package Format

Android applications are deployed in a special file format called Android
Package (APK). On the outmost layer, it consists of a ZIP container
signed by the application developer to ensure that only updates from
the same author can replace an original installation. The content of the
container follows a particular structure that is unique to the APK format.
One or more Dalvik Executable (DEX) files store the class structure
and program byte code of the application. The AndroidManifest.xml file
encodes the contract between the OS and the application, declaring the
supported functionality and required permissions or device capabilities.
Native libraries are organized in dedicated folders within the APK archive.
When obtained from Google Play, an app commonly is installed as a set
of multiple Split APK files. The set comprises a base APK file storing
DEX files, and several additional splits for device-specific resources or
native code. As a key observation for the functionality of our solution, we
point out that APK files reside in public storage on the Android device
after their installation. PackageManager APIs can be used for locating
all APK files for a given package. On Android versions up to 10, even
completely unprivileged applications can access installed APK files, i.e. no
permission is needed at all. Starting from Android 11, a suitable <queries>
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element in the application manifest or the QUERY_ALL_PACKAGES permission
is required.

2.3. Android Runtime

Android applications are typically written in Java or Kotlin and com-
piled into architecture-independent Dalvik bytecode. In current Android
versions, the Android Runtime (ART) takes over the responsibility of
executing this bytecode on the device. Applications may additionally
implement parts of their functionality in native shared libraries that are
dynamically linked into the runtime process. It is worth noting that shared
libraries are in a position that allows them to manipulate the internal
data structures of the ART runtime.

3. Problem Statement, Challenges, and Threat
Model

In this section, we state the problem that needs to be addressed, derive a
set of core goals, highlight the challenges involved in finding a solution
and show how CRYPTOSHIELD was designed to overcome them.

3.1. Problem Statement

We seek to provide a mitigation for crypto API misuse that enables
users to protect themselves until the research community has identified
an effective long-term solution for this widespread problem. Our goal
is to cover as many classes of critical crypto misuse as feasible without
breaking the functionality of target applications. We envision deployment
by security-conscious individuals, as well as corporate organizations that
wish to ensure data confidentiality on their complete fleet of Android
devices no matter what applications employees utilize.

The core design goals of our solution are thus:
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3.1.1. Practicality

We strive to propose a design that seamlessly integrates into the everyday
workflows of real-world Android users.

3.1.2. User-Centricity

Our solution is intended to put users in control of application security. They
no longer have to rely on developers properly securing their applications.

3.1.3. Compatibility

We consider compatibility with as many third-party applications as possible
a crucial feature of a workable solution.

3.2. Attacker Model & Crypto Rules

Our attacker model assumes a malicious party that tries to gain access
to a vulnerable application’s stored or transmitted data. To this end,
the attacker attempts to take advantage of vulnerabilities caused by the
target application’s misuse of cryptographic APIs. The modeled mode
of attack depends on the specific crypto API misuse that is being ex-
ploited. For vulnerabilities in TLS host authentication or unprotected
HTTP connections, the attacker is assumed to hold a Man-In-The-Middle
(MITM) position somewhere between the client and server that enables the
interception and modification of network traffic. Attacks against improper
parametrization of cryptographic primitives are assumed to be carried out
through a malicious application on the same device. It is worth noting
that vulnerabilities in the implementations of the cryptographic APIs that
can be exploited irrespective of their proper employment are considered
out of scope. Additionally, we assume vulnerable applications to be benign
in general, i.e. not actively trying to evade the mitigations put in place by
our solution.
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3.2.1. Crypto Rules

We define the vulnerabilities addressed in this paper as violations of well-
established rules that consumers have to respect for ensuring the security
of specific cryptographic APIs. As the basis for our rules, we use the
comprehensive and recent set collected by Rahaman et al. [16], which
we further refine for the scenario of vulnerability mitigation. We start
this refinement process by ensuring the high level of precision needed for
mitigating detected vulnerabilities while keeping negative side effects as
rare as possible. Specifically, we modify our rules to only disallow non-
cryptographic random number generators when their output is used in
cryptographic operations. Similarly, we believe there are legitimate use
cases for specifying custom TLS TrustManagers and HostnameVerifiers,
so we strive to only mitigate cases where the custom implementations
introduce vulnerabilities. Lastly, our experiments indicated that inse-
cure cryptographic hash functions and hardcoded keys are so frequently
used in communication with servers that mitigating them breaks most
affected apps. Consequentially, we remove these two rules from our set. In
their place, we introduce new rules concerned with reuse of nonce values,
which has the same security repercussions as hardcoded values. The rules
addressed by our mitigations are thus:

R0O1: Don’t use unprotected HT'TP connections.

R02: Don’t verify TLS connections in insecure ways.
R03: Don’t use predictable passwords for key stores.

R04: Don’t use predictable passwords for key derivations.
R05: Don’t use ECB mode for symmetric ciphers.

R06: Don’t use predictable IVs for symmetric ciphers.
RO7: Don’t reuse IVs for symmetric ciphers.

R08: Don’t use predictable salt values for key derivations.
R09: Don’t reuse salt values for key derivations.

R10: Don’t use predictable CSRNG seeds.

We use the term predictable to refer to values that were hardcoded or
derived from an improper source of randomness. Reused values may have
been securely generated but are used as a nonce multiple times, violating
their uniqueness requirement.
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3.2.2. Severity of Vulnerabilities

Our mitigations only address crypto misuse vulnerabilities of high or
medium severity. For vulnerabilities that are hard to exploit or only offer
limited gain for attackers, we argue that the potential of side effects
introduced by mitigations (cf. Subsection 4.1) voids the small gain in
security.

Severity ratings follow the reasoning by Rahaman et al. [16] that is guided
by the difficulty and gain of exploitation. HT'TP connections (R01) lack
any form of protection for transferred data, so are trivially rated highly
severe. Vulnerabilities in TLS connections (R02) immediately void all
security properties of the protocol, so must be considered highly severe
as well. Similarly, using predictable passwords (R03, R04) voids the
confidentiality property of all operations the derived or stored keys are
used for. ECB mode (R05) and predictable (R06, R0O8) or reused nonces
(RO7, R09) considerably weaken the confidentiality properties of cipher
operations, so are rated medium severity. Lastly, predictable CSPRNG
seeds (R10) have a history of causing critical vulnerabilities in applications
running on legacy Android systems [9]. Because recent Android versions
are not affected, we assign medium severity.

3.3. Challenges

We identify the following key challenges to accomplishing the goals stated
above.

3.3.1. Precision

Before a certain API misuse can be mitigated, it has to be detected in
the first place. The precision of this detection is of utmost importance
to the mitigation, since we do not want to modify proper use of crypto
APIs by forcefully applying our mitigation, nor can we tolerate missing
legitimate misuse and leaving it unmitigated. Most established methods for
crypto API detection rely on static analysis of the control flow graph of an
application. However, this method has proven to be imprecise in real-world
scenarios [8, 14, 15], suffering from a high degree of false positives due
to unreachable code and false negatives due to dynamically loaded code,
complex data dependencies or obfuscation. To satisfy the requirements on
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precision, our solution employs dynamic runtime instrumentation. This
approach enables us to guarantee that every crypto API call executed at
runtime is detected and can be analyzed based on the concrete parameters
passed from application code. In case of a detected misuse, parameters
can be corrected at runtime, with no noticeable performance penalty.
Additionally, relying on runtime instrumentation allows our solution to
operate on-device in a self-contained manner, improving availability and
privacy by not relying on any external server component.

3.3.2. Transparency to application code

All mitigations have to operate largely transparently to application code so
that side effects on the functionality of affected programs can be avoided
as much as possible. This is a particularly difficult task for cases where an
additional parameter has to be transported between two separate API calls
from code that has not provisioned for this possibility originally. CRYP-
TOSHIELD solves this problem by taking advantage of a series of general
observations about the JCA and its typical use in Android applications.

3.3.3. Practicality

We introduce our design as an emergency aid against the security vul-
nerabilities resulting from crypto API misuse. As such, we want it to
be accessible and deployable to as large an audience as possible. Since
maintaining a custom OS for the fragmented Android device landscape is
not realistic and average Android users cannot be expected to be willing
to flash a custom operating system, our concept needs to operate on stock
firmware. Additionally, we consider rooting a device for deploying crypto
API mitigation detrimental to the overall security. To surmount this chal-
lenge, our implementation employs a novel combination of performant
package-level instrumentation and the Android DevicePolicyManager API.

4. Mitigating Crypto API Misuse

Conceptually, crypto API misuse can be described as a misparametriza-
tion of crypto APIs. For the crypto-savvy developer of a new application,
avoiding crypto API misuse is usually as simple as choosing appropriate
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Application Code

URL.openConnection("http://insecure.com")
A

Mitigation Shim

Change URL to https://insecure.com

A

Android Framework

Y

Establish HTTPS connection to insecure.com

Figure 8.1: Our mitigations operate as shims between application code and the
Android framework

parameters for all employed crypto APIs. However, once such a mis-
parametrization has found its way into a compiled application, its mit-
igation is a much more complex task. Retrofitted mitigations have to
operate transparently to existing application code, so that the offending
application’s functionality remains intact. To this end, all our mitigations
operate as transparent shims between application code and the Android
framework, as illustrated in Figure 8.1. It is also worth noting that modern
applications are usually not solitary pieces of software, but part of a much
larger ecosystem consisting of web services and client applications that
operate together. Our mitigations must fit into this bigger picture as seam-
lessly as possible, i.e. fix crypto API misuse in all parts of code executed
by the client locally, while retaining web service interaction functionality.

4.1. General Observations and Strategies
Before we describe our mitigations for specific crypto API misuse cases,

we highlight a series of general observations and strategies that guide the
design of our mitigation procedures.

4.1.1. Correspondence of Operations

First, we highlight the basic observation that many cryptographic opera-
tions are carried out in ordered pairs, where the second operation either
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reverses, replicates or validates the first operation. This correspondence of
two operations within the distributed ecosystem of a modern application
yields three possible scenarios. It is worth pointing out that neither dy-
namic nor static analysis methods are capable of reliably foreseeing which
of these scenarios will occur during further program execution.

In scenario (I), both of the corresponding operations are carried out locally
in the application that is subject to the mitigations. In this case, we can
trivially ensure that the mitigations applied during the first operation
are correctly reversed or replicated in the second. An example would be
changing a cipher mode of operation for both encryption and decryption
of a local file. In scenario 0D, the first of the corresponding operations
is carried out in an external part of the ecosystem, while the second is
carried out locally in the application that is subject to our mitigations. For
covering this scenario, the second operation needs a way to know the origin
of the data that is to be processed, so that the mitigation is only applied
if local data is processed. This can be accomplished e.g. by introducing an
additional communication channel between local corresponding operations.
Alternatively, for operations that have clearly defined failure cases, we can
try applying our mitigations and fall back to an unmitigated operation
if a failure is detected. In scenario (ID), the first operation is carried out
locally, while the second is not. This case is problematic, since the external
processing entity will not have any knowledge about the mitigations
applied in the first, local operation. Still, due to the inability to foresee the
later destination of the output from the local operation, mitigations have
to be carried out unconditionally in the first operation. In Subsection 6.2,
we demonstrate that this scenario is reasonably rare in popular real-world
applications for us to consider it an acceptable failure case of our solution
in line with our goal of establishing an emergency aid.

4.1.2. Operation Context & Context Transfer

Even for purely locally corresponding operations, a communication channel
between two corresponding operations is required. It has to supply the
second operation with the context needed for reversing or replicating
the mitigations applied in the first operation. For some mitigations, this
context is specific to a particular execution, so it cannot be stored e.g.
in a global variable. As an example, consider initialization vector reuse
in a symmetric cipher encryption operation. As part of the mitigation,
a fresh IV has to be generated to replace the insecure value supplied
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from application code. The same generated value later also has to be
made available to the decryption operation of the resulting ciphertext.
For our mitigations, we solve this problem by leveraging the output of the
first operation as a communication channel to the corresponding second
operation. In the IV reuse case described above, the IV generated by our
mitigations is prepended to the resulting ciphertext and extracted at the
corresponding decryption mitigation. Although this procedure changes the
output size of the first operation, it still is transparent to most applications.
This is because the Java Cryptography Architecture exposes functions
for application code to query the output size of cryptographic operations.
Due to the general opaqueness of cryptographic operations to the average
application developer, the vast majority of Android applications uses these
functions instead of hardcoding buffer sizes.

4.1.3. Introducing Fresh Entropy

Mitigations for misuse scenarios that involve an insecure key or password
require the introduction of fresh entropy. To this end, our mitigations
take advantage of the Android Keystore for generating and storing a fresh
key we call key derivation key (KDK). Because the Android Keystore is
limited to asymmetric cryptography on some devices, we use the KDK and
the insecure key for deriving a fresh key that can be used for any cipher.
This solution ensures that different installations of the same application
always use unique keys.

4.1.4. Reuse Across Launches

Multiple covered vulnerabilities are concerned with reuse of nonces. For
efficiently tracking used nonces, our mitigations maintain a simple nonce
database.

4.1.5. Hardcoded Keys or Passwords

Our solution extracts hardcoded strings, character arrays and byte ar-
rays from the target application package during instrumentation. This
procedure can be implemented as a lightweight extraction algorithm that
simply parses DEX data structures. It does not need any control flow
information. For further reducing the runtime and memory overheads, the
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procedure is restricted to values that follow the allowed or typical format
of passwords or keys. For DEX files dynamically loaded during execution,
data extraction is performed at runtime.

4.1.6. Predictability

In addition to values that are hardcoded, predictability can also be caused
by employing randomness sources other than those that are cryptographi-
cally secure (SecureRandom, /dev/ (u)random) for cryptographic operations.
For identifying this problem, our mitigations maintain a cache of the most
recent output of the Java Random API, which is particularly convenient to
use, but not cryptographically secure.

4.2. Specific mitigations

In the following, we describe the detailed procedures for mitigating misuse
of specific cryptographic APIs. For all mitigations, we assume the ability
to instrument (or intercept) Java methods of our choice.

4.2.1. SSL/TLS

For mitigating flaws in TLS use (R02), we focus on the SSLSocket inter-
face. While only a minority of applications directly access this low-level
API, it forms the backbone of the vast majority of HTTPS networking
libraries, which means they can all be covered through this single point of
interception. Our mitigation intercepts the creation of SSLSocket instances
and returns a wrapper around the originally created object. When the
application code signals the beginning of application-level data transfer
through calls to the getInputStream() or getOutputStream() methods,
our mitigation queries a configurable certificate trust policy for deter-
mining the trustworthiness of the connection. In the event of a negative
assessment, we immediately abort the connection, without ever having
sent any application-level data over the compromised channel.

By performing the certificate check immediately before the target program
starts sending application data, we know that the former considers the
connection secure. Combined with the information about the legitimacy
of the connection, we can take this knowledge as a basis for deducing
whether an application uses insecure certificate validation logic.
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The default certificate trust policy of our prototype implementation is
based on the Trust-On-First-Use (TOFU) principle. When the first con-
nection to a new host is made, its TLS certificate is cached by our policy
code. Subsequent connections are then only allowed if the certificate pre-
sented by the TLS host is identical to the one encountered previously. Our
prototype additionally supports a more complex certificate policy that
builds on a notary web service. This web service takes the position of a
certificate oracle, serving the legitimate TLS certificate for any host it is
queried for. The certificate trust policy contacts the notary web service
for any new host or certificate mismatch to determine whether its own
connection to the target host is subject to an ongoing MITM attack. It
is worth pointing out that both currently implemented certificate trust
policies are only prototypes that illustrate the flexible nature of supported
policies. Development of a more sophisticated policy that fully considers
privacy and reliability aspects is deemed out of scope for this work.

4.2.2. Ciphers

We intercept the creation of Cipher instances to return a wrapper object
backed by a custom security provider. Once the wrapper has received all
required parameters from application code, it enforces the rules established
in Subsection 3.2. Implicit or explicit uses of ECB mode for symmetric
block ciphers (R05) are automatically upgraded to CBC mode. Whenever
a predictable (R06) or reused IV (RO7) is identified, a fresh value is
automatically generated and passed to the wrapped primitive instead. All
parameters changed as part of our mitigations are encoded in a ciphertext
prefix so they are later available in the corresponding decryption operation.
Figure 8.4 in Appendix 10.1 displays a simplified mitigation flow for implicit
ECB mode using a ciphertext prefix. Our mitigation also overrides the
Cipher.getOutputSize() method so that applications that pre-allocate
their buffers can correctly accommodate the prefix.

4.2.3. Password-Based Encryption

Mitigations for PBE are integrated into the custom security provider
described above. Whenever a PBE key is passed to the Cipher API,
its parametrization is checked for rule violations. For PBE keys that
are passed to the Cipher API in serialized form, our mitigation code
keeps a map between recently serialized PBE keys and the corresponding
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parameters that were used in their creation. If a predictable password
(R04) is detected, a replacement password is derived from a key generated
in the Android Keystore. Salt reuses (R09) detected through the nonce
database or predictable salt values (RO8) are mitigated by generating
a fresh replacement value. All modified PBE parameters are encoded
in the prefix of any ciphertext generated using the affected PBE key.
While replacement salt values are completely embedded in the prefix,
mitigations on other parameters are only encoded as flags interpreted in
the corresponding decryption operation.

4.2.4. Random Number Generation

Our mitigation code installs a custom CSPRNG provider when an in-
strumented application launches. In the event of a predictable seed value
(R10) passed from application code, we replace the explicit seeding with
randomness obtained from the default system-provided entropy source.

4.2.5. HTTP

Most applications establish HT'TP connections using either the HttpUrl-
Connection API or the open-source OkHttp library. Our mitigation inter-
cepts calls to both of these implementations to check if a target server
is contacted via the plain HTTP protocol (RO1). If this is the case, the
connection is automatically upgraded to HT'TPS, i.e. an attempt is made
to perform a TLS handshake with port 443 of the target host. If this
handshake fails, our mitigation code falls back to the original unprotected
HTTP url. We maintain a cache of hosts that were reachable over HI'TPS
in the past to thwart downgrade attacks that mask the availability of
HTTPS on a server. A more sophisticated implementation may employ
a pre-compiled list such as the one offered by DuckDuckGo Smarter
Encryption 3.

4.2.6. KeyStore

When a predictable password is used for key storage (R03), a replacement
password is derived by adding entropy from a key generated in the Android

3DuckDuckGo Smarter Encryption: https://help.duckduckgo.com/duckduckgo-hel
p-pages/privacy/smarter-encryption/
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5. Prototype Implementation

Keystore. For all load operations on key stores, our mitigation code tries
the replacement key (derived in the same way as for store creation) and
falls back to the key supplied from application code upon failure.

5. Prototype Implementation

The CRYPTOSHIELD prototype demonstrates how our mitigations can
augment the existing security architecture and user experience of the
unmodified Android platform. The implementation consists of two core
modules, described in the following and illustrated in Figure 8.2. In total,
our prototype implementation consists of over 25.000 custom lines of code.

The first part of our prototype is comprised of an instrumentation mod-
ule that implements the individual mitigations described in Subsection
4.2. Once injected into a target application, the instrumentation module
sits as a mitigation shim between application code and framework calls.
Parameters passed from application code are inspected and collected for
monitoring purposes. If any of the rules established in Subsubsection 3.2.1
is violated, parametrizations are upgraded transparently to application
code following the procedures put forth in Subsection 4.2.

The second part of our prototype is an Android application we call
CRYPTOSHIELD Agent (CSA). The CSA offers a convenient solution for
automatically injecting our instrumentation module into all applications
installed on an unrooted Android device. It consists of a daemon service
that starts immediately after booting the OS and a user interface that
allows managing instrumented applications, as well as inspecting detailed
crypto API usage reports. By listening for installation events broadcast
by the system, the background service can automatically generate an
instrumented version of every application the user installs or updates on
the device. In the following, we highlight key aspects of our prototype
implementation.

5.1. Instrumenting Applications on Unrooted Android
Devices

Instrumenting running application processes on Android requires root priv-
ileges, which counteracts the goals established in Subsection 3.1. Instead
of directly manipulating processes, our prototype instruments application
packages. It takes advantage of the observation that the APK files of any

223



8. CryptoShield

Instrumentation Module

Parameter Insecure?

Instrumented Application

Yes
A

Change Parameter
Employ API-specific No
mitigation procedure

4 A

Original Code

’ Crypto API Accesses

Instrumentation Module

Invoke Crypto API

y

Call Original Crypto API

Android Framework
Java Cryptography Architecture

Target Device

Installs \
< CryptoShield Agent (CSA)
Daemon Service
Invokes
Injects A
M Instrumentation Routine
Reports
Monitor
Controls
Policy

Figure 8.2: The two main components of our prototype implementation: Instru-

mentation Module and CRYPTOSHIELD Agent
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installed application remain stored on the device and can be accessed by
other processes. This opens the possibility for the CSA to generate modi-
fied copies of arbitrary installed application packages. Our instrumentation
routine unpacks the APK files to add a DEX file and a native library.
The modified APK files are then compressed and signed using a freshly
generated signing certificate. A cache ensures that applications originally
signed with the same signing certificate will retain this property across
instrumentation. Once the instrumented APK files are installed and the
app is launched on a device, the injected native library manipulates data
structures in the ART runtime to reroute crypto API calls to the injected
DEX file. Our mitigation code in the injected DEX file can analyze and
modify all passed parameters before it invokes the original implementation
of the intercepted method. At a high level, this instrumentation approach
was first presented by Styp-Rekowsky et al. [21]. Our prototype uses a
custom implementation on top of low-level primitives from the open-source
SandHook library # that lazily instruments methods on demand as their
defining classes are loaded into runtime. It supports modern APK features
such as Multi DEX or Split APKs, and all existing APK signature schemes.

5.2. Updating Instrumented Applications via Google Play

Modifying an APK package and resigning it with a different certificate
usually breaks the common update route through Google Play. This is
because all updates will still be signed with the original signing certificate
and thus cannot be installed on top of the instrumented variant. As a
remedy to this problem, our prototype changes the package name of every
instrumented application, so that it can be installed alongside the original
version. The original version is then disabled, so that it remains installed
on the device but can no longer be launched. Whenever an update to an
application is available, the user can install it from Google Play. The CSA
will then automatically pick up the new version of the original application
and produce a corresponding update for the instrumented variant.

5.3. Changing Package Names of Instrumented
Applications

Manipulating the package name of a compiled Android application requires
additional changes to the application package. CRYPTOSHIELD intercepts

4SandHook Android ART Hook: https://github.com/asLody/SandHook
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all framework methods where the package name is passed between appli-
cation code and the outside world (e.g. in Intents or HTTP headers, even
when accessed through Reflection APIs). Beyond the package name itself,
all authorities of Content- Providers, custom permissions and account
type identifiers are changed as well, so that they do not interfere with the
respective components of the original version. Although our implementa-
tion goes to great lengths to cover as many scenarios as possible, a few
issues remain in cases where it is unclear whether the original or modified
package name yields correct behavior. For example, the original package
name is sometimes used for fetching data from a proprietary configuration
table in app resources. However, as detailed in Subsection 6.2, only a
small number of real-world applications are affected by these issues. It is
also worth pointing out that any issues caused by this tradeoff between
practicality and application compatibility only affect our prototype im-
plementation and are unrelated to the crypto API misuse mitigations
themselves.

5.4. Installing and Disabling Applications without User
Interaction

To install instrumented applications without user interaction, the CSA
takes advantage of Android’s DevicePolicyManager API. By implementing
a DeviceAdminReceiver that is configured as the device owner, the CSA is
granted access to the Packagelnstaller API. Via this interface, it can install
and uninstall applications, both in the form of a single APK file or multiple
Split APKs supplied to a single installation session. Additionally, the
DevicePolicyManager API permits the disabling of installed applications.
It is crucial to note that the device owner role grants CRYPTOSHIELD
precisely the privileges it needs for autonomous operation, while allowing
it to seamlessly integrate into the security architecture of the Android
OS. This represents a key advantage over solutions that require root
access on the device, which effectively circumuvents the system’s security
foundations, with potentially disastrous consequences for inexperienced
users. In order to streamline the process of installing and configuring the
CSA application as a device owner, our prototype includes an easy-to-
use companion tool for desktop computers. Once the Android device is
connected to the computer via a USB cable, our software asks the user for
explicit consent to the start of the setup procedure. A single button click
then automatically installs and configures the CRYPTOSHIELD system.
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5.5. Support for MDM Deployment

As the CRYPTOSHIELD Agent is built upon Android’s DevicePolicyMan-
ager APIs, it can easily be integrated into corporate Mobile Device Man-
agement (MDM) solutions. CRYPTOSHIELD thus represents a novel device
management policy that can be rolled out to all devices in a company’s
device fleet for offering full application choice to users without signifi-
cantly compromising data security. We envision a system that can be
fully configured by the MDM administrator. Configuration options could
include the enforced crypto rules and additional rule-specific adjustments.
For example, it would be possible to deploy custom certificate validation
policies for TLS or configure a custom HTTPS upgrade host list.

5.6. Crypto API Call Monitoring

In addition to mitigating crypto API misuse, our prototype also imple-
ments functionality for monitoring crypto API invocations from third-party
applications. This functionality covers the same crypto APIs as our mit-
igations, i.e. TLS, Cipher, PBE, CSPRNG, HTTP and KeyStore APIs.
We elect to restrict monitoring to this set of APIs for consistency with our
mitigations (which are the main focus of CRYPTOSHIELD), but further ex-
pansion is feasible. Monitoring is designed to provide users with real-time
feedback on the vulnerabilities that CRYPTOSHIELD protects them from.
The instrumentation module inside instrumented applications collects
relevant calls and the respective parametrizations. It then communicates
all findings to the CSA. Through a monitor Ul, the user can inspect all
reported crypto API use and misuse.

5.7. Fallback Mechanism

As described in 4.1, although our mitigations are designed to retain
functionality as much as possible, we anticipate that they might lead to
malfunction in a small number of instrumented apps. To accommodate
for this possibility, our prototype implements a fallback mechanism: Upon
noticing malfunction, a user may manually toggle CRYPTOSHIELD’s mit-
igations for a specific application. We have deliberately made disabling
mitigations an explicit user choice, because it means that users will be
susceptible to attacks exploiting crypto misuse in affected applications.
Still, CRYPTOSHIELD’s monitoring functionality allows users to track
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crypto API invocations while mitigations are disabled, and issues alerts of
concrete misuses that have been uncovered.

6. Evaluation

The evaluation in this section is comprised of five parts. In an automated
large-scale analysis, we first demonstrate our prototype’s efficacy on 1604
applications. Secondly, through a manual examination on the 99 most
popular free applications from Google Play, we validate that applications
are still functional and usable after installing CRYPTOSHIELD’s mitigations.
Moreover, we provide per-API call runtime overhead measurements and
complement the analyses on real-world applications with results from a
synthetic benchmark that enables comparison to static detection-only
tools. Lastly, we present a detailed case study on how our mitigations fix
critical security vulnerabilities in two widely-used applications.

6.1. Automated analysis

To obtain a quantitative measure for the effectiveness of our mitigations,
we ran an automated security analysis on 1604 applications before and after
injecting our instrumentation module. We based our automated analysis
testbed on the CryLogger crypto API misuse detector by Piccolboni
et al. [14], which we adapted to our crypto rules and augmented with
concepts from Sounthiraraj et al. [19] for improved detection of TLS issues.
CryLogger runs applications in an Android emulator driven by random
user input (here: 10k input events =~ 23 % line, 33 % class coverage). Its
custom emulator image logs calls to various crypto APIs. In our testbed,
network connections were additionally subjected to a MITM attack by
rerouting the emulator’s network traffic through a MITM proxy server
that logs all successful TLS connections ®. All collected logs were then
scanned for violations of the rules stated in Subsection 3.2. If a particular
misuse was logged while running an original application, but not in the
instrumented version, we consider this a successful mitigation. Building our
automated evaluation on the CryLogger tool by Piccolboni et al. enables
comparison to an independent baseline for the vulnerable applications in
our sample set and their respective violations of our crypto API rules.

®CRYPTOSHIELD’s notary web service certificate trust policy (see Section 4.2.1) was
used in the automated analysis
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For executing this analysis, we used a bare-metal-virtualized Ubuntu 20.04
LTS system with 128 CPU cores and 128 GB of RAM, backed by a Dual
AMD EPYC 7502 CPU with 1 TB of RAM. This setup allowed us to
run our analyses on 6 virtual devices in parallel. Since the SandHook
library utilized in our prototype implementation does not support the x86
instruction set, we ran the automated analysis on a slightly modified version
that intercepts method calls by rerouting invocations inside the DEX code
ahead of execution. The mitigation procedures inside the instrumentation
module were not changed, so that the effectiveness measured here directly
translates to that of the implementation described in Section 5. The set
of 1604 tested applications consists of the free top-100 for 33 categories
on Google Play as of January 2022, cleared from entries incompatible
with either the x86 instruction set or the Android emulator. All 1604
applications in our set use some cryptographic API, while 388 applications
violate some of our crypto rules.

In total, CRYPTOSHIELD was able to mitigate all vulnerabilities induced
by rule violations (as identified by our testbed) in 348 applications, which
corresponds to 89.7 % of the vulnerable subset. Some vulnerabilities were
mitigated in 372 applications (95.9 % of the vulnerable subset). The most
commonly mitigated vulnerabilities concerned violations of R02 (164
apps), RO1 (75 apps) and R0O6 (66 apps). Violations against multiple
rules were detected and mitigated in 94 apps. Although CRYPTOSHIELD
was able to produce installable packages for all tested samples, 105 of all
instrumented applications (6.5 %) crashed at some point during execution.

40 applications were still vulnerable after instrumentation due to plain
HTTP communication or insecure TLS connections from native code. As
discussed in Subsection 7.5, our prototype does not cover native code,
although obfuscated code or invocations of Java code through Reflection
APIs or JNI are supported.

Detailed statistics for individual application categories can be obtained
from Figure 8.3.

6.2. Manual analysis

Automated analysis is incapable of ensuring that applications retain
their original functionality across our instrumentations and mitigations.
Therefore, we manually collected additional compatibility and performance
statistics for a smaller set of 99 applications on a physical Google Pixel
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Figure 8.3: Automated analysis: Portions of vulnerable apps per category that
could be partly or fully fixed

3 device running Android 11 (Build RQ3A.210605.005). As part of this
analysis, every application was executed for two runs of 3 minutes, once
in the original version and once in the instrumented version. In each run,
a human operator navigated the application Ul, simulating a typical end
user exploring the software’s functionality. The test set of 99 applications
was obtained from Google Play in April 2022. It consists of the three most
popular free packages for 33 different categories. For applications that
required a paid membership or particular hardware peripheral, we picked
a replacement application that immediately followed in the ranking. If
a free user account was required, registration was completed before the
timer was started.

6.2.1. Deployment Speed

Our prototype completed instrumentation of an application package in
10.7 seconds on average. Over all data collected, we can observe a strong
correlation between the original APK size and the instrumentation dura-
tion (p = 0.70). This observation aligns well with the fact that the most
computationally demanding task for our instrumentation routine is the
compression and signing of the APK file. The distribution of instrumenta-
tion time across our test set is documented in Appendix 10.2.
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6.2.2. Package Size

The relative package size change caused by CRYPTOSHIELD’s instrumen-
tation averaged at 5 %. It is worth pointing out that the size of the
instrumentation module injected into all APK files was identical. The vari-
ance in instrumented APK size overhead results from our instrumentation
routine’s ZIP compression implementation that differs from the one found
in official Android build tools. For several applications, the overall APK
size even decreased during instrumentation. The distribution of absolute
APK size changes across the test set is detailed in Appendix 10.2.

6.2.3. Compatibility

From manually exploring the user interfaces of instrumented applications,
we can report that 91.9 % of applications in our test set retained their
original functionality. Although the instrumentation routine produced valid
APK files for all tested applications, some showed signs of malfunction
during execution. Through additional reverse engineering, we were able to
trace back most of these cases to issues with package name modifications (3
applications), or signature checks that were intended to prevent malicious
manipulation of the APK (3 applications). Two instrumented programs
were no longer functional due to incompatibilities with CRYPTOSHIELD’s
mitigation procedures (cipher mitigations broke server communication).

Given the non-exhaustive nature of manual Ul exploration, the compat-
ibility rate discussed here represents an upper bound. Still, we believe
that manual exploration is the most accurate method for obtaining a
representative compatibility measure in the absence of validation models
that could be used for automated exploration.

6.2.4. Launch Overhead

CRYPTOSHIELD’s instrumentation module and mitigations are initialised
during application launch. As the single most significant addition of
instructions, this procedure has the potential to harm the user experience
of instrumented applications. For our manual analysis, we therefore timed
application launch time before and after instrumentation. We found the
average launch time overhead of instrumented applications to be 571 ms,
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which is hardly noticeable to end-users. Appendix 10.2 documents the
distribution of absolute launch time overhead across the test set.

6.3. Per-API Runtime Overhead

Intercepting crypto API methods, inspecting arguments and applying
mitigations inevitably has some impact on their runtime performance. To
obtain a measure for the concrete overhead for each affected crypto API
method, we timed their execution (1) in an uninstrumented app, (2) while
only monitoring is enabled and (3) while only mitigations are enabled. For
each API, measurements were collected for the most expensive use case
and mitigation. For each measurement, we calculated the average from at
least 1000 samples.

Our measurements indicate that the worst-case runtime overhead of our
mitigations is about 101 ms (Cipher APT calls where a key has to be
derived via the hardware-backed AndroidKeyStore). Measurement details
can be found in Appendix 10.3.

Please note that an average per-app runtime overhead cannot sensibly be
provided for CRYPTOSHIELD. Any such value calculated over the entire
app lifecycle is entirely dependant on user behavior (how often intercepted
methods are triggered).

6.4. Synthetic Benchmark and Comparison to Static
Detectors

Although our manual and automated analyses use large datasets of pop-
ular real-world applications, they do not cover all our addressed crypto
misuses. To provide a more complete picture of CRYPTOSHIELD’s mitiga-
tion robustness and to facilitate comparing its detection precision with
state-of-the-art detection-only tools, we ran CRYPTOSHIELD against a
comprehensive synthetic benchmark. To the best of our knowledge, all
existing crypto API benchmarks are designed for traditional static misuse
detectors. In their original form, they are thus unsuitable for evaluating
CRYPTOSHIELD’s dynamic mitigation capabilities. We therefore selected
the CryptoAPI-Bench [1] benchmark as the best match for our misuse
rules, and adapted it to our setting. Adaptations ensure executability of
all test cases, and introduce checks for retained functionality. For example,
one of these checks asserts that encryption followed by decryption yields
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Cases C.Shield C.Guard
Category TP TN FP FN FP FN

InsecureTrustManager (R02) 8 0 0 0 0 8
InsecureHostnameVerifier (R02) 4 1 0 0 1 1
EcbCrypto (R0O5) 7 2 0 0 1 1
Http (RO1) 7 3 0 0 0 1
NoHostnameVerifier (R02) 2 0 0 0 0 1
PredictableIV (R06) 10 2 0 0 1 1
PredictableKeyStorePW (R03) 9 3 0 0 1 1
PredictablePBEPW (R04) 11 2 0 0 1 2
PredictableSeed (R10) 16 3 0 7 2 6
ReusedIV (RO7) 9 2 0 0 0 9
ReusedSalt (R09) 8 2 0 0 0 8
PredictableSalt (RO8) 1 3 0 6 1 1
Total 102 23 0 13 & 40

Table 8.1: Synthetic Benchmark test cases and results per misuse category. True
Positive and True Negative indicate test case ground truth. False
Positive and False Negative indicate errors in CRYPTOSHIELD’s and
CryptoGuard’s detections. Corresponding crypto rules in braces.

the original plaintext even if CRYPTOSHIELD replaces the key to mitigate
its predictability. Furthermore, we added 29 test cases that closely follow
the structure of existing cases, but fill CryptoAPI-Bench’s gaps in coverage
of misuse rules RO7 and R09. Lastly, we introduced new test cases for
covering Crypto API invocations through Java Reflection APIs (13) and
complex TLS certificate validation issues (3). Test cases not related to
CRYPTOSHIELD’s rules were removed. In total, our benchmark comprises
125 test cases, of which 102 contain misuse and 23 were designed to catch
false positives. For quantitatively evaluating CRYPTOSHIELD’s detection
capabilities against a state-of-the-art static detection-only tool, we also
analysed the same benchmark with CryptoGuard [16].

Benchmark details and results for both CRYPTOSHIELD and CryptoGuard
can be found in Table 8.1. CRYPTOSHIELD’s detection correctly identified
89 of the misuse cases (false negative rate: 13 %) and did not produce any
false positives. All missed misuses were caused by hardcoded CSPRNG
seeds (7) or PBE salts (6). Most issues can be traced back to a limitation
in our prototype, which for efficiency reasons only considers hardcoded
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byte arrays of at least 4 bytes. This may be addressed in future work. For
all test cases where CRYPTOSHIELD detected a misuse, the consistency
checks indicated that mitigation procedures retained existing functionality.

While CryptoGuard performed slightly better than CRYPTOSHIELD on
hardcoded values, it had higher false positive (9 cases ~ 36 %) and false
negative (41 cases ~ 37 %) rates overall. The static detector was unable
to identify insecure TLS certificate validation or nonce reuse at all. It is
worth noting that CryptoAPI-Bench was designed for evaluating static
misuse detectors, so some of its test case variations specifically challenge
static detectors, but look identical to CRYPTOSHIELD. A benchmark for
objectively comparing static and dynamic crypto API misuse detectors has
not been proposed yet. Dynamic detectors usually suffer from poor code
coverage. However, for dynamic mitigation, code coverage is irrelevant, as
long as we can ensure that all ezecuted misuse is mitigated (see Section
6.1). CRYPTOSHIELD is designed for preventing exploitation of crypto API
misuse, not for generating an extensive list of misuse hidden in code bases.

Appendix 11 shows additional benchmark implementation details.

6.5. Case Studies

To demonstrate how CRYPTOSHIELD prevents leakage of sensitive user data
in real-world scenarios, we conduct case studies on two popular applications
that contain critical vulnerabilities caused by crypto API misuse. Case
study samples were chosen based on 1) number of installations, hence
real-world representativeness, 2) illustrative quality, i.e. suitability for
demonstrating causes and consequences of crypto API misuse, and 3)
sensitivity of processed data. Displayed vulnerabilities were responsibly
disclosed to the respective vendors.

6.5.1. Banggood

Banggood is a Chinese online retailer whose Android app has been down-
loaded more than 10 million times from Google Play as of August 2022.
The application uses insecure TrustManager and HostnameVerifier im-
plementations, allowing a MITM attacker to intercept the data exchanged
between the Banggood client program and server. Although many of the
application’s requests are protected by a proprietary RSA scheme on top
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of TLS, the customer registration endpoint is not, meaning that complete
user accounts can be compromised.

When installing the application on a system protected by CRYPTOSHIELD,
the data disclosure is successfully prevented. From the CSA monitor
interface, we can confirm that the network request for registration fails
during an ongoing MITM attack because our system aborts the connection
after it detects the MITM attack.

6.5.2. Amaze File Manager

Amaze File Manager is an open-source file management application for the
Android platform. Together with its derivates, the program has reached
an audience of more than 10 million users according to Google Play.
Beyond the basic feature set common in this software category, Amaze
also supports encryption and decryption of sensitive files.

CRYPTOSHIELD detects that the same IV is used for AES-GCM encryp-
tions of multiple different files. Experiments with an unmodified version of
the file manager confirm that from two ciphertexts C; and C5 encrypted
using the same key and one of the plaintexts P;, we can calculate the
other plaintext Py as P, = Cy & Cy @ P;. Since encrypted files are saved
in public storage, this means that any other application with appropriate
read access may decrypt files just by guessing one original plain text.

The flaw can also be confirmed from the source code of the Amaze File
Manager application, where the corresponding class holds a comment
about this exact problem. The example underlines that developers are
often overwhelmed by the security requirements of modern applications,
lacking the experience for ensuring proper data protection

When the same experiment is conducted after applying CRYPTOSHIELD
to the vulnerable app, fresh IVs are injected for every encryption, so that
no information about P is leaked.

7. Discussion & Future Work

This section elaborates on the issues raised in Section 5 and highlights
additional limitations. It also explores how our approach can be extended
to related research fields.
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7.1. Robustness

Although our mitigations were designed to keep side-effects at a minimum,
some of them have the potential to lead to issues in an app’s existing
functionality. Example scenarios are applications that use insecure ECB
mode in server communication, or that pass prefixed ciphertexts to fixed-
size buffers in native code. However, evaluation on real-world apps (Section
6.2) shows that these issues combined only affect a very small number of
applications (2 %), so that CRYPTOSHIELD’s security benefits far outweight
its potential for introducting side-effects. For affected applications, users
can take advantage of CRYPTOSHIELD’s fallback mechanism (Section 5.7).
It is worth noting that our instrumentation may be incompatible with
advanced app packers that hook Android Runtime APIs. However, to
the best of our knowledge, these techniques are only used in malicious
apps that seek to evade analysis. As discussed in Section 3.2, malicious
applications are out of scope for CRYPTOSHIELD.

7.2. Implementation Security

By utilizing the DevicePolicyManager APIs, CRYPTOSHIELD assumes a
security-sensitive role on the Android device. If an attacker was to find and
exploit a vulnerability in CRYPTOSHIELD, they could carry out operations
on the device that might harm the user. For our prototype, we took great
care to follow security best practises for the Android platform, and we
publish our source code for examination by fellow security researchers®.
Before deploying our solution in a real-world scenario, an independent
code audit is advisable for ascertaining the implementation’s security and
trustworthiness.

7.3. Signature Checks

For instrumenting third-party applications on unrooted devices, our pro-
totype implementation modifies APK files, re-signing them with a new
certificate in the process. Like any other solution that takes advantage
of this approach, it is affected by signature checks that some developers
integrate into their programs as protection against maliciously modified

5Source code is available at https://extgit.iaik.tugraz.at/fdraschbacher/crypto
shield
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redistributions. While it would be possible to work around many imple-
mentations of signature checks using our instrumentation technology, we
respect the intention behind these barriers and refrain from pursuing ideas
for circumventions. Only 3 % of applications in our manual evaluation
test set were affected by this problem. We argue that developers who are
versed enough to implement package signature checks are more likely to be
aware of and follow best practices for cryptography in general. It is worth
pointing out that this is a limitation of the prototype implementation and
not our mitigation procedures. Another implementation may choose a
different trade-off between usability and compatibility or take advantage
of an entirely new instrumentation technique.

7.4. Bookkeeping Costs

CRYPTOSHIELD maintains runtime databases for detecting and mitigating
nonce reuses. Inevitably, this bookkeeping incurs some runtime overhead,
e.g. when compared to the one-time cost of a static approach that analyses
the control flow graph of an application. However, we argue that the
bookkeeping runtime cost is not critical here - it is not noticable to
the user in our prototype (see Section 6.3). Much more importantly,
CRYPTOSHIELD’s runtime instrumentation can take advantage of data
that static analysis never has access to. It enables mitigation of misuse
cases that are not noticable to static analysis, such as reuse of dynamically
generated nonces or non-trivial issues in TLS certificate validation.

7.5. API Coverage

Our prototype implementation only detects and mitigates misuse of crypto-
graphic APIs provided by the system frameworks or by known third-party
libraries. Applications that integrate from-scratch implementations of
primitives or native third-party crypto libraries are not covered by our pro-
tection measures. Still, it is worth noting that our mitigation procedures
can in principle be extended to any implementation of the covered APIs.
Obfuscated code and invocations of Java code through Java Reflection
APIs or the Java Native Interface are already supported in our prototype
implementation.
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7.6. Device Coverage

We implemented our prototype for the popular Google Pixel series of
devices and the three most popular iterations of the Android OS (versions 9-
11)7 as of August 2022. The system was extensively tested on a Google Pixel
3 running Android 11. Given the slight variations of ART behavior between
different devices and Android versions, we anticipate minor changes before
support for other devices can be guaranteed. We also have to point out
that our current implementation only works on the ARM instruction set,
which covers the vast majority of available Android devices. Extending
support to additional CPU platforms is feasible and only a matter of
resources.

8. Related Work

In this section, we highlight previous publications in the domain of crypto
API misuse on the Android platform.

8.1. Mitigating Crypto API Misuse

The only previous works capable of mitigating crypto API misuse in
compiled Android applications are Pin It! by Buhov et al. [3] and CDRep
by Ma et al. [11]. The first requires root permissions and only addresses
issues with TLS misuse. CDRep follows similar high-level principles as
our solution, but differs significantly in its approach and practicality.
In contrast to CDRep, CRYPTOSHIELD (1) can be directly deployed to
protect a user’s device in a self-contained manner, (2) addresses many
more misuse cases, among them particularly wide-spread and critical TLS
issues, (3) emphasizes retaining functionality, and (4) does not suffer from
the resource-intensiveness and imprecision of static CFG analysis (CDRep
only mitigates the first misuse per app method and takes 19 seconds per
misuse for patch generation). Unfortunately, Ma et al. were unable to share
their source code or data set with us, so we cannot provide quantitative
comparisons.

"As indicated by Google’s official Android version distribution chart inside the Android
Studio IDE
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Beyond these immediately related works, the closest publication to CRYP-
TOSHIELD in terms of the addressed security vulnerabilities is FireBugs
by Singleton et al. [18], which employs static analysis and pattern-based
patching for retrofitting security best practices into applications that con-
tain crypto API misuse. However, their solution only produces source-level
patches that can serve as a guideline for application maintainers. It is
not capable of protecting end users. Newbury et al. [12] combine static
analysis and the desktop JVM’s instrumentation API for hotpatching
crypto API misuse in enterprise Java applications. However, their triv-
ial mitigation strategies completely neglect the potential for side effects.
Conceptually, our solution bears similarities to the work by Bates et
al. [2], which proposes a solution for fixing SSL certificate validation on
Ubuntu by dynamically linking a shim between third-party applications
and SSL libraries. Some Android-specific publications suggest source-level
mitigations for crypto API misuse, e.g. by facilitating the configuration of
certificate pinning through XML files [7, 20].

8.2. Detecting Crypto API Misuse

Most previous works on crypto API misuse focus on detection in compiled
application packages. The most recent major publications in this field
of research have been provided in Section 1. The current state-of-the-
art purpose-built tools ready for practice are generally considered to be
CryptoGuard by Rahaman et al. [16] and CogniCrypt/CrySL by Krueger
et al. [10].

9. Conclusion

Official countermeasures and previous efforts by the research community
were ineffective in eliminating the common security vulnerabilities in pop-
ular Android applications that are induced by misuse of cryptographic
APIs. In this paper, we devised a set of generic mitigation procedures
for the most severe crypto API misuse scenarios. Based on prototype
implementations of our mitigation procedures, we provide a tool that can
protect users against crypto API misuse vulnerabilities until a long-term
solution has been found. Our system’s on-device daemon service is capable
of automatically injecting an instrumentation module into all application
packages installed on a device. This module subsequently monitors crypto
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API calls inside a target application and mitigates identified misuse trans-
parently to application code. We showed that CRYPTOSHIELD effectively
mitigates vulnerabilities in real-world applications, is compatible with the
vast majority of Android applications, and introduces minimal overhead.
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10. Appendix

10.1. Mitigation Procedures

Figure 8.4 illustrates the simplified mitigation procedure for implicit ECB
mode in the Cipher API. (I) Cipher creation is intercepted to return a
wrapper object. (2) In encryption mode, ECB mode is upgraded to CBC
upon initialization and a fresh salt is generated. (3) The salt and an upgrade
flag are prepended to the actual ciphertext (4) The prepended ciphertext
is returned to application code, which later passes it to decryption. (5)
Cipher creation is intercepted to return a wrapper object. (6) In decryption
mode, the wrapped cipher is initialized with parameters from application
code. (7) If a ciphertext prefix is found, the wrapped cipher is re-initialized
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with the parameters extracted from the prefix. Extracting the prefix from

data streams fed through the cipher adds significant complexity to the
complete implementation.

10.2. Manual Analysis

Figure 8.5 shows the distribution of instrumentation time, APK size
overhead and launch time overhead across our manual analysis test set.
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Figure 8.5: Manual analysis: Distribution of performance characteristics across
the test set

10.3. Per-API Runtime Overhead

This section provides details on our per-API runtime overhead measure-
ments. For each API, measurements were collected for the most expensive
use case. For example, Cipher.update() mitigation measurements are
for the first decryption buffer in ECB mode and use a PBE key with
hardcoded password and salt, so that it involves CRYPTOSHIELD ex-
tracting the ciphertext prefix and deriving a fixed PBE key. For each
measurement, we calculated the average from at least 1000 samples. Table
8.2 contains the exact per-API runtime overheads of CRYPTOSHIELD’s
monitoring and mitigation. It is worth noting that monitoring was dis-
abled while mitigation was measured and vice versa. The most significant
overheads were observed for mitigations that involve deriving a key via
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Cipher c¢ = Cipher.getInstance("AES");

c.init (ENCRYPT MODE, k) ;

return c.doFinal (pt);

®

byte[] decrypt (byte[] ct, SecretKeySpec k) {
Cipher c¢ = Cipher.getInstance ("AES
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byte[] encrypt (byte[] pt, SecretKeySpec k) { I
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Mitigation Shim

» public Cipher CipherGetInstance (String algo) {
Cipher ¢ = JCA.CipherGetInstance (algo);
return new CipherWrapper (c);

public class SimplifiedCipherWrapper extends CipherSpi {
boolean upgradedCipher = false;

+~ Cipher wrapped;

~M~ int mode;

\

Y SimplifiedCipherWrapper (Cipher wrapped) {

\ nrwm.SHmmvmnuznmvwmam
@
>

void engineInit (int m, Key k) {
mode = m;
if (mode == ENCRYPT MODE && isImplicitECB()) {

wrapped = JCA.CipherGetInstance (AES CBC);
wrapped.init (m, k, generateRandomIv ()
upgradedCipher = true;

} else {

" wrapped.init (m, k);

}
N
~» Dbyte[] engineDoFinal (byte[] data) {
if (upgradedCipher) {
byte[] ciphertext = wrapped.doFinal (data);

return mergeArrays (p.encode (), ciphertext);

} else if (mode == DECRYPT MODE && hasParamPrefix (data))
| ParamPrefix p = vmnmmmﬂmmeAQmﬁmvm
! 'if (p.shouldUpgradeCipher()) {
" wrapped = JCA.CipherGetInstance (AES CBC);

}
" wrapped.init (mode, wrapped.getKey(), p.getIV());
I data = p.getRemainingData () ;

return wrapped.doFinal (data);

ParamPrefix p = new Prefix (upgradedCipher, wrapped.getIV());

{

tion procedure for implicit ECB mode.

Simplified mitiga

Figure 8.4
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the hardware-backed AndroidKeyStore. We attribute the speedup of Se-
cretKeyFactory.generateSecret() in the instrumented app to measure-
ment variations. CRYPTOSHIELD’s implementation of this API is only a
wrapper of the original method. PBE key issues are mitigated once they
are used in cipher operations.

API Orig. (5 ) v
Cipher.getInstance() 0.01  0.02  0.02
Cipher.init() 0.01 1.54 101.00
Cipher.update() 0.03 1.20 95.12
Cipher.final() 0.00 1.19 9542
Cipher.updateAAD() 0.00 000  0.00
KeyStore.store() 140.94 5.20  87.07
KeyStore.load|() 140.60 3.85  86.99
SecretKeyFactory.getInstance() 0.00 0.01 0.01
SecretKeyFactory.generateSecret()  13.66  -0.08  -0.16
SecureRandom.getInstance() 0.00 0.02  0.02
SecureRandom.setSeed|() 0.00  0.57  0.02
SSLSocketFactory.createSocket() 4290 349  1.96
SSLSocket.getInputStream() 9.34 8.03 7.00
SSLSocket.getOutputStream() 10.09  9.04  5.60
URL.openConnection() 69.85 34.19 59.08
okhttp3.Request.Builder.url() 0.03  0.63  0.07

Table 8.2: Per-API runtime overheads in milliseconds. Orig. displays the API
runtime in an unmodified app, while @ and v contain overheads
(relative to Orig.) for monitoring and mitigations, respectively.

11. Synthetic Benchmark Details

In this section, we provide additional implementation details for the
synthetic benchmark employed in our evaluation (Section 6.4).

11.1. Functionality Checks
Where possible, we implemented functionality checks by extending Crypto-
API-Bench’s existing testcases to run a full sequence of corresponding

operations, so that we can compare the final output to the original input.
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8. CryptoShield

Listing 11.2 displays a simplified example of this principle for using ECB
mode with a symmetric cipher. For cases involving TLS communication,
we check for retained functionality by establishing a connection with
and without an ongoing MITM attack, ensuring that the latter succeeds
and the former is prevented by CRYPTOSHIELD’s mitigations. Test cases
involving CSPRNG seeding are assumed to always stay functional, since
CRYPTOSHIELD never influences the structure of generated values.

11.2. Reflection Test Cases

We extended our benchmark to cover invocations of cryptographic APIs
through Java Reflection APIs. For cases that involve interfaces imple-
mented by application-level code, we utilize Java’s Dynamic Proxy infras-
tructure to construct a proxy implementation that forwards all calls to a
handler. A simplified example of this approach can be found in Listing
11.1.

public class Casel implements InvocationHandler {
public static void main(String[] args) {
HostnameVerifier hv = (HostnameVerifier)
< Proxy.newProxyInstance(...,
new Class[] {HostnameVerifier.class},
new Casel());
// We're simulating a MITM attack here!
if (hv.verify("mitm.com”, session)) {
ssl.getOutputStream() .write(data);

@Override
public Object invoke(Object proxy, Method method, Object[]
— args) throws Throwable {

return true; // Insecure!

Listing 11.1: Example test case using java.lang.reflect.Proxy
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public class EcbCasel {
public static void main(String[] a) throws ... {
KeyGenerator keyGen = KeyGenerator.getInstance("AES");
SecretKey key = keyGen.generateKey();
Cipher c = Cipher.getInstance("AES/ECB/PKCS5Padding”);
c.init(Cipher.ENCRYPT_MODE, key);

byte[] data = new byte[128];

byte[] cipherText = c.doFinal(data);

cipher.init(Cipher.DECRYPT_MODE, key);

byte[] plainText = c.doFinal(cipherText);

if (Arrays.equals(plainText, data))
System.out.println(”Still functional”);

Listing 11.2: We adapted CryptoAPI-Bench to check retained functionality
(adaptations highlighted).
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Abstract

Inspecting and manipulating runtime behavior of Android applications is
a common need in mobile security research. However, existing tools lack
a holistic application-agnostic approach. They either require changes to
be manually adapted to each target application, or they focus exclusively
on executable code parts, neglecting the key role the application manifest
and resources play in the Android ecosystem. This limits their use for
research purposes, where a specific series of modifications on various app
components frequently has to be applied to a whole body of applications.

In this paper, we present A2P2, a flexible patching pipeline for compiled
Android applications. Our system encompasses a custom declarative patch
format for specifying complex manipulations on all parts of an application
package. Patch projects are developed inside the Android Studio IDE
and compiled into patch packages. These may then be applied to an
arbitrary number of application package (APK) files through our flexible
patching pipeline implementation. Existing pipeline stages may be freely
arranged and augmented with user-supplied custom stages so that entirely
new sophisticated transformations may be implemented from a range
of core primitives. For manipulating Dalvik bytecode, we provide two
different rewriting backends and an abstraction that enables addition of
new rewriting technologies transparently to patch projects.

We demonstrate A2P2’s efficiency and efficacy by providing estimates
for deployment speed and effects on compatibility, application size, and
runtime performance for typical use cases. Lastly, we implement A2P2
patches that reproduce previous research and facilitate common security
analysis tasks.
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9. A2P2

1.

Introduction

As part of their work, mobile security researchers commonly face the need
to inspect and manipulate the runtime behavior of closed-source Android
applications. This may be necessary for analyzing a suspectedly malicious

pro

gram, reverse-engineering a proprietary protocol, assessing the security

of an unknown piece of software, or detecting and mitigating a particular
class of vulnerabilities.

Over the past decade, a number of solutions for inspecting and manip-
ulating application runtime behavior have been proposed. From these,
three different technical approaches can be derived, each with its own
advantages and disadvantages.

1.

252

System Modifications. Root privileges can be utilized on the Android
platform for either replacing parts of the system components that
form the application runtime [8], or for attaching to an application
process during execution [5]. However, gaining root privileges requires
modifying the OS installation, which impacts the entire software stack
on the device and not just individual applications. Additionally, appli-
cation patching tools proposed as part of research are often designed
for aiding inexperienced developers or advanced users in retrofitting
security improvements into compiled apps. In these scenarios, the
resulting apps are installed on real-world devices, where making root
permissions available to the user must be considered a security risk.

. Virtual Containers. Some solutions execute target applications within

the context of a container application, e.g. [3]. From the perspective of
the OS, the target application lives in the process of the container appli-
cation, which grants it arbitrary capabilities for runtime manipulation
without requiring root permissions. However, this setup also consider-
ably limits the OS integration of the target application. Additionally,
it requires the container application to statically pre-request all per-
missions any contained application may need later, which qualifies as
an extreme case of over-permissioning.

. Repackaging. Applying changes directly onto the application package

(APK) file [14, 16] allows modifying any aspect of the contained files,
such as the executable code or the application manifest. All changes
only affect the target application and can be conveniently redistributed
for installation on unmodified Android systems. However, modifying the
APK file requires resigning it, which may lead to issues. Still, in research



1. Introduction

scenarios where root privileges are not available, repackaging is the
most reliable way for inspecting and manipulating Android application
runtime behavior. We therefore concentrate on this technology in the
following.

Although multiple repackaging tools are readily available for applying
user-specified changes to a given APK file, their use for research purposes
is limited. Many research use cases involve applying a given change to a
whole body of diverse applications. However, available tools either require
changes to be manually adapted to each individual target APK file or only
allow modifying the executable parts of the APK, entirely neglecting the
central role of the Android manifest as the contract between the application
and OS. Due to this lack of existing tooling, researchers commonly had to
implement their own purpose-built tools [4, 9, 12, 17|, wasting resources
that they may instead have invested into their core contributions.

We introduce A2P2 to address this evident gap in research tooling. To
the best of our knowledge, our patching pipeline is the first solution for
developing and deploying holistic application-agnostic patches to compiled
Android applications.

Our key contributions are:

e We propose an application-agnostic patch format that allows declar-
atively specifying complex changesets to Dalvik bytecode, Android
manifest and application resources, as well as addition of arbitrary
files into a compiled Android application package. The format entails
a developer-facing source variant (A2P2 patch project) as well as a
compiled binary variant (A2P2 patch package) for feeding into the
deployment pipeline.

e We present a suite of tools for developing and compiling changesets,
as well as for applying them to concrete compiled Android application
packages (APK files). The deployment components are organised in a
fully customizable patch deployment pipeline. We provide full imple-
mentations of all pipeline stages needed for deploying our patch format.
Additionally, our solution allows users to supply custom pipeline stages
that may specify complementary changes procedurally, utilizing our
low-level manipulation primitives for various Android-specific file for-
mats.

253
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e We provide performance and compatibility metrics for evaluating
A2P2’s efficacy and showcase a set of example patches that demonstrate
how our patching pipeline facilitates mobile security research.

e We make our entire toolchain (including development tools and de-
ployment pipeline) available to the research community under an
open-source license. !

The remainder of this paper is organized as follows: Section 2 lays out the
necessary background knowledge. Section 3 then introduces the overall
architecture of the A2P2 system. Subsequent Sections 4 and 5 describe
our patch format design and pipeline implementation, which are then
evaluated in Section 6. We discuss limitations of our concept and plans
for future work in Section 7, highlight related publications in Section 8
and conclude this paper in Section 9.

2. Background

In this section, we summarize background information on Android appli-
cation development, the APK format, and the ART runtime.

2.1. Android Application Development Process

Google provides an official Android Studio IDE for developing Android
applications. Key components of an application project are:

e Android manifest: An XML file declaring the permissions required for
operation and the functionality (Activities, Services, ContentProviders)
exposed to the rest of system. If any such externally exposed charac-
teristic is to be added to or removed from the application, the change
needs to be reflected in the manifest for the system to pick it up.

e Program code: Google recommends implementing program logic in Java
or Kotlin, although integrating native code is possible for performance-
critical program parts or incorporation of existing components. The
Java Native Interface (JNI) enables interaction between native (C/C++)
and managed (Java/Kotlin) code.

1Source code is available at https://extgit.iaik.tugraz.at/fdraschbacher/a2p2
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2. Background

e Resources: These include files that define Ul layout structures, strings
for localisations, images and many more.

e Other assets: Files that are copied into the application package in
verbatim during build, i.e. in an unaltered form.

During build, various human-readable parts of an application project are
transformed into representations more suitable for execution and packed
into an Android Application Package (APK) file. The Gradle build system
and an Android-specific plugin are used for coordinating and configuring
the tasks involved in the build process. Java and Kotlin code is compiled
into Java bytecode using the javac compiler, then further transformed
into Android-specific Dalvik bytecode by the d8 build tool. The Android
manifest and XML resources are compressed into an Android-specific
binary XML representation. A resource index is assembled that assigns
each resource an identifier that can be used for cross-referencing.

2.2. Android Package Format

The APK file format is used for deploying a compiled Android application
to a device for installation. At the outermost layer, an APK file is a
ZIP archive whose contents follow a well-defined structure. The core
components of an APK file are stored in the top level of the ZIP container.
These comprise the Android manifest in the AXML binary XML format
and one or multiple Dalvik Executable (DEX) files that hold the Dalvik
bytecode for the Java and Kotlin classes that implement the program
logic. The ARSC file plays a key role in organizing the resources within
an APK file. It contains a detailed resource index that not only allows
unique identification of resources but also is structured in a way that
enables dynamically selecting resource values at runtime depending on
device characteristics such as screen size or configured locale.

Before an APK file can be installed onto an Android device, it needs
to be signed with a self-signed developer certificate. This ensures that
application updates can only be installed if they stem from the same
developer as the original installation.

For efficiency reasons, modern Android applications may be composed
of multiple APK files that carry the same package name and are signed
with the same developer certificate. All individual APK files need to be
installed onto the device for the application to be operational.
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2.3. Android Runtime

The Dalvik bytecode stored in DEX files encodes program functionality
in the instruction set of a register-based virtual machine. This ensures a
compiled application is compatible with any Android device, no matter
its native CPU architecture. The Android Runtime (ART) is the system
component responsible for implementing the virtual machine instruction
set. It executes Dalvik bytecode through a combination of interpretation,
ahead-of-time (AOT) compilation, and just-in-time (JIT) compilation.
Instead of initializing a fresh runtime instance at every application launch,
application processes are forked from a special process called Zygote that
already pre-initialized the most frequently used framework classes. A
list of these classes may be obtained from the publicly-readable file at
/system/etc/preloaded-classes on a device.

3. A2P2 Overview

In this section, we describe the core goals and concepts of the A2P2 system
from a high-level perspective.

Most fundamentally, A2P2 seeks to keep the entry barrier for implementing
common patch use cases low while still offering the maximum degree
of flexibility for advanced patching needs. For maintaining a low entry
barrier, we propose a custom declarative patch format and all tooling
required for developing and deploying patches to compiled APK files. We
accomplish flexibility by structuring the deployment functionality as a
fully extensible patching pipeline that offers the framework and primitives
for efficiently implementing arbitrarily complex APK transformations.
Figure 9.1 illustrates how a patch in the A2P2 format can be deployed by
configuring and executing a suitable A2P2 pipeline instance.

3.1. Declarative Patch Format

Our declarative patch format is designed for specifying changes in a generic
form once and deploying them to an arbitrary number of application
packages later. We accomplish this by focusing supported changes on
the interface between the platform and application. Fundamentally, this
entails the Android manifest, where an app registers its key components to
the system and declares the permissions it requires for its operation. Our
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Human-Readable Patch Format A2P2 Patch Project |

Resources &

Manifest Changes Java Changes Native Libs

Annotation Processor

Glue Code

‘ Android Build Tools
! Patch Buiild > (Custom Gradle Plugin)

Custom Apply .
Unpack>—> Stage >—> Patch Pack Sign
Target App Patched App

© A2P2 Pipeline

Figure 9.1: Core components of the A2P2 system: Patches in the A2P2 patch
format can be deployed by configuring and executing a pipeline
instance that uses the Apply Patch stage.

custom XML patch format supports specifying arbitrary modifications
to manifest contents, including addition, deletion, and modification of
element or attribute nodes. Second, the A2P2 patch format also allows
addressing the APIs that form the functional interface between the OS
and an application. An annotation-based domain-specific language enables
precisely intercepting method invocations to system framework or third-
party library APIs. Replacement methods are implemented in Java, may
manipulate or inspect passed parameters and invoke the original method
implementation. Furthermore, patches may specify resources for addition
into target APK files’ resource index in a way that does not collide with
existing resource identifiers while still allowing to reference them in the
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patch project’s code or application manifest. Lastly, our patch format
also allows provisioning assets or native libraries for addition into target
APKs. Before a patch project can be used in the deployment pipeline,
it is transformed into a patch package, which contains machine-readable
representations of all changes that already resemble the respective target
structures inside APK files.

3.2. Development Tooling & Patching Pipeline

A2P2 includes all tooling required for building patch packages, as well as
for deploying them into application package (APK) files.

For lowering the entry barrier to A2P2, our development tooling integrates
into the Android Studio IDE so that patch projects can be constructed in
an environment Android researchers and practitioners are already familiar
with. To this end, A2P2 provides a custom Gradle plugin that can be used
for organizing the structure and build of a patch project. Transforming a
patch project into a patch package takes advantage of the official Android
build tools normally used for app development. A custom annotation
processor integrates into the build process to generate glue code that later
facilitates patch deployment.

Deployment tooling consists of a flexible pipeline design. As part of this
design, we specify a chainable pipeline stage interface. Every stage im-
plements a transformation on the currently processed target application
package, optionally incorporating additional configuration or input files.
An arbitrary number of pipeline stages and respective configuration or
input files can be arranged into a sequence, forming a pipeline instance.
A body of application packages (APK files) can then be filled into the
pipeline and pass through the stages one by one. After undergoing the
sequence of transformations implemented by the configured pipeline stages,
each input package exits the last stage as an APK file again.

Our pipeline design and interface were kept generic so that users can im-
plement and supply custom stages for integration into pipeline instances
together with readily made stages shipped with our A2P2 reference imple-
mentation. Among these pre-built stages, we provide essential functionality
for unpacking, packing, and signing application packages, as well as an
Apply Patch stage for applying patch packages in our declarative patch
format.
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The Apply Patch pipeline stage takes advantage of primitives for parsing
and manipulating AXML, ARSC, and DEX data structures, as well as
our respective patch formats. For deploying code changes, A2P2 supports
two rewriting backends that differ in compatibility characteristics.

4. Patch Format

This section describes our declarative patch format, which comprises the
human-readable source variant we term A2P2 Patch Project, as well as
A2P2 Patch Package, a binary variant that facilitates deployment.

The A2P2 patch format was designed to be application-agnostic yet easy
to use. To this end, our patch project and patch package structures as
closely as possible follow those of application projects and application
packages, respectively. Changes to a given application component (e.g.,
the application manifest, code, or resources) are specified in the same
general file format as their respective target. For example, changes to the
application manifest XML file are themselves specified inside an XML file.
In the following, we describe how patch projects can specify changes to
the different components of an Android application package (APK file).

4.1. Application Manifest Changes

Changes to the application manifest are specified in the Android-
Manifest.xml file of the patch project, which we term manifest patch
file. While the manifest patch file would pass validation as an application
manifest, it contains custom XML elements that specify a sequence of
transformations to be applied to a target APK’s application manifest file
during patch deployment. The available XML elements are loosely based
on RFC5261 [15] but adapted for the Android-specific AXML format and
enhanced by XPath placeholders in added or replaced values.

Every transformation element encodes a combination of a selector and an
operation. The selector is an XPath expression that specifies the precise
subject or subjects (one or multiple element, attribute or text nodes) of the
modification. Available operations are addition, replacement, or insertion
of elements or attributes. Listing 4.1 showcases an example manifest patch
file taking advantage of all supported transformation elements.
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<?xml version="1.0" encoding="utf-8"7>

<manifest

— xmlns:android="http://schemas.android.com/apk/res/android"

— xmlns:patch="http://schemas.android.com/apk/res-auto”
package="com.a2p2.sample.patch”>

<patch:add sel="manifest">
<metadata android:name="patched” android:value="true" />
</patch:add>

<patch:replace sel="manifest/application/activity/@name">
$${globalize(xpath(”/manifest/@package”), xpath("."))}
</patch:replace>

<patch:remove sel="manifest/application/@testOnly"/>
</manifest>

Listing 4.1: Example manifest patch file

4.1.1. Add Element

Addition of new elements or attributes can be accomplished using the
<add sel="..." pos="..."/>element in the manifest patch file. The sel
attribute contains the selector expression, while the optional pos attribute
encodes where exactly in relation to the selected node or its child nodes
the addition should be applied. Possible values are prepend, before, and
after. All child elements of the add node in the patch manifest file are
added as children to target nodes. If no child elements are provided, all
attributes of the add node are copied to selected target nodes.

4.1.2. Replace Element

The <replace sel="..."/> element allows replacing elements or attribute
values. If its selector in the sel attribute targets an element, the latter
will be replaced with the first child node of the replace element, including
all attributes and children. If the XPath selector targets attributes, the
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replacement value is to be provided as the text content of the replace
element.

4.1.3. Remove Element

Lastly, elements or attributes may be removed by utilizing the <remove
sel="..."/> element.

4.1.4. Placeholder Expressions

Added values may include placeholder expressions. These are string tokens
prefixed with $$ and surrounded by curly braces. The $${xpath(...)}
placeholder allows including results of XPath expressions evaluated in
relation to the replaced element. The $${globalize(...,...)} place-
holder expression combines a relative class name (first parameter) and
its package name (second parameter) into a fully-qualified class name.
$${appendeach(...,...)} appends the string passed as its second param-
eter to every element in the semicolon-delimited list of strings in the first
parameter. Placeholder expressions may be nested, enabling very complex
combined expressions.

4.2. Java Execution Flow Changes

Fundamentally, A2P2’s execution flow manipulation operates by intercept-
ing method calls. Since this scheme is particularly suitable for manipulating
the interaction between an application and Android framework APIs, it
caters to our philosophy of application-agnostic patching. Only static
methods, instance methods, and constructors that are publicly visible may
be intercepted.

For every target method intercepted, patch developers implement an
interception handler. Inside a patched application, this interception handler
will be called in place of the target method. In a patch project, interception
handlers are implemented as static Java methods that accept the same
arguments, return the same type and throw the same exceptions as the
target method. Every interception handler needs to be marked with an
annotation that encodes the target class and method it wishes to intercept.
For convenience, multiple interception handlers for methods of the same
target class may be combined into one Java class, in which case the
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target class annotation may be used at class level and is inherited by all
contained interception handlers. Listing 4.2 takes advantage of this feature
and demonstrates all possible interception annotations.

In addition to interception handler implementations, patches may contain
arbitrary Java or Kotlin code. This is necessary for use cases where patches
need to augment existing app functionality, e.g. by adding core components
such as activities or services. These can be injected into the application
manifest through the manifest patch file and backed by an implementation
in the patch’s code. All code is compiled into DEX files during patch
build, which are to be copied into target application packages during patch
deployment.

Whenever an application wishes to call the original implementation of an
intercepted method, it can take advantage of the OriginalMethods class
generated by A2P2’s build tools. This class exposes a function for every
intercepted method. How exactly these exposed functions implement the
invocation of original method implementations depends on the employed
rewriting backend (see Section 5.3). This abstraction enables adding
arbitrary rewriting backends without modifying patch projects.

4.2.1. Intercepting Static Methods

For intercepting a static method, the corresponding interception handler
needs to be marked with the @PatchStaticMethod annotation. The name
of the target method is either assumed to be identical of the interception
handler or passed explicitly as an argument to the annotation. Interception
handlers for static methods may call the original implementation of the
target method through the OriginalMethods abstraction.

4.2.2. Intercepting Constructors

The @PatchConstructor annotation encodes interception handlers for
constructor invocations. Since Java identifies constructors solely by their
signature, no additional name parameter or naming convention is necessary.
Due to specifics of the Dalvik bytecode format and ART runtime which are
further discussed in Section 5.3.1, constructor interception handlers do not
have a means to explicitly call the original constructor implementation.
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4.2.3. Intercepting Instance Methods

Interception handlers for instance methods may be marked with the
@PatchInstanceMethod annotation. The same name rules and original
method invocation mechanism apply as for static method interception.

A particularity of instance methods in the Dalvik bytecode format is
that they carry the instance object as an implicit first argument. In the
Java and Kotlin programming languages, this first argument is accessible
by using the this keyword. Since that keyword may only be used in
instance methods, static interception handlers for instance methods take
the instance object as their explicit first argument.Code inside interception
handlers may use this instance object for accessing member variables, or
pass it to the OriginalMethods abstraction for invoking original method
implementations.

4.2.4. Patch Inference

An important detail about the semantics of instance method interception
requires further discussion. In many Android framework APIs, only the
abstract type of objects passed from the system to the application is
known. This affects arguments that the framework passes when invoking
an application’s lifecycle or callback methods, as well as results returned
from framework methods.

For example, consider the Activity.getContext() method. Its return
value is only guaranteed to extend from the abstract Context class. The
exact concrete type of the returned object is not known before runtime and
may in fact differ between applications. This potentially leads to problems
if a patch wishes to intercept an instance method of the Context class.
In most cases where the exact instantiation type of abstract framework
types and interfaces is not known, it is desirable to intercept calls to all
corresponding implementations in subclasses. Consider a patch that wishes
to intercept calls to the abstract Context.getSystemService() method.
In the absence of knowledge about the possible concrete implementations
of this class (in the system framework or in the code of target applications),
the most sensible approach for the patch is to intercept all implementations
in all subclasses of the Context class.

This consideration plays an important role in the semantics of our exe-
cution flow patches. For maintaining application-agnosticity, we require
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@PatchClass("java.net.Socket")
public class SocketSamplePatch {
// Intercept Socket creation
@PatchConstructor
public static void init(Socket thiz, InetAddress address, int
— port) throws IOException {
try {
thiz.setSendBufferSize(4096);
} catch (SocketException ignored) {3}
}
// Intercept calls to Socket.setSocketImplFactory
@PatchStaticMethod("setSocketImplFactory”)
public static void interceptionHandler(SocketImplFactory fac)
— throws IOException {
}
// Intercept calls to instance method of same name
@PatchInstanceMethod
public static boolean isConnected(Socket thiz) {
return OriginalMethods. java_net_Socket.isConnected(thiz) ||
< true;

Listing 4.2: Example execution flow patch

all instance method patches to target those classes in the inheritance tree
that first define the target method. Our build and deployment tools take
care of enforcing this requirement and inferring patches to all possible
subclasses both in framework and application code. These semantics do
not have any practical consequence on the expressiveness of our Java
patch format. Interception handlers that wish to only target specific sub-
class implementations may simply check the runtime type of the instance
object and use the OriginalMethods interface for invoking the original
implementation for all types they are not interested in.

4.3. Adding Resources

Resources in the patch project will be copied into any target application
package the compiled patch package is applied to. Different resource
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types and configurations are fully supported. Cross-references between
resources, as well as resource references in patch code (interception handler
or otherwise) or the manifest patch file, may be used in patch projects
and remain functional through patch deployment. x

4.3.1. Avoiding resource identifier conflicts

As described in Section 2, an index of all resources in an Android ap-
plication project is created during compilation and stored in the ARSC
file inside the APK package. As part of the indexing process, the aapt2
build tool assigns a unique integer identifier to each resource. Resources
of the same type receive consecutive identifiers. For cross-referencing,
Android’s build tools automatically generate a Java class that maps be-
tween a human-readable resource file name and its integer identifier. The
mapping is implemented by exposing a final static integer field for each
resource, named after its file name and hardcoded to its integer identifier.
Developers may thus conveniently reference resource identifiers through
their corresponding fields in the generated Java class. During compila-
tion, all final static integer references are inlined, which means that the
convenience added by this approach does not have any runtime costs.
Since inlined resource identifiers inside Dalvik bytecode can not reliably
be distinguished from arbitrary hardcoded integer values, this scheme
impedes changing resource identifiers in compiled application packages.
However, given the predictable nature of resource identifiers and the fact
that the ARSC index for patch packages is assembled by the standard
aapt2 tool, identifier conflicts between resources in the application package
and the patch package are to be expected.

To avoid this problem, the A2P2 patch package format takes advantage of
a namespacing mechanism Android normally uses to distinguish between
application and system resources . We alter the ARSC data structure
inside patch packages to use a package identifier (0x8f) that differs from
that used in applications (@x7f). Since the package identifier constitutes
the higher-most byte of every resource identifier, this effectively prevents
collisions.

4.4. Additional assets and native libraries

Patch packages may contain additional asset files or native libraries. During
patch deployment, these are copied to locations in the target application
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package that correspond to their locations in the patch package. It is
worth noting that files in the patch package overwrite equally named files
in the application package. If replacement is not desired, patch developers
must take care to choose names and locations that are unlikely to occur
in application packages.

5. A2P2 Development and Deployment Tools

In this section, we discuss the tools we implemented to support our A2P2
patch design. The A2P2 distribution comprises all software required for
developing patch projects and compiling them into patch packages, as well
as for applying patch packages to application packages.

5.1. Development Tools

A2P2 patch projects are developed inside the Android Studio IDE. The
software components required for adapting the IDE to our purposes are
implemented in a custom plugin for the Gradle build system and an
annotation processor.

5.1.1. A2P2 Gradle Plugin

Since the A2P2 patch project and patch package formats closely resemble
the respective Android application formats, our Gradle plugin extends the
standard Android Gradle plugin. It integrates our annotation processor
into the build process, configures the non-standard aapt2 resource names-
pace, and exposes new build tasks for the patch package. Furthermore, it
automatically adds dependencies to our patch base libraries, which contain
definitions for patch annotations and parts of the rewriting backend logic.

5.1.2. Annotation Processor

The A2P2 annotation processor (AP) holds a key role in the build process
of an A2P2 patch project. It validates execution flow patches, implements
parts of the inference logic for execution flow patches, and generates glue
code for different rewriting backends.

266



5. A2P2 Development and Deployment Tools

For validating execution flow patches, the AP parses the classpath depen-
dencies of the patch project, in particular the android. jar file included
in the Android SDK distribution. This file contains stub implementations
of all classes and interfaces in public Android APIs. The AP looks up the
target methods of interception handlers in the classpath and compares
the declared parameters, return types, and thrown exceptions. If a speci-
fied target method could not be found or a mismatch in the signature is
detected, the AP aborts the build. It thus helps prevent bugs in patches
that would otherwise later manifest in obscure runtime issues after patch
deployment.

Inference of execution flow patches in the AP works by constructing a
class inheritance hierarchy from the patch project’s classpath dependen-
cies. Using this information, the AP generates additional annotations for
consumption during patch deployment.

The glue code generated by the AP is needed for abstracting away the
implementation details of different rewriting backends, as well as for facili-
tating later patch deployment. Generated code parts constitute wrappers
around interception handlers, as well as implementations of the Original-
Methods class for invoking original method implementations.

5.2. Deployment Tools

A2P2’s deployment functionality is organized in a flexible transformation
pipeline. Our implementation in the Java programming language may be
used as a standalone command-line tool or integrated into other projects
as a Java library. The logic for applying our declarative patch format
is implemented in a pipeline stage. Other provided stages implement
functionality for unpacking, packing, and signing application packages,
or adding asset files. All stages follow a generic pipeline interface that
facilitates the development of custom stages as well as extending existing
stages.

The general procedure including pipeline instantiation and execution is
depicted in Figure 9.2. We call the entirety of pre-installed and custom
pipeline stages the stage repository. A pipeline instance is assembled as a
parameterized sequence of stages from this stage repository. The pipeline
instance is then executed on a concrete set of APK files. Every stage
operates on a pipeline context, which represents the output of the previous
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$java -jar a2p2.jar filel.apk ./folder_of_APKs ! unpack ! apply
— patch_static.zip static ! custom_stage ! pack ! sign !
< ./output

Listing 5.1: Example A2P2 pipeline invocation

stage in the execution. The result of a successful execution of the pipeline
instance is a set of transformed output APK files.

5.2.1. Pipeline Implementation

The command line interface to our pipeline implementation allows con-
figuring pipeline instances and executing them on a specific body of
applications in one invocation. An example invocation is shown in Listing
5.1. Individual stages are specified by their name and separated using an
exclamation mark character. Additional space-delimited arguments may
be passed to each stage. A list of all known stages (the stage repository)
and their supported arguments may be obtained by invoking the command
line interface without any parameters. Custom stages may be added to
the stage repository as jar files installed to a specific subdirectory of the
A2P2 pipeline distribution.

5.2.2. Apply Patch Stage

The logic required for applying a patch package to an application package
is implemented in the Apply Patch stage. Besides the mandatory path to
a patch package, the user may optionally specify the rewriting backend.
By default, static rewriting is employed.

5.2.3. Custom Stages

Pipeline instances may include custom stages implemented by third parties.
Every stage must extend from our abstract Stage class, which provisions
functionality for querying stage metadata (such as its name), configuring
a concrete stage instance, and executing its transformation on a pipeline
context. Custom stages may take advantage of A2P2’s utility classes

268



5. A2P2 Development and Deployment Tools
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Figure 9.2: Pipeline instantiation and execution

for replacing or inserting instructions in method implementations inside
Dalvik bytecode, manipulating binary AXML files, or altering ARSC files.

5.3. Rewriting Backends

Our build and deployment infrastructure supports two different rewriting
backends for applying execution flow patches to DEX files. Static rewriting
bakes all changes directly into DEX files, which means that the runtime
overhead of interception is minimal, and the resulting patched application
package is fully compatible with any device that supported the original
APK. Dynamic rewriting injects a native library into application packages
that applies code manipulations at runtime. In contrast to static rewriting,
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this approach supports intercepting invocations through Reflection or
JNI but relies on implementation details of the ART runtime that differ
between devices, CPU architectures and ART versions.

A2P2 patch projects may be developed independently of the rewriting
backend that is later used for deployment. Still, compiled patch packages
in our current implementation are specific to a rewriting backend. During
patch deployment, the user has to ensure the supplied patch package is
coherent with the specified rewriting backend. The A2P2 build tools and
deployment pipeline were designed so that new rewriting backends may
be incorporated without changing any code in patch projects.

5.3.1. Static Rewriting

The static rewriting implementation scans Dalvik bytecode for invocation
instructions, replacing references to methods targeted by execution flow
patches with references to the corresponding interception handler.

For constructor interception, the call to the interception handler is injected
as an additional instruction that does not replace the call to the constructor
but immediately follows it. This is necessary because the Dalvik bytecode
specification does not permit passing an allocated object to another method
before its constructor has been called. Since the added interception handler
invocation changes the addresses of subsequent instructions, our rewriting
backend updates all offsets and ranges in affected try/catch or switch/case
blocks, goto or jump instructions, and debug items.

Patch inference for classes implemented in application code works by
scanning the app’s DEX files for subclasses of all classes targeted by
interception handlers. It is worth pointing out that super calls (invoking
the super class’s implementation of the currently executed method) are
ignored in static rewriting. This is because the corresponding invoke-super
instruction may only be used inside of class context, which means that the
originally called method would not have been accessible to interception
handlers. In practice, since our patch format is designed to focus on the
interface between application and framework code, this limitation doesn’t
have any negative consequences on patch developers. Our static rewriting
implementation builds upon low-level DEX manipulation primitives of the
open-source dexlib2? library.

2dexlib2: https://github.com/JesusFreke/smali/tree/master/dexlib2
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5.3.2. Dynamic Rewriting

Dynamic rewriting applies execution flow changes at runtime. Through a
high-priority ContentProvider injected into target application packages,
we can manipulate the ART runtime before any third-party code is exe-
cuted. The Content-

Provider parses annotation data from the patch DEX file to assemble
a list of methods that need to be intercepted. It then iterates over all
classes preloaded by the Zygote process to intercept all targeted methods
they implement. Lastly, we instrument the ART runtime’s class loading
mechanism to intercept targeted methods for all classes as they are loaded.
This also provides an opportunity for inferring patches onto subclasses.

Method interception is implemented by manipulating the JIT-compiled
in-memory representation of target methods. Their preamble is replaced by
a trampoline to the interception handler. The original preamble is copied
to a freshly allocated executable memory region, followed by a jump to the
end of its original location, and executed whenever the original method
implementation is invoked through the OriginalMethods interface.

Because of patch inference, an interception handler for an instance method
may be invoked for various different concrete overridden implementations
of its target method. This leads to potential issues in the OriginalMeth-
ods implementations for dynamic rewriting, where the exact originally
referenced method needs to be known for being able to call it. Due
to potentially involved super calls (which cannot be distinguished from
normal method calls), the object type alone does not suffice for identi-
fying the originally called method. As a solution to this problem, our
dynamic rewriting backend takes advantage of internal mechanisms of
the java.lang.reflect.Proxy infrastructure for dynamically generating
a distinct trampoline method for every infered method interception. These
trampoline methods act as breadcrumbs in the call stack, which we com-
bine with a lookup table for determining the originally called method in
OriginalMethods implementations.

Our dynamic rewriting implementation integrates modified low-level prim-
itives of the open-source SandHook? library.

3SandHook Android ART Hook: https://github.com/asLody/SandHook
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6. Evaluation

In this section, we provide patch case studies that demonstrate the efficacy
of A2P2 for facilitating mobile security research, as well as performance
and overhead metrics for evaluating the efficiency of our solution.

6.1. Patch Case Studies

The patches we showcase here were chosen to demonstrate the capabilities
of our patch and pipeline design and reflect typical use cases in mobile
security research.

6.1.1. Grab’n’Run

We used A2P2 to reimplement the purpose-built application-rewriting
tool proposed by Falsina et al. [9] for injecting their novel verification
protocol for dynamic code loading into compiled applications. Falsina et
al.’s implementation involves almost 1000 lines of Python code for manually
manipulating the SMALI IR representation of decompiled Dalvik bytecode
and adding permissions to the application manifest. In contrast, the A2P2
patch can be fully implemented using our declarative patch format, which
means that all changes are specified in high-level Java and XML. The key
part of the Java execution flow patch can be found in Listing 10.1 in the
Appendix. It intercepts class loading through the DexClasslLoader class to
verify the code that is about to be loaded. Note how the patch intercepts
the constructor to create shadow objects that are later looked up in the
interception handler for the instance method. This pattern effectively
allows replacing object types. The loadClass() interception handler also
displays how changes to the execution flow may be applied selectively
based on the concrete instance type. While our patch implementation uses
the default A2P2 pipeline command line interface for deployment, a more
convenient custom Java program could easily be written that integrates
the pipeline as a library.

6.1.2. Cloning applications

In some scenarios, an app needs to be installed on a device twice, e.g. when
it comes preinstalled to the device and thus cannot simply be uninstalled
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for replacement with a patched version. The Android OS requires the
application package name and certain app components to be unique on
the system, so that the same APK file cannot be installed twice. While
for simple applications, changing the package name in the application
manifest is enough to create an APK file that can be installed alongside
the original version, more modifications are needed in general.

We implemented an A2P2 patch project that changes the package name,
custom permissions, and ContentProvider authorities in the application
manifest. A part of the patch manifest of this project can be found in
Listing 10.2 in the Appendix. It shows how A2P2’s XML patch format and
XPath expressions may be used for changing the package name and various
related values inside an app’s manifest. Note how the actual package name
change is the last entry in the patch manifest. Since patch manifest entries
are applied sequentially, this allows earlier entries to reference the original
package name. This is e.g. used for globalising class name references that
were constructed relative to the package name in the original manifest.
The Java part of the patch project intercepts various framework API
calls so that the original package name is spoofed to all application-facing
code while system- and world-facing code is aware of the manipulated
package name. This even entails package names sent to backend servers
in HTTP request headers. We complemented our patch project with a
custom pipeline stage that also replaces the account type for app-specific
authenticators, which are required to be system-unique as well.

6.1.3. Injecting Flipper debugger

Flipper is an open-source mobile application debugging platform main-
tained by Facebook. Developers may integrate plugins into their Android
application project that communicate with the Flipper desktop companion
program. Flipper offers plugins for inspecting files in app-private storage,
databases, Ul layouts, or network communication. While originally in-
tended for debugging during application development, the platform may
also serve as a security analysis tool.

We designed an A2P2 patch that injects the base Flipper library and
several plugins into target applications. A ContentProvider added through
the manifest patch initializes plugins at runtime. Several execution flow
patches are used for integrating the networking plugin into the OkHttp
stack within target applications.
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6.2. Performance and Overheads

Quantifiable performance and overhead metrics include the patch deploy-
ment duration, as well as the size and runtime overhead incurred by
applying a patch to an application package. It is worth noting that all
metrics shown reflect a pipeline configuration for applying a patch package,
utilizing the built-in Unpack, Apply Patch, Pack and Sign stages.

6.2.1. Patch Deployment Speed

Patch deployment speed largely depends on the sizes of patch and ap-
plication packages. As a realistic estimate, we provide measurements for
applying our relatively large Flipper patch (see 6.1.3) to the APK file
of the Wikipedia Android app (version 2.7.50431) on a 2.3 GHz Intel i7
quad-core CPU.

For dynamic rewriting, patch deployment consists of unzipping the APK
file, adding a ContentProvider to the application manifest, merging patch
resources, extracting the rest of the patch package (including native
libraries and DEX files) into the target application package, zipping the
resulting APK file and signing it again. For our test setup, this process
takes about 12 seconds on average. Static rewriting additionally involves
parsing interception handler targets from the DEX file in the patch package
and iterating over all instructions in the target application’s DEX files.
In our test setup, these additional steps resulted in an overall patch
deployment time of 21 seconds for static rewriting.

6.2.2. Application Size Overhead

The file size overhead of application packages caused by our patching very
closely follows the size of the applied patch package. All patch packages
contain support files that amount to about 950 KB for dynamic rewriting
and 10 KB for static rewriting. Since the size of patch packages otherwise
depends on the contents of the corresponding patch projects, we cannot
provide any more specific metrics here.
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Constructor Static M. Instance M.
Static Rewriting 77 ns 23 ns 20 ns
Dynamic Rewriting 25733 ns 1779 ns 43499 ns

Table 9.1: Per-call runtime overhead for different rewriting backends and method
types.

Constructor Static M. Instance M.

Dynamic Rewriting 1.46 ms 0.46 ms 0.86 ms

Table 9.2: Per-method runtime overhead for dynamic rewriting at app launch
(no launch overhead for static rewriting).

6.2.3. Application Runtime Overhead

As an indicator for the runtime impact of execution flow patches, we timed
the overhead per call to an intercepted method. Additionally, we timed
the ART manipulations carried out for every intercepted method at app
launch when dynamic rewriting is used.

For all measurements, we used a simple patch that intercepts a constructor,
static, and instance method. The interception handlers simply invoke the
corresponding original method implementations. We then applied the
patch on an application that times the execution of intercepted methods
over 100000 runs. Per-call overheads were taken as the average over these
runs. Per-method (launch time) overheads were taken as the average time
it took to carry out the runtime manipulations required for intercepting
one method (or constructor) over 10 app launches.

The per-call overhead induced by static rewriting is almost non-existent
(77 ns at maximum). Dynamic rewriting generates a higher overhead (we
measured 43499 ns in the worst case) due to the involved Java Native
Interface calls and original implementation lookup. Still, at less than a
tenth of a millisecond, this overhead can still be considered negligible in
most practical scenarios. Complete measurement data can be found in
Table 9.1.

Static rewriting does not have any per-method overhead at app launch

time. For dynamic rewriting, we measured a worst-case overhead (for
constructors) of 1.45 milliseconds. Exact data can be found in Table 9.2.
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6.2.4. Application Compatibility

As a measure for the general compatibility of our patching process, we
applied the Cloning patch described in Section 6.1.2 to the 132 most
popular free applications (4 per category) from Google Play and confirmed
that the patched APK could still be successfully installed and launched
on a Pixel 3 running Android 11 (Build RQ3A.211001.001). Our results
show that for static rewriting, 92 % of applications still launched, while
the success rate of dynamic rewriting was 91 %. Patching generated
an installable APK file for all applications. Dynamic rewriting caused
one app to hang during launch. Other incompatibilities with individual
applications that lead to runtime issues across rewriting backends could
be attributed to signature checks (3 apps) and side effects of the package
name manipulations of the specific patch implementation (9 apps).

7. Discussion & Future Work

This section discusses known limitations in A2P2’s design, as well as
possible improvements to the current implementation.

7.1. Resigning

Some applications integrate signature checks designed for preventing
malicious repackaging attacks. Unfortunately, these checks also impact
application patching for security research purposes. Still, Ibrahim et al. [11]
have recently shown that less than 0.1 % of apps employ out-of-process app
attestation. All other in-process signature check schemes may be bypassed
through application patching, and we argue this is ethically viable for
security research. We note that A2P2’s execution flow patching may be
used for bypassing the most common signature check implementations.

7.2. Malicious Patching

It is worth noting that although we designed A2P2 as a security tool, it may
be misused for applying malicious modifications to compiled application
packages, i.e. for mounting repackaging attacks. These attacks may e.g.
use A2P2 for creating a version of a paid application that bypasses
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license checks and/or adds code for collecting sensitive user information.
However, these types of attacks have been possible before, so we argue
that A2P2’s publication does not lead to any additional harm on end
users. We hope that the availability of Android application patching tools
in general encourages more developers of sensitive applications to adopt
out-of-process app attestation, which is the only effective mitigation for
repackaging.

7.3. Obfuscation

In principle, A2P2 is capable of not only intercepting framework methods
but also those exposed by third-party libraries. To this end, our annotation
processor can look up method definitions from any class in the classpath
of the patch project. However, implementations of these libraries are
embedded in application code and may thus be subjected to obfuscation,
i.e. replacing class and method names with undescriptive short strings
during build. This technique is commonly used by developers to thwart
reverse engineering and optimize APK size. Since our execution flow
patches rely on method and class names for identifying target methods,
obfuscation may render them ineffective. Future work could investigate
how target methods can be identified via obfuscation-resistant selectors.

7.4. Native Code

Our current patch design does not support manipulating the execution
flow of native code. However, dynamic rewriting does cover calls from
native code to Java through the Java Native Interface.

7.5. Device and OS compatibility

As mentioned in Section 5.3.2, dynamic rewriting relies on implementation
details of the ART runtime that differ between devices, OS, and ART
versions. We developed and tested our dynamic rewriting backend on a
Google Pixel 3 running Android 9, 10, and 11. We anticipate slight adjust-
ments for expanding compatibility to additional device configurations. For
devices not yet supported by dynamic rewriting, patch developers may
use static rewriting.
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7.6. Performance

It is worth noting that our implementation can be further optimized, par-
ticularly for patch deployment performance. Possibilities for enhancements
would be parallelizing the processing of individual DEX files inside the Ap-
ply Patch stage or implementing DEX, ARSC, and AXML manipulation
primitives in native code.

8. Related Work

In this section, we highlight previous publications that are concerned with
modifying some aspects of compiled Android application packages.

8.1. Modifying APK Files

While some solutions exist for manipulating arbitrary parts of a compiled
APK file, none of them share A2P2’s application-agnosticity. The most
established tool for manipulating APK files both in academia and in
industry is Apktool®. It is capable of decompiling resources and applica-
tion manifests back into human-readable XML format and disassemling
Dalvik bytecode into the SMALI intermediate representation. Although
Apktool supports recompiling APK files after modifications to any of its
parts, changes have to be manually applied and adapted to each target
application.

8.2. Manipulating Dalvik bytecode

A number of publications have proposed generic solutions for modifying
the execution flow of compiled Android applications. Some of them seek
to offer a similar application-agnostic approach as A2P2’s patch format.

The existing work that shares the most similarities with A2P2 with respect
to execution flow patching is RetroSkeleton by Davis and Chen [6]. It
allows intercepting arbitrary methods using transformation policies written
in Closure. RetroSkeleton also follows a similar notion of patch inference
but only supports bytecode instrumentation, which operates similarly to

4Apktool - A tool for reverse engineering Android apk files: https://ibotpeaches.gi
thub.io/Apktool/
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our static rewriting. The implementation was never made available to
the public. Reptor by Ki et al. [13] focuses on API virtualization, for
which they go to great lengths to accomplish method implementation
replacement instead of call replacement. However, their solution creates
boilerplate class hierarchies that lead to considerable APK size overhead
and was never made available to the public.

Some tools decompile Dalvik bytecode to Java so they can take advantage
of established manipulation tools and techniques for the desktop Java
platform. However, this approach is prone to introduce issues since the
transformation from Java to Dalvik bytecode during app compilation is
not fully reversible in general. SIF by Hao et al. [10] takes advantage
of this approach for implementing their instrumentation framework that
allows procedural configuration of interception targets. While their system
supports complex analysis of the control flow graph, it does not have any
notion of patch inference. Arzt et al. [2] and Ali-Gombe et al. [1] apply
aspect-oriented programming principles from the desktop Java world to
Android applications.

Beside solutions proposed by academia, Frida® is a popular choice for
instrumenting Android applications both on rooted or unrooted devices.
It injects the V8 engine into target applications, so that runtime manip-
ulations can be expressed in JavaScript code. However, Frida operates
by manipulating runtime structures. Similar to our dynamic rewriting
backend, it is prone to break whenever ART implementation details change.

9. Conclusion

Inspecting and manipulating runtime behavior of Android applications is
a common need in mobile security research. However, existing solutions
for application patching either lack a holistic view of the application
package or do not support application-agnostic operation. In this paper,
we introduced the A2P2 patch format and deployment pipeline for reme-
diating these limitations in tooling. Our patch format allows declaratively
specifying changes to the application manifest and Dalvik bytecode, as
well as addition of resources, native libraries, and assets. We discussed
the patch semantics for different APK components, the functionality we
provide for building application-agnostic patch projects, and our extensible

SFrida - Dynamic instrumentation toolkit: https://frida.re
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tooling for applying them to compiled Android application packages. For
demonstrating the efficiency of our design and implementation, we showed
various performance characteristics of our solution. Lastly, we evaluated
the efficacy of A2P2 through compatibility tests and by showcasing patches
that reproduce previous research and facilitate security analysis.
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Appendix

10.1. Patch Case Study Snippets

publ
st

@P.
@P
pu

—

3

@P
@P
pu

—

ic class DexClassLoaderPatch {
atic Map<String, SecureDexClassLoader> loaders = new HashMap<>();

atchClass("dalvik.system.DexClassLoader”)

atchConstructor

blic static void init(DexClassLoader thiz, String dexPath, String dir,
String path, ClassLoader parent) {

loaders.put(thiz.toString(),

< RepackHandler.generateSecureDexClasslLoader (dexPath, dir, path,

< parent));

atchClass("”java.lang.ClassLoader")

atchInstanceMethod

blic static Class<?> loadClass(ClassLoader thiz, String name) throws
ClassNotFoundException {

if (thiz instanceof DexClasslLoader) return

<« OriginalMethods. java_lang_ClasslLoader.loadClass(thiz, name);

SecureDexClassLoader loader = loaders.get(thiz.toString());

if (loader == null) return

« OriginalMethods. java_lang_ClasslLoader.loadClass(thiz, name);

Class result = OriginalMethods. java_lang_Classloader.loadClass(loader,

< name);

if (result == null) RepackHandler.raiseSecurityException();

return result;

Listing 10.1: Grab’n’Run Patch: Securing class loading by intercepting
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DexClassLoader methods



10. Appendix

<!-- Permission names must be unique -->
<patch:replace sel="manifest/permission/@name"”>
$${xpath(".")}.patched</patch:replace>

<!-- Also adjust permission uses -->

<patch:replace sel="manifest/uses-permission[not(starts-with(@name,
— 'android.permission')) and not(starts-with(@name,

< 'android.gms.permission')) and not(starts-with(@name,

< 'com.google.android.calendar'))]/@name”>$${xpath(".")}.patched
</patch:replace>

<!-- Change class reference to use full original package name -->
<patch:replace sel="manifest/application/@name">

$${globalize(xpath("/manifest/@package”), xpath("."))}
</patch:replace>

<!-- Make sure the patched app can query the original -->
<patch:add sel="manifest/queries”>

<package android:name="$${xpath(&quot;/manifest/@package&quot;)}"/>
</patch:add>

<!-- Provider authorities must be unique -->
<patch:replace sel="manifest/application/provider/Q@authorities">
$${appendeach(xpath("."), ".patched")}</patch:replace>

<!-- Change package name by appending .patched -->
<patch:replace sel="manifest/@package">
$${xpath(".")}.patched</patch:replace>

Listing 10.2: App Cloning Patch: Simplified manifest patch for making a
patched app installable alongside the original
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